

	
[bookmark: _Hlk91753531][bookmark: _GoBack]3GPP TSG-SA WG2 Meeting #151E (e-meeting)	S2-2204337r04
May 16 – 20, 2022, Elbonia	(revision of S2-2203591)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	23.304
	CR
	0102
	rev
	34
	Current version:
	17.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	AMF and AUSF selection for CP authentication and authorisation

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell, Interdigital Inc., LG Electronics

	Source to TSG:
	S2

	
	

	Work item code:
	5G_ProSe
	
	Date:
	2022-05-03

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	This CR addresses some issues related with the 5G ProSe relaying CP security solution that were brought up during discussion in TSG SA #95.

Following issues were raised during the discussion in SA2.

Issue #1: How the Relay UE’s AMF will be ensured that it supports the clause 6.3.3.3.2 of TS 33.503 [3] before even knowing the Remote UEs that it will serve.
This can be resolved by configuring the Relay UE to use set of slices that enables to select the AMF supporting CP security procedure. There was a proposal to define new sandardised SST value for roaming but it can be done as a part of roaming agreement if operator wants to support roaming scenario.

Issue #2: How it will be ensured that the Relay UE’s AMF will select an AUSF in Remote UEs HPLMN supports the procedure in clause 6.3.3.3.2 of TS 33.503 before even knowing the Remote UEs that it will serve.
If operator wants to use control plane security procedure, AUSF shall support control plane security procedure.This can be resolved by adding AUSF's capability on CP security to the NF profile. When AUSF registers to the NRF, the AUSF indicates support of CP security procedure and the AMF can select AUSF via NRF discovery.

Issue #3: How the Relay UE will know in advance e.g. when selecting VPLMN that the particular VPLMN has roaming agreements with the potential HPLMNs of the Remote UEs in order to “advertise” the right discovery information
There is no guarantee that there is roaming agreement between HPLMN of Remote UE and serving PLMN of Relay UE, the CP security procedure can fail. For L2 Relay, the Remote UE selects authorized PLMN so by using operator configuration, this issue can be resolved. However, for L3 Relay, there is no way to resolve this issue unless Relay UE selection is changed. So it is proposed to use trial and error approach, i.e. the Remote UE selects another Relay UE if CP security procedure fails.In this case Remote UE can perform UP security procedure.

Issue #4: What subscription information is required for Remote UEs in the UDM.
According to current SA3, there is no need for specific Remote UE subscription for CP security procedure as the UDM is expected to be aware of the RSC (see TS 33.503).  

Issue #5: How the SUPI of the Remote UE is obtained by SMF in PDU session secondary authentication of Remote UE.
SA3 is discussing how SUPI of Remote UE is derived by the network so proposes to add reference to TS 33.503., but it seems that eventually AMF receives SUPI of Remote UE and the AMF sends SUPI to the SMF when the Relay UE sends Remote UE Report message. In TS 23.304, brief description can be captured and add reference to TS 33.503 as details will be captured in TS 33.503.

Issue #6: How SMF obtains the Remote UE’s subscription info in PDU session secondary authentication of Remote UE.
The SMF can obtain Remote UE's subscription by using Remote UE's SUPI. (see Issue #5)

Issue #7: How to support PDU session secondary authentication when Remote UE is roaming.
Secondary authentication is performed when CP based security procedure is completed. Success of CP based security procedure means that there is roaming agreement between HPLMN of Remote UE and serving PLMN of Relay UE. So secondary authentication can be supported in roaming case.

Issue #8: How to ensure that the SMF supports secondary authentication.
Secondary authentication is performed based on request from the DN per DNN/S-NSSAI. So all UEs accessing the DN requires to perform secondary authentication. So Relay UE would also require to perform secondary authentication and the selected SMF should support secondary authentication.

	
	

	Summary of change:
	- Extends NRF Profile so that AUSF can indicate capability of Control Plane-based security procedure.
- AMF can discover and select AUSF supporting Control Plane based security procedure via NRF.
- The Relay UE can be configured to use set of slices that enables to select AMF supporting Control Plane based security procedure.
- Secondary authentication for 5G ProSe Layer-2 Remote UE is supported as specified in TS 23.502
- Secondary authentication for 5G ProSe Layer-3 Remote UE is supported as specified in TS 33.503

	
	

	Consequences if not approved:
	Incomplete CP relay authentication solution.
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* * * * Start of 1st Change * * * *

[bookmark: _Toc19199058][bookmark: _Toc27821847][bookmark: _Toc36126201][bookmark: _Toc45012525][bookmark: _Toc51753951][bookmark: _Toc51754085][bookmark: _Toc51838912][bookmark: _Toc66692635][bookmark: _Toc66701814][bookmark: _Toc69883471][bookmark: _Toc73625479][bookmark: _Toc98836849]4.3.4	AMF
In addition to the functions defined in TS 23.501 [4], the AMF performs the following functions:
-	Select a PCF supporting 5G ProSe Policy/Parameter provisioning based on indication of 5G ProSe Capability as part of the "5GMM capability" in the Registration Request.
-	Store the 5G ProSe Capability.
-	Forward the 5G ProSe Capability to PCF in Npcf_UEPolicyControl_Create Request.
-	Obtain from UDM the subscription information related to 5G ProSe and store them as part of the UE context data.
-	Obtain PC5 QoS parameters from the PCF and store them as part of the UE context data.
-	Provision the NG-RAN with indication about the UE authorization status about 5G ProSe Direct Discovery and 5G ProSe Direct Communication (i.e. as 5G ProSe-enabled UE for ProSe Direct Discovery, as 5G ProSe-enabled UE for ProSe Direct Communication), 5G ProSe UE-to-Network Relay Discovery and Communication (i.e. as 5G ProSe Layer-2 Remote UE, as 5G ProSe Layer-2 UE-to-Network Relay, as 5G ProSe Layer-3 UE-to-Network Relay).
-	Provision the NG-RAN with PC5 QoS parameters related to 5G ProSe Direct Communication.


* * * * Start of 2nd Change * * * *

[bookmark: _Toc27821850][bookmark: _Toc36126204][bookmark: _Toc45012528][bookmark: _Toc51753954][bookmark: _Toc51754088][bookmark: _Toc51838915][bookmark: _Toc66692638][bookmark: _Toc66701817][bookmark: _Toc69883474][bookmark: _Toc73625482][bookmark: _Toc98836852]4.3.7	NRF

In addition to the functions defined in TS 23.501 [4], the NRF performs the following functions:
-	PCF discovery by considering 5G ProSe Capability.
-	5G DDNMF Discovery.
Similar procedure can be used for 5G DDNMF discovery across PLMNs as specified in clause 4.17.5 of TS 23.502 [5] with the difference as below:
-	The serving PLMN is replaced by home PLMN and home PLMN is replaced by local PLMN or serving PLMN.





* * * * Start of 3rd Change * * * *

[bookmark: _Toc66692641][bookmark: _Toc66701820][bookmark: _Toc69883478][bookmark: _Toc73625488][bookmark: _Toc98836858]4.3.10	SMF
In addition to the functions defined in TS 23.501 [4], the SMF supports the following function:
-	Receiving 5G ProSe Layer-3 Remote UE report and maintaining the information of 5G ProSe Layer-3 Remote UE(s) handled by a 5G ProSe Layer-3 UE-to-Network Relay in the 5G ProSe Layer-3 UE-to-Network Relay's SM context for the PDU Session associated with the relay.


* * * * Start of 4th Change * * * *

[bookmark: _Toc58920738][bookmark: _Toc98836859]



* * * * Start of 5th Change * * * *
[bookmark: _Toc98836876][bookmark: _Toc83206620][bookmark: _Toc30666558][bookmark: _Toc31029852][bookmark: _Toc31030743][bookmark: _Toc43388310][bookmark: _Toc43735540][bookmark: _Toc50130527][bookmark: _Toc50133841][bookmark: _Toc50134181][bookmark: _Toc50557133][bookmark: _Toc50548809][bookmark: _Toc55202114][bookmark: _Toc57209736][bookmark: _Toc57366127][bookmark: _Toc66703570][bookmark: _Toc73625622][bookmark: _Toc83206732][bookmark: _Toc73625501][bookmark: _Toc83206601][bookmark: _Toc83355922][bookmark: _Toc20204674][bookmark: _Toc27895388][bookmark: _Toc36192491][bookmark: _Toc45193593][bookmark: _Toc47593225][bookmark: _Toc51835312][bookmark: _Toc75412148]
5.1.4.3.2	Principles for Control Plane based authentication and authorisation security procedures for 5G ProSe Layer-3 UE-to-Network Relay
Control Plane-based authentication and authorisationsecurity procedures for 5G ProSe Layer-3 UE-to-Network Relay call flow and procedure is defined in TS 33.503 [29]. It is characterised by the following principles:
-	5G ProSe Layer-3 UE-to-Network Relay's NAS signalling is used for the 5G ProSe Layer-3 Remote UE's authentication and authorisation.
-	The AMF serving the 5G ProSe UE-to-Network Relay selects AUSF as specified in TS 23.501 [4] clause 6.3.4  considering also the 5G ProSe Remote UE's SUCI. If the 5G ProSe Remote UE's HPLMN wants to use control plane security procedure, the 5G ProSe Remote UE's HPLMN AUSF shall support control plane based security procedure as defined in clause 6.3.3.3.2 of TS 33.303 [29].
-	To support roaming scenario, the 5G ProSe Remote UE's HPLMN, 5G ProSe Relay UE's HPLMN and VPLMN shall have roaming agreement so that the 5G ProSe Remote UE, 5G ProSe Relay UE and AMF of VPLMN is configured with set of slices that enables to select the AMF that supports control plane based security procedure. When the 5G ProSe Relay UE is configured the set of slices the 5G PorSe Relay UE shall include those slices in the Requested NSSAI so that the 5G ProSe Relay UE is served by the AMF that supports control plane based security procedure.



considering also the 5G ProSe Layer-3 Remote UE information and interacts with the 5G ProSe Layer-3 Remote UE's AUSF.


-	Secondary authentication for 5G ProSe Layer-2 Remote UE is supported as specified in TS 23.502 [5] clause 4.3.2.3.
-	Secondary authentication for 5G ProSe Layer-3 Remote UE is supported as specified in TS 33.503 [29] clause 6.3.3.3.4.2. In order to support secondary authentication for a 5G ProSe Layer-3 Remote UE,
-	When the 5G ProSe UE-to-Network Layer-3 Relay establishes a PDU Session for a 5G ProSe Layer-3 Remote UE to a DN, the 5G ProSe UE-to-Network Layer-3 Relay performs secondary authentication procedure as specified in TS 23.502 [5]. 
-	The SMF retrieves the 5G ProSe Layer-3 Remote UE's subscription data by using the 5G ProSe Layer-3 Remote UE's SUPI. The SMF receives the 5G ProSe Layer-3 Remote UE's SUPI as described in TS 33.503 [29] clause 6.3.3.3.4.2.


* * * * End of Changes * * * *

