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Abstract of the contribution: This paper proposes to update solution#8 for resolving ENs.
[bookmark: _Toc97269610]1	Discussion
This p-CR aims to resolve the following ENs:
Editor's note: User consent is needed for URSP enforcement reporting and the detailed descriptions and procedures of user consent is FFS.
Editor's note: Whether existing Npcf services (e.g. Npcf_UEPolicyControl service or Npcf_SMPolicyControl service) can be reused for URSP enforcement reporting is FFS.
Editor's note: What further actions will be taken by the network after URSP enforcement reporting is FFS.
2 Proposal
It is proposed to update TR 23.700-85 on FS_eUEPO as follows:
                  *** BEGIN CHANGES ***                
[bookmark: _Toc101366205][bookmark: _Toc100873850]6.8	Solution #8: PSI URSP Rule Precedence reporting for awareness of URSP enforcement
[bookmark: _Toc101366206][bookmark: _Toc100873851]6.8.1	Description
This solution aims to address the Key Issue#2: 5GC awareness of URSP enforcement. 
The URSP rules sent to the UE are contained in a Policy Clause identified by a PSI (Policy Clause Identifier), and each Policy Clause may include multiple URSP rules. For 5GC awareness of URSP enforcement, this solution proposesIt is proposed to use the parameter of URSP Rule Precedence to identify a specific URSP rule within a Policy Section.
Editor's note:	User consent is needed for URSP enforcement reporting and the detailed descriptions and procedures of user consent is FFS.
The UE can indicate to the network the URSP rule it is trying to enforce by reporting the combination of PSI +URSP Rule Precedence. When an existing PDU session matches the RSD of selected URSP, or when the UE tries to establish a new PDU Session using the values specified by the selected RSD, the URSP enforcement reporting process can be done during a session management procedures such as PDU Session Establishment procedure or PDU Session Modification procedure.
To protect user privacy, the URSP enforcement reporting process shall be subject to user consent. The user consent is obtained by the ASP and provided to the MNO. The information of user consent for URSP enforcement reporting is included per URSP rules and provisioned to the UE. The UE reports the URSP Rule Precedence of the URSP rule it is trying to enforce only when the user consent part of the URSP rule is "YES".
NOTE:	The procedures to obtain user consent need to be studied by SA3.
[bookmark: _Toc101366207][bookmark: _Toc100873852]6.8.2	Procedures
As described in TS 23.503 [4], for every newly detected application the UE evaluates the URSP rules in the order of Rule Precedence and determines if the application is matching the Traffic descriptor of any URSP rule. When a valid Route Selection Descriptor is found, the UE determines if there is an existing PDU Session that matches all components in the selected Route Selection Descriptor.
If one or more matching PDU Session(s) exist(s), the UE associates the application to one existing PDU Session and initiates PDU Session Modification procedure for URSP enforcement reporting as described in clause 4.3.3.2 TS 23.502 [3]. Following impacts are applicable:
-	Step 1a: The UE includes UE Policy Container (the combination of PSI +URSP Rule Precedence corresponding to the URSP rule enforced by the UE, and the operating system identifier) in PDU Session Modification Request message. The AMF transfers the message transparently to the SMF via Nsmf_PDUSession_UpdateSMContext message.
[bookmark: _GoBack]-	Step 2: After receiving UE Policy Container in the PDU Session Modification Request message, the SMF notifies forwards to the PCF the UE Policy Containercombination of PSI + Rule Precedence reported by the UE using Npcf_SMPolicyControl_Update service operation. The PCF returns the URSP rule indicated by the URSP Rule Precedence to the SMF.
The SMF compares the RSD of the URSP rule received from the PCF with the PDU session attributes (e.g. DNN, S-NSSAI, etc) of the PDU session the UE trying to associate to. If it is not matched, the SMF rejects the PDU Session Modification request with a proper cause value.
-	Step 2a/2b: The SMF generates N4 rules (PDR, URR) based on the Traffic Descriptor of the URSP rule received from the PCF and provisions the rules to the UPF using N4 Session Modification procedure. The SMF indicates the UPF to report the event when incorrect application traffic is detected for the QoS Flow indicated in the PDR.
When incorrect application traffic is detected, the UPF should send a report to the SMF. The SMF should further inform to the PCF that the URSP rule is wrongly enforced by the UE. The PCF can decide whether to update the URSP rules to the UE based on local configuration and operator policies (e.g. update the URSP via UCU procedure by excluding the wrongly enforced URSP rule).
Editor's note:	Whether existing Npcf services (e.g. Npcf_UEPolicyControl service or Npcf_SMPolicyControl service) can be reused for URSP enforcement reporting is FFS.
NOTE:	It is assumed that same PCF is selected by the SMF and the AMF.
Editor's note:	What further actions will be taken by the network after URSP enforcement reporting is FFS.
If none of the existing PDU Sessions matches the selected Route Selection Descriptor, the UE tries to establish a new PDU Session as described in clause 4.3.2.2.1 TS 23.502 [3] using the values specified by the selected RSD. Following impacts are applicable for URSP enforcement reporting:
-	Step 1: The UE includes UE Policy Container (the combination of PSI +URSP Rule Precedence corresponding to the URSP enforced by the UE, and the operating system identifier) in PDU Session Establishment Request message.
-	Step 3: The AMF transfers the PDU Session Establishment Request (UE Policy Container (the combination of PSI +URSP Rule Precedence corresponding to the URSP rule enforced by the UE, and the operating system identifier)) to the SMF by Nsmf_PDUSession_CreateSMContext Request message.
-	Step 7b: After receiving UE Policy Container in the PDU Session Establishment Request message, the SMF notifies forwards to the PCF the UE Policy Containercombination of PSI + Rule Precedence reported by the UE using Npcf_SMPolicyControl_Create service operation. The PCF returns the URSP rule indicated by the URSP Rule Precedence to the SMF.
The SMF compares the RSD of the URSP rule received from the PCF with the PDU session attributes (e.g. DNN, S-NSSAI, etc) of the PDU session the UE trying to establish. If it is not matched, the SMF rejects the PDU Session Establishment request with a proper cause value.
-	Step 10a/10b: The SMF generates N4 rules (PDR, URR) based on the Traffic Descriptor of the URSP rule received from the PCF and provisions the rules to the UPF using N4 Session Establishment procedure. The SMF indicates the UPF to report the event when incorrect application traffic is detected for the QoS Flow indicated in the PDR.
When incorrect application traffic is detected, the UPF should block the corresponding application traffic and send a report to the SMF. The SMF should further inform to the PCF that the URSP rule is wrongly enforced by the UE. The PCF can decide whether to update the URSP rules to the UE based on local configuration and operator policies (e.g. update the URSP via UCU procedure by excluding the wrongly enforced URSP rule).
Editor's note:	Whether existing Npcf services (e.g. Npcf_UEPolicyControl service or Npcf_SMPolicyControl service) can be reused for URSP enforcement reporting is FFS.
Editor's note:	What further actions will be taken by the network after URSP enforcement reporting is FFS.
[bookmark: _Toc101366208][bookmark: _Toc100873853]6.8.3	Impacts on services, entities and interfaces
UE:
-	Initiates PDU Session Modification procedure when matching PDU Session is found for a URSP rule, and includes UE Policy Container (the combination of PSI +URSP Rule Precedence corresponding to the URSP enforced by the UE, and the operating system identifier) in PDU Session Modification Request message.
-	During the new PDU Session Establishment procedure when none of the existing PDU Sessions matches the selected Route Selection Descriptor, includes UE Policy Container (the combination of PSI +URSP Rule Precedence corresponding to the URSP enforced by the UE, and the operating system identifier) in PDU Session Establishment Request message.
SMF:
-	Forwards the UE Policy Containercombination of PSI + Rule Precedence reported by the UE to the PCF.
-	Compares the RSD of the URSP rule received from the PCF with the attributes of the PDU session the UE trying to establish or associate to.
-	Generates N4 rules (PDR, URR) based on the Traffic Descriptor of the URSP rule received from the PCF.
-	Indicates the UPF to report the event when incorrect application traffic is detected for the QoS Flow indicated in the PDR.
-	Forwards the incorrect application traffic detection report received from UPF to the PCF.
PCF:
-	Based on the UE Policy Container received from the SMF, provides corresponding URSP rule to the SMF.
-	Decides whether to update the URSP to the UE by the UCU procedure when incorrect application traffic detection report is received from the SMF.
UPF:
-	Detects application traffic and reports to the SMF when incorrect application traffic is detected.

                  *** END CHANGES ***                

3GPP
SA WG2 TD

