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Abstract of the contribution: This paper proposes a solution to Key Issues #1 and #2 in TR 23.700-46 related to how 5GS DetNet Node operates wrt. IP routing and forwarding, how its IP addressing and routing information is managed so that it can be exposed to or influenced by the DetNet controller. 
1	Discussion
This paper proposes a Solution for 5GS DetNet Node operation as an IP Router. It explains how IP address management for the 5GS DetNet Node’s interfaces works and how IP routing/forwarding configuration is managed within the Node. It also explains how TSCTSF, as the controller plane entity of the 5GS DetNet Node, becomes aware of the 5GS Node interface, IP addressing and IP routing information and configuration status, so that it is able to make it available to the DetNet controller, and even influence the IP forwarding/routing configuration based on explicit routes provided by the DetNet controller. This is essential to solve Key Issues #1 and #2 which are about reporting information to and receiving configuration from the DetNet controller, respectively.
The approach taken is to base the solution on Release 16 5GS Bridge and Release 17 generalized TSC procedures. DS-TT and NW-TT are utilized for information learning and configuration by TSCTSF. 5GS DetNet Node and DetNet specific features are isolated as much as possible to the TSCTSF, DS-TT and NW-TT, eliminating the impact to other Core NFs and the UPF and the UE, except for SMF for which a small enhancement is proposed. For this reason, configuring DetNet related information, e.g., in UDM as part of the current Framed Routing feature, or using, e.g., NAS procedures or IPv6 prefix delegation for UE/DS-TT’s 5GS DetNet Node IP address or IP routing information exchange are not proposed.
2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23700-46 as follows

*** Start of changes (all new text) ***
6.x	Solution #x: 5GS DetNet Node IP Operation, Management and Exposure 
6.x.1	Introduction
The 5G System supports IETF DetNet deterministic networking by abstracting the whole 5GS as a DetNet Node. The 5GS DetNet Node is comprised of a single UPF and a number of UEs connected to it with IP PDU Sessions. It supports DetNet IP data plane and forwarding sublayer operations, essentially acting as an IP router with specific QoS and management capabilities that are exposed to the DetNet controller. 
The architecture of the 5GS DetNet Node is shown in Figure ‑1.
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[bookmark: _Ref102666038]Figure 6.X.1‑1. 5GS DetNet Node
The externally visible interfaces of the 5GS DetNet Node are located either at the UEs and supported by a DS-TT (1) or at the UPF and supported by a NW-TT (2). They may be connected to other DetNet Nodes, which may be IP routers or hosts. Each interface has a distinct identity and is configured with IPv4 and/or IPv6 address information. 
The 5GS DetNet Node is able to forward IP packets between any of its interfaces according to DetNet IP data plane requirements. The TSCTSF acts as the DetNet controller plane entity of the 5GS DetNet Node, maintaining the overall configuration, capability and state information of the Node. It exposes the 5GS DetNet Node’s capabilities, interfaces and associated IP address information and IP routing information to the DetNet controller. It receives DetNet flow information including flow identification and QoS requirements from the DetNet controller and sets up the 5G user plane accordingly. It may also receive explicit routes from the DetNet controller and influences the IP routing (forwarding) of 5GS DetNet Node according to them.
The 5GS DetNet Node may support PTP time synchronization if the 5GS is configured to act as a PTP instance (operating as a boundary clock, peer-to-peer transparent clock or end-to-end transparent clock according to 3GPP Release 17 procedures applicable to IP PDU Sessions). The PTP time synchronization processes are orthogonal to DetNet IP QoS or IP routing (forwarding) procedure but both can be used together with the same TSCTSF, DS-TT and NW-TT instances. Support of support PTP time synchronization is not further detailed in the solution as it relies on R17 features.
The architecture figure above shows a NEF as an optional NF. How the NEF may be used as the API exposure of the 5GS acting as a DetNet router is defined in another solution.  The current solution “5GS DetNet Node IP Operation, Management and Exposure” is independent of whether the NEF may be used as the API exposure of the 5GS acting as a DetNet router.
The granularity of the 5GS DetNet Router is per UPF for each network instance or DNN/S-NSSAI
 
6.x.2	Functional Description
5GS acts as a DetNet Node supporting IP Data Plane and forwarding sub-layer functionality. To support IP Data Plane, it acts as a Layer 3 IP Router. When integrated with IETF DetNet network, 5GS acts as one or more DetNet Nodes of the DetNet network (more than one DetNet node when there are more than one UPF). The 5GS DetNet Node is composed of the interfaces on a single UPF (i.e., PSA) side, the user plane tunnel between the UE and UPF (including 5G RAN and possibly intermediate UPF(s)), and the interfaces on the DS-TT and NW-TT side. For each 5GS DetNet Node of a DetNet network, the interfaces on NW-TT support the connectivity to the DetNet network, and the ports on DS-TT side are associated to the PDU Session providing connectivity to the DetNet network.
The 5GS DetNet Node operation and management follow the procedures of 5GS Bridge and Support of integration with TSN as described in Clause 5.28 of 23.501 with the following differences and clarifications:
· The logical networking entity is called 5GS DetNet Node and it has a unique Node ID.
· 5GS DetNet Node supports IP packet forwarding as an IP router and uses IP PDU Sessions. 
· TSCTSF takes the role of the 5GS DetNet Node control and management entity and implements the control and management interface to the DetNet controller.
· Port numbers are used to identify IP interfaces on DS-TT and NW-TT. 
· The association between the UE/DS-TT IP address, 5GS DetNet Node ID and port number on DS-TT is maintained at TSCTSF and further used to assist to bind the DetNet flow IP traffic with the UE's IP PDU session.
5GS DetNet Node Interface IP addressing and IP Routing information management
The User Plane Node and Port Management Information Container data models are extended with IP address and IP routing information.
The IP address information includes at least the following information for both IPv4 and IPv6:
· IP address of the interface
· IP address/prefix length
This allows the TSCTSF either to configure or learn the IP address information of each DetNet Node interface. 
NOTE: Additionally, other IP configuration information about the IP interface can be included, such as the underlying Layer 2 interface type, properties and identifiers (e.g., MAC address) or the interface MTU size. The TSCTSF can only read the underlying Layer 2 interface type, properties and identifiers (e.g., MAC address).
The IP routing information includes at least an array of routing table entries with at least the following information for both IPv4 and IPv6:
· IP address/prefix
· address/prefix length
· Next hop IP address 
NOTE: Additionally, other information about the routes can be included such as cost or delay, or the source of the routing information (static vs. dynamic). 
NOTE: All the above information can be included in Port Management Information Containers but for NW-TT it might be more efficient to use User Plane Node Management Information Containers to exchange the information for all NW-TT interfaces in a single container.
This allows the TSCTSF either to configure or learn interface specific IP routing information of each 5GS DetNet Node interface for address/prefixes not directly connected to the interface. 
TSCTSF may typically configure the IP address and IP routing information on DS-TT interfaces. TSCTSF may typically learn the IP address and IP routing information from NW-TT interfaces, where this information may have been configured during the UPF / NW-TT setup or is even updated by IP routing protocols terminated at the NW-TT. However, both options, configuring and learning, are possible for both DS-TT and NW-TT interfaces.
If IP addressing or IP routing information changes either in the DS-TT / NW-TT side (e.g., based on IP routing protocol update in UPF/NW-TT or based on receiving new explicit route from the DetNet controller) the update can be done by existing PMIC notification and updating procedures. 
IETF RFC 8344 [X] and RFC 8349 [Y] define YANG data models for IP (address) and IP routing management, respectively. They form a good basis for the PMIC data model extensions.
TSCTSF influencing UPF IP forwarding for downlink traffic
The TSCTSF, after it has configured IP address/prefixes on DS-TT either as part of IP address or IP routing information, also provides all the address/prefixes to SMF via PCF, in the context of the PDU session associated with the DS-TT. The SMF treats the address/prefix similarly to framed routes obtained from UDM and configures the PSA UPF to map DL IP packets destined to those prefixes to the associated PDU session. This configuration reuses PDR and FAR defined to support frame Route in previous releases.
The SMF update by the TSCSF to add/remove IP addresses/prefixes associated with a PDU Session is done via the PCF (via the N5 AF Session related to the associated PDU Session).

TSCTSF exposing information to the DetNet controller
After it has learned or configured the IP interface, IP address and IP routing information related to DS-TT and NW-TT interfaces, the TSCTSF combines all the information into a single representation and makes it available for the DetNet controller. Based on this information the DetNet controller learns 5GS DetNet Node interfaces, their IP addresses and IP prefixes, and the 5GS DetNet Node IP routing base. Using this information and similar information collected from the other DetNet IP data plane nodes, the DetNet controller is able to calculate routes for DetNet traffic flows through the network.
TSCTSF processing explicit routes from the DetNet controller
DetNet controller may provide explicit routes to 5GS DetNet Node. Upon receiving a new explicit route including {IP prefix, prefix length, outgoing interface, next hop IP address}, the TSCTSF determines if the new route changes the overall 5GS DetNet Node IP routing (forwarding) configuration and does the following:
· If the outgoing interface is NW-TT interface, update the NW-TT IP routing information.
· If the outgoing interface is DS-TT interface, update the DS-TT IP routing information with a new entry and if necessary, update SMF with a new IP prefix associated with the DS-TT’s PDU session.


The way to exchange PMIC and UMIC between the TSCTSF and the DS-TT / NW-TT (via PCF, SMF, etc…) is as defined in R17 for TSC. The difference is that the content of the PMIC/UMIC may differ as explained above.
6.x.3	Procedures
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1. PDU Session Establishment as defined clause 4.3.2.2.1-1 of 23.502 [X2] is used to establish a PDU Session serving for TSC.
The SMF may determine the need to use dedicated resources (e.g. dedicated UPF(s)) for the 5GS DetNet Router based on local policies associated with the DNN and/or S-NSSAI
	During this procedure, the SMF selects a UPF, which supports functions as defined in clause 5.28.1 of TS 23.501 [X1], for the PDU Session.
	During this procedure, the SMF receives the port management capabilities from the DS-TT/UE in PDU Session Establishment request and receives the allocated port number for DS-TT IP interface and user-plane Node ID from the UPF: The UPF allocates the port number for DS-TT, after receiving N4 Session Establishment Request message. The UPF retrieves also the user-plane Node ID (from the NW-TT) and provides its value to the SMF via N4 Session Level Reporting.
During this procedure the SMF may also receive the UE-DS-TT residence time
2.	The SMF sends the information received in step 1 to the TSCTSF via PCF (via Npcf_SMPolicyControl service as defined in 23.502 [X2] clause 4.16.).  The TSCTSF stores the binding relationship between 5GS user-plane Node ID, port number and UE IP address for future configuration. The TSCTSF requests creation (using the Npcf_PolicyAuthorization service as defined in 23.502 clause 4.16.5.1) of a new AF session associated with the UE IP address and subscribes for TSC events over the newly created AF session. 
	Using the 5GS user-plane Node ID the TSCTSF subscribes with the NW-TT for receiving user plane node management information changes for the 5GS DetNet Node indicated by the 5GS user-plane Node ID as described in clause 5.28.3.1 of TS 23.501 [X1].
	After receiving a User plane node Management Information Container (UMIC) containing the NW-TT port numbers, the TSCTSF subscribes with the NW-TT for receiving NW-TT port management information changes for the NW-TT port indicated by each of the NW-TT port numbers as described in clause 5.28.3.1 of TS 23.501 [X1].
	The TSCTSF can use any Npcf session (any PDU Session) to subscribe with the NW-TT for node or port management information notifications. Similarly, the UPF can use any N4 session (any PDU Session) to send node or port management information notifications.
3. The TSCTSF learns the port management capabilities and interface information of the DS-TT. If TSCTSF has preconfigured IP address or IP routing configuration information for the DS-TT interface, it provides it to the DS-TT using PMIC transfer via PCF and SMF.
4. The TSCTSF provides all the IP prefixes given to the DS-TT within IP address or IP routing configuration information also to the SMF via the AF session with the PCF associated to the PDU session of the DS-TT. SMF treats these in the same way as framed routes retrieved from UDM and configures them on the UPF (as PDR for DL traffic handling), so that the UPF will map those prefixes to the correct PDU session.
5. The TSCTSF learns the port management capabilities and interface information of each NW-TT interface. If NW-TT interfaces have locally available IP address or IP routing information, the TSCTSF learns it from the NW-TT. Otherwise, if the TSCTSF itself has preconfigured IP address or IP routing configuration information for the NW-TT interface(s), it provides it to the NW-TT.
6.	The TSCTSF now has the up-to-date IP address and IP routing information of each DS-TT and NW-TT interface. It combines it and makes it available for the DetNet controller.
The DetNet controller may update IP routing information associated with a port of the 5GS Detnet bridge. The TSCTSF propagates this information to the relevant TT (DS-TT or NW-TT) via PMIC as defined for TSC in R17 and to the SMF (when the SMF needs to update the DL forwarding at the UPF)
6.x.4	Impacts on services, entities and interfaces
-	TSCTSF:
- Learns and configures IP addressing and IP routing information on DS-TTs and NW-TT using extended Port Management Information Container data model.
- Maintains the 5GS DetNet Node interface, IP addressing and IP routing information base.
- Provides SMF via PCF the IP prefixes related to a DS-TT associated to the PDU session of the DS-TT.
- Exposes the 5GS DetNet Node interface, IP addressing and IP routing information to the DetNet controller.
- Upon receiving a new explicit route from the DetNet controller provides the update to the relevant DS-TT or NW-TT and possibly to the SMF. 
-	SMF:
- Receives IP prefixes associated to a PDU session from TSCTSF via PCF and configures them to UPF similarly to framed routes obtained from UDM.
-     DS-TT:
- Maintains IP address management and IP routing (forwarding) configuration for the DS-TT related IP interface. Provides to and gets information from TSCTSF using extended Port Management Information Container data model
-	NW-TT:
- Maintains IP address management and IP routing (forwarding) configuration for the NW-TT related IP interface(s). Provides to and gets information from TSCTSF using extended User Plane Node and Port Management Information Container data models.

*** next change ***
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