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Abstract of the contribution: This contribution is to resolve SA2 related open issues for Control Plane based authentication/authorization procedure for UE-to-Network Relay.

1.	Introduction
In the SA#95E, the exception sheet for the “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)” was agreed in SP-220349, which contains the following items that has impacts to SA2 spec and particularly a NOTE that tasks SA2 to complete the corresponding procedures in Q2, 2022.
-	Control Plane based security procedure for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay.
Note: The corresponding SA2 procedures need to be completed in the same quarter (Q2, 2022).
In the SA2#150E, the open issues for Control Plane based authentication/authorization procedure for UE-to-Network Relay were raised in S2-2201999, and the resolutions for these issues were discussed in S2-2202596, S2-2202597 and S2-2202598. Unfortunately, these open issues had not been fully addressed in the SA2#150E, and they have to be resolved in the SA2#151E.
This contribution tries to give proposals for these open issues based on the previous discussions.
2.	Discussion
The four open issues for Control Plane based authentication/authorization procedure for UE-to-Network Relay raised in S2-2201999 and the resolution proposals discussed in the SA2#150E are summarized in this section, and the way-forward proposals are also given for further discussion.

Open issue 1: How the Relay UE’s AMF will be ensured that it supports the clause 6.3.3.3.2 of TS 33.503 [3] before even knowing the Remote UEs that it will serve.
During the SA2#150E discussion, three options were proposed to resolve open issue 1.
Option 1: Define a new slice for supporting CP based authentication/authorization procedure.
Option 2: Define new AMF relocation trigger and procedure.
Option 3: Assume all NFs support CP based authentication/authorization procedure.
For option 1, it needs to be clarified that the UE-to-Network Relay supporting the CP based solution should be configured with the S-NSSAI and should include it in registration request, and new SST needs to be defined in TS 23.501 to support roaming case. There were comments that this option is too restrictive, and slicing experts needs to be involved to investigate this option.
For option 2, the details were not discussed and it is not clear the exact impacts to SA2.
For option 3, it is understood this option was finally adopted in the agreed TS 23.304 CR 0102 / S2-2203591(revision of S2-2202596), but the assumption was not reflected in the CR.
Proposal 1: It is proposed to adopt option 3 and revise TS 23.304 CR 0102 to reflect the assumption.

Open issue 2: How it will be ensured that the Relay UE’s AMF will select an AUSF in Remote UEs HPLMN supports the procedure in clause 6.3.3.3.2 of TS 33.503 before even knowing the Remote UEs that it will serve.
In the S2-2202597 and S2-2202598, it was proposed to use “5G ProSe Layer-3 Remote UE information and the Remote UE authentication via CP capability of the AUSF” to select an AUSF of Remote UE by Relay UE’s AMF.
As the proposal for this open issue has dependency on proposals for open issue 1, neither S2-2202597 nor S2-2202598 was agreed in the SA2#150E.
If option 3 was agreed for open issue 1, then open issue 2 can also be resolved with the assumption that all NFs support CP based authentication/authorization procedure.
Proposal 2: It is proposed to adopt the same assumption in option 3 for open issue 1 and revise TS 23.304 CR 0102 to reflect the assumption.

Open issue 3: How the Relay UE will know in advance e.g. when selecting VPLMN that the particular VPLMN has roaming agreements with the potential HPLMNs of the Remote UEs in order to “advertise” the right discovery information.
According to the discussion in the SA2#150E, it seems that there is no method to guarantee roaming agreements exist between Relay UE’s VPLMN and Remote UE’s HPLMN, and the discussion became how to handle the failure case. Two options were proposed:
Option 1: Use trial and error approach to select another Relay.
Option 2: Fall back to UP based authentication/authorization solution.
The option 1 was adopted in the agreed TS 23.304 CR 0102 / S2-2203591(revision of S2-2202596), but it is not very clear how Remote UE selects another UE-to-Network Relay in case CP based authentication/authorization procedure failed. It is proposed to clarify trial and error approach can be used for such purpose.
Proposal 3: It is proposed revise TS 23.304 CR 0102 to make clear that trial and error approach can be used for selecting another UE-to-Network Relay in case of CP based authentication/authorization procedure failed.

Open issue 4: What subscription information is required for Remote UEs in the UDM.
During the discussion, it was proposed GPSIs of the authorised 5G ProSe UE-to-Network Relay UEs need to be included in the Remote UE’s UDM, but several companies commented that this has not been specified by SA3 and confirmation from SA3 is required.
Proposal 4: It is proposed to send LS to SA3 to ask what subscription information is required for Remote UEs in the UDM.

3.	Proposals
Proposal 1: It is proposed to adopt option 3 and revise TS 23.304 CR 0102 to reflect the assumption.
Proposal 2: It is proposed to adopt the same assumption in option 3 for open issue 1 and revise TS 23.304 CR 0102 to reflect the assumption.
Proposal 3: It is proposed revise TS 23.304 CR 0102 to make clear that trial and error approach can be used for selecting another UE-to-Network Relay in case of CP based authentication/authorization procedure failed.
Proposal 4: It is proposed to send LS to SA3 to ask what subscription information is required for Remote UEs in the UDM.


Annex 
[bookmark: _Toc88556952][bookmark: _Toc88560040][bookmark: _Toc97537571][bookmark: _Hlk99302922]6.3.3.3.2	Connection with 5G ProSe UE-to-Network Relay connection with setup of network Prose security context during PC5 link establishment
This subclause describes a procedure for a 5G ProSe Remote UE to establish a PC5 link between a 5G ProSe Remote UE and a 5G ProSe UE-to-Network Relay. The procedure includes how the 5G ProSe Remote UE is authenticated by AUSF via 5G ProSe UE-to-Network Relay and 5G ProSe UE-to-Network Relay's AMF during 5G ProSe PC5 establishment. The mechanism can be used by a 5G ProSe Remote UE while out of coverage.


Figure 6.3.3.3.2-1: 5G ProSe UE-to-Network Relay security procedure with setup of network Prose security context during PC5 link establishment
0.	The 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay shall be registered with the network. The 5G ProSe UE-to-Network Relay shall be authenticated and authorized by the network to provide UE-to-Network relay service. The 5G ProSe Remote UE shall be authenticated and authorized by the network to receive UE-to-Network relay service. PC5 security policies are provisioned to the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay respectively during this authorization and information provisioning procedure.
1.	The 5G ProSe Remote UE shall initiate discovery procedure using any of Model A or Model B method as specified in clause 6.3.1.2 or 6.3.1.3 of TS 23.304 [2] respectively.
2-5.	After the discovery of the 5G ProSe UE-to-Network Relay, the 5G ProSe Remote UE shall send a Direct Communication Request to the 5G ProSe UE-to-Network Relay for establishing secure PC5 unicast link. The 5G ProSe Remote UE shall include its security capabilities and PC5 security signalling policy in the DCR message as specified in TS 33.536 [6]. The message shall also include SUCI, Relay Service Code, Nonce_1. Upon receiving the DCR message, the 5G ProSe UE-to-Network Relay shall send the Relay Key Request to the AMF of the 5G ProSe UE-to-Network Relay, including partial parameters received in the DCR message. The 5G ProSe UE-to-Network Relay shall also include in the message a transaction identifier that identifies the 5G ProSe Remote UE for the subsequent messages over 5G ProSe UE-to-Network Relay's NAS messages and PC5 messages. The AMF of the 5G ProSe UE-to-Network Relay shall verify whether the 5G ProSe UE-to-Network Relay is authorized to provide the UE-to-Network relay service. The AMF of the 5G ProSe UE-to-Network Relay shall select an AUSF based on SUCI and forward the parameters received in Relay Key Request to the AUSF in Nausf_UEAuthentication_ProseAuthenticate Request message. The Nausf_UEAuthentication_ProseAuthenticate Request message shall contain the 5G ProSe Remote UE’s SUCI, Relay Service Code, Nonce_1. The AUSF shall initiate a 5G ProSe Remote UE specific authentication using the ProSe specific parameters received (i.e., RSC, etc.). The serving network name handling is same as defined in TS 33.501 [3]. The security policy negotiation and protection of messages hereafter shall follow the one-to-one security establishment described in clause 6.2.3 of the present document.
[bookmark: _Hlk96660234][bookmark: _Hlk96659987][bookmark: _Hlk96660187]6.	The AUSF of the 5G ProSe Remote UE shall retrieve the Authentication Vectors from the UDM via Nudm_UEAuthentication_GetProseAv Request message and trigger authentication of the 5G ProSe Remote UE . This authentication is performed between the AUSF of the 5G ProSe Remote UE and the 5G ProSe Remote UE via the AMF of the 5G ProSe UE-to-Network Relay and the 5G ProSe UE-to-Network Relay. Based on SUPI, the UDM shall choose the authentication method.
7a. If EAP-AKA' is selected by UDM, the AUSF of  the 5G ProSe Remote UE shall trigger authentication of the 5G ProSe Remote UE based on EAP-AKA'. The AUSF of the 5G ProSe Remote UE generates the EAP-Request/AKA'-Challenge message defined in clause 6.1.3.1 of TS 33.501 and send EAP-Request/AKA'-Challenge message to the AMF of the 5G ProSe UE-to-Network Relay in a Nausf_UEAuthentication_ProSeAuthenticate Response message.
7b. The AMF of the 5G ProSe UE-to-Network Relay shall forward the Relay Authentication Request (including the EAP-Request/AKA'-Challenge) to the 5G ProSe UE-to-Network Relay over NAS message, including transaction identifier of the 5G ProSe Remote UE in the message. The NAS message is protected using the NAS security context created for the 5G ProSe UE-to-Network Relay.
7c. Based on the transaction identifier, the 5G ProSe UE-to-Network Relay shall forwards the EAP-Request/AKA'-Challenge to the 5G ProSe Remote UE over PC5 messages. 
The USIM in the 5G ProSe Remote UE verifies the freshness of the received values by checking whether AUTN can be accepted as described in TS 33.102 [11]. 
For EAP-AKA', the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. The ME shall derive CK' and IK' according to Annex A.3 in TS 33.501.
7d. The 5G ProSe Remote UE shall return EAP-Response/AKA'-Challenge to the 5G ProSe UE-to-Network Relay over PC5 messages.
7e. The 5G ProSe UE-to-Network Relay forwards the EAP-Response/AKA'-Challenge together with the transaction identifier of the 5G ProSe Remote UE to the AMF of the 5G ProSe UE-to-Network Relay in a NAS message Relay Authentication Response. 
7f. The AMF of the 5G ProSe UE-to-Network Relay forwards EAP-Response/AKA'-Challenge to the AUSF of the 5G ProSe Remote UE via Nausf_UEAuthentication_ProSeAuthenticate Request.
	The AUSF of the 5G ProSe Remote UE performs the UE authentication by verifying the received information as described in TS33.501.
For EAP-AKA’, the AUSF of the 5G ProSe Remote UE and the 5G ProSe Remote UE may exchange EAP-Request/AKA’-Notification and EAP-Response /AKA’-Notification messages via the AMF of the 5G ProSe UE-to-Network Relay. After the exchanges, the AUSF of the 5G ProSe Remote UE derives KAUSF without calculating the KSEAF. 
The AUSF of the 5G ProSe Remote UE and the 5G ProSe Remote UE shall derive a new KAUSF_P (different from KAUSF). NAS SMC procedure is not performed between 5G ProSe Remote UE and AMF of the 5G ProSe UE-to-Network Relay.
8.	On successful authentication, the AUSF of the 5G ProSe Remote UE and the 5G ProSe Remote UE shall generate 5GPRUK as specified in Annex A.2 and 5GPRUK ID as specified in Annex A.3 using the newly derived KAUSF_P. 
9.	The AUSF of the 5G ProSe Remote UE shall generate the KNR_ProSe key as defined in Annex A.4.
10-11.	The AUSF of the 5G ProSe Remote UE shall send the KNR_ProSe, Nonce_2 in Nausf_UEAuthentication_ProseAuthenticate Response message to the 5G ProSe UE-to-Network Relay via the AMF of the 5G ProSe UE-to-Network Relay. When receiving a KNR_ProSe from the AUSF of the 5G ProSe Remote UE, the AMF of the 5G ProSe UE-to-Network Relay shall not attempt to trigger NAS SMC procedure with the 5G ProSe Remote UE. The 5G ProSe UE-to-Network Relay derives PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe, as defined in clause 6.3.3.3.3 of this document. KNR_ProSe ID and Krelay-sess ID are established in the same way as KNRP ID and KNRP-sess ID in TS 33.536 [6].
12.	The 5G ProSe UE-to-Network Relay shall send the received Nonce_2 to the 5G ProSe Remote UE in Direct Security mode command message, which is protected using Krelay-int or/and Krelay-enc derived from Krelay-sess according to the negotiated PC5 signalling policies between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
13-15.	The 5G ProSe Remote UE shall use the 5GPRUK ID to locate the KAUSF_P/5GPRUK to be used for the PC5 link security. The 5G ProSe Remote UE shall generate the KNR_ProSe key to be used for Remote access via the 5G ProSe UE-to-Network Relay in the same way as defined in step 9. The 5G ProSe Remote UE shall derive PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe the same way as defined in step 11. The 5G ProSe Remote UE shall send the Direct Security Mode Complete message containing its PC5 user plane security policies to the 5G ProSe UE-to-Network relay, which is protected by Krelay-int or/and Krelay-enc derived from Krelay-sess according to the negotiated PC5 signalling policies between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay. After the successful verification of the Direct Security Mode complete message, the 5G ProSe UE-to-Network Relay responds a Direct Communication Accept message to the 5G ProSe Remote UE to finish the PC5 connection establishment procedures.
Further communication between the 5G ProSe Remote UE and the Network takes place securely via the 5G ProSe UE-to-Network Relay.
Editor's note:	Further details on the needs and usage of 5GPRUK ID are FFS.
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