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Abstract of the contribution: This paper proposes a new solution for KI#2: 5GC awareness of URSP enforcement.
1 Proposal
[bookmark: _Hlk513714389]It is proposed to update 23.700-85 and add the following solution:
FIRST CHANGE
[bookmark: _Toc22214907][bookmark: _Toc23254040][bookmark: _Hlk92710421]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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NEXT CHANGE ALL text is new
[bookmark: _Toc500949097][bookmark: _Toc22214908][bookmark: _Toc23254041]6.X	Solution #X: New URSP Notification Component
[bookmark: _Toc500949099][bookmark: _Toc22214909][bookmark: _Toc23254042]6.X.1	Description
[bookmark: _Toc500949101][bookmark: _Toc22214910]This solution describes an extension to the Route Selection Descriptors listed in TS 23.503 [4], clause 6.6.2 with a new category: URSP Notification component. The solution allows the 5GC to be made aware of whether a URSP rule is enforced and considers as well user privacy by allowing the UE/user to reject URSP rules with a notification component and notify the 5GC of the rejection.
A URSP Notification component instructs the URSP rule to, under certain trigger conditions, generate a notification towards the core network.
Similarly to how SBI notifications contain a subscription identifier, URSP Notification component contain an identifier, which is included in notifications and are used by the core network to map the notification to a URSP rule and trigger.
In order not to overload existing identifiers (e.g. PSI, precedence), the identifier introduced in this solution is coupled to the notification component. This also allows that more than one notification trigger can be linked to a given URSP rule.
The table below, based on TS 23.503 [4] Table 6.6.2.1-3 includes the current Route Selection Descriptor and the new URSP Rule Notification Descriptor. Existing URSP descriptors are shown greyed-out, new URSP Notification Component highlighted. 
	Information name
	Description
	Category

	Route Selection Descriptor Precedence 
	Determines the order in which the Route Selection Descriptors are to be applied.
	Mandatory

	Route selection components
	At least one of the route selection components
	Mandatory

	Route Selection Validation Criteria
	Optional Route Validation Criteria components
	Optional

	[NEW] URSP Notification Component
	Optional Route Selection Notification Component(s)
	Optional



The URSP Notification Component indicates the UE that, under certain conditions, the UE is to notify the PCF. URSP Notifications are sent towards the PCF responsible for the UE indirectly via the SMF via a PDU Session Modification request.
NOTE: URSP Notification component(s) are not used with match-all rules.
The SMF at the receiving end maps the PCF responsible for the UE via the BSF and forwards the Notification towards the PCF. The PCF at the receiving end will be able to map the generating UE, URSP rule and trigger based on the URSP Notification Component ID without the information having to be explicitly signalled.
So that the 5GC can be made aware whether or when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC, the following trigger conditions are considered as part of a URSP Notification Component:
-	First use of the URSP rule
-	Data sent over given period of time (i.e., periodic reporting)
-	Bandwidth threshold
Editor’s note: Whether additional conditions are to be considered is FFS
User privacy is considered by allowing the UE to reject URSP policies including notifications based on UE security policies.
Editor’s note: Further user privacy considerations are FFS
Procedures are shown for the following cases:
· URSP rule delivery, URSP Notification sent to 5GC
· Detail of UE policy delivery and user content
· Applicability to (pre-)configured URSP rules

[bookmark: _Toc23254043]6.X.2	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc22214911]A call flow of the procedure is shown below.
6.X.2.1 URSP Notification procedure flow


Figure 6.X.2.1-1: URSP Notification procedure flow
1.	As part of the UE policy association establishment, as per TS 23.502 [3], clause 4.16.11, the PCF is assumed to register to the BSF as the PCF serving this UE. The PCF is subscribed to be notified of the reception of the UE Policy container then the AMF forwards the response of the UE to the PCF using Namf_Communication_N1MessageNotify. 
NOTE: As per TS 23.501 [2], 6.3.7.1, the same PCF instance is assumed for AM policy association and UE policy association.
2.	UE Policies are delivered to the UE using the current, existing mechanism of UE Configuration Update procedure for transparent UE Policy delivery, see TS 23.502 [3], clause 4.2.4.3. URSP Rule(s) contain one or more Route Selection Notification Components. The UE can, based on local security/privacy settings, reject URSP rules containing URSP notification component(s). Each Route Selection Notification Components contains:
-	Identifier: Similarly to how a SBI subscription has a subscription identifier, a Notification component contains an identifier to be included in subsequent notifications. The identifier is used by the PCF to map the notification to a UE, URSP rule and trigger
-	Trigger condition: Following trigger conditions are considered
-	First use of the URSP rule
-	Data sent over given period of time (i.e., periodic reporting)
-	Bandwidth threshold
NOTE: Details of the UE policy delivery including privacy-related aspects and user consent are detailed in the next call flow in clause 6.X.2.1.
3.	PDU Session establishment as per TS 23.502 [3], clause 4.3.2
4.	Trigger condition for a notification (Notification Component A) is set
5a.	The UE chooses the PDU Session through which the URSP notification is to be sent in the same way as it does for traffic. The SM container in the PDU Session Modification request contains 
-	Identifier of Notification Component A
-	Notification information (depending on trigger condition)
5b.	The AMF forwards the SM container to the SMF as described in TS 23.502 [3], clause 4.3.3.2, step 1a.
6a. If the PCF responsible for AM/UE policy is not known to the SMF, and given that the PCF responsible for AM/UE policy may not be the same one used for SM policy (SM PCF, not shown in the figure), the SMF uses the existing NbsfManagement_Discovery functionality described in TS 23.503 [4], clause 4.2.4.3 using the UE’s SUPI as request parameter to retrieve the responsible PCF responsible for the UE
6b.	The BSF returns the information of the PCF for UE Binding.
7.	The SMF forwards the received URSP notification information to the PCF responsible for AM/UE policy via Npcf_UEPolicyControl.
8.	The PCF uses the URSP Notification Component ID to map the incoming notification information to a UE, URSP rule and trigger condition.
6.X.2.2 Detail of UE policy delivery and user consent
This call flow depicts an expanded view of step 2. The flow is based on TS 23.502 [3], clause 4.2.4.3.


Figure 6.X.2.2-1: UE Configuration Update procedure for transparent UE Policy delivery including URSP Notification component and privacy aspects
0-2.	Same as in TS 23.502 [3], clause 4.2.4.3
3.	Delivery of the UE policy content described in 6.X.2.1, step 2. The UE policy content is delivered as per step 3 in TS 23.502 [3], clause 4.2.4.3
4.	For URSP rules containing a URSP Notification component, the UE can be configured to allow said reporting. Examples of security/privacy configuration:
-	User is to be prompted whether a given URSP rule including a notification component should be allowed when the URSP rule is received
-	Certain applications are allowed to use URSP notification components (e.g., UE configuration, configured by user)
If the Notification component is not allowed, the URSP rule is rejected and not stored in the UE.
NOTE: If the URSP rule is rejected, as a result, certain traffic will not be able to use enhanced functionality. Thus, the user has the option to allow enhanced routing for certain application with the knowledge that traffic reports may be send or disallow such reporting and use other routing (e.g., default slice/PDU session)
5.	Same as step 4 in TS 23.502 [3], clause 4.2.4.3, with the addition that in case the URSP rule was rejected due to one or more URSP Notification component(s) not being allowed. The UE includes this information in the result.
6.	Same as step 5 in TS 23.502 [3], clause 4.2.4.3
In case a URSP rule is rejected by the UE, the PCF can use the returned URSP rejection reason to produce an alternative set of URSP rule(s).
6.X.2.3 URSP Rule rejection for pre-configured URSP rules
For pre-configured URSP rules, there is no possibility for the UE to respond with a “Result of the delivery of UE policies”. In this case, the UE’s URSP security/privacy policy is configured with a URSP rule to be used for rejected URSP rules (e.g. the default URSP rule). The UE notifies the PCF via a PDU session as per the configured URSP rule and includes:
-	Identifier of Notification Component
-	Notification information indicating that the pre-configured URSP rule does not conform to the security/privacy policy and as such it is rejected
[bookmark: _Toc23254044]6.X.3	Impacts on Existing Nodes and Functionality
UE:
-	Support for additional URSP Notification Component in received UE policy container via UE Configuration Update
-	Support for acceptance/rejection of URSP rules containing URSP Notification component(s) based on URSP security/privacy 
-	Support for triggering of URSP notifications sent via PDU Session Update
SMF:
-	Discovery of PCF responsible for AM/UE via BSF for incoming URSP notification(s)
-	Forward URSP rule notifications to PCF of PDU session.
PCF:
-	Support for URSP rule notifications forwarded from SMF via Npcf_UEPolicyControl.
BSF (minor):
-	Extend validity of the returned PCF for UE Binding information to also cover UE policy. The returned IP endpoint(s) are currently described in the API as “IP end points of the PCF hosting the Npcf_AmPolicyAuthorization service”.


END OF CHANGES
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