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Abstract of the contribution: This contribution proposes a new solution for PIN and PIN Element discovery and selection. 
Discussion 
This paper proposes a solution for KI#2 on PIN and PIN Element discovery and selection.
Proposal

Update TR 23.700-88 with the proposed changes below.
**** First Change ****

6.0
Mapping of Solutions to Key Issues
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**** Next Change ****
6.X
Solution #X: PIN and PINE discovery and selection
6.X.1
Description

6.X.1.1 
Overall architecture


Figure 6.X.1-1: SBA Architecture for PIN discovery and selection
This solution addresses KI#2 and describes the architecture of the PIN, PINE services discovery and selecting PEMC, PEGC and PINE functionality in the PIN network.
We propose Service Based Architecture (SBA) for PIN discovery, selection and communication in the Personal IoT Network. In this SBA, we use consumer, producer and broker model for the PINE to register and provide its services to other PINE and discover services of other PINE in the PIN as shown in Figure 6.X.1-1. The PINE in the PIN, communicates among each other using Request-Response and subscribe-notify mechanism. 

We assume that the PIN Elements in a PIN network are reachable via a wireless link such as WiFi, Bluetooth, WiGi etc., and the procedure to form a reachable PIN network at wireless link is out of scope of this document. PEMC acts as a broker in the service and producer model with PINE/PEGC service repository function. Higher layer protocol such as http is used for internal PIN communication and 5G NAS signalling is used to communicate with 5G systems such as PIN registration. A device will discover a PEMC using Request-Response broadcast message and register its services with the PEMC of the appropriate PIN network. PINE with PEGC capability will register itself with the DNN and then discover PEMC to register its gateway and other services.
Security and authentication of the PINE with the PEMC is described in the solution for KI#5. PEMC will maintain a repository of the PIN elements services and its FQDN or IP address. A PINE in the PIN will discovery other PINE services and reachability from the PEMC for eg., A PINE such as printer or a UE with gateway functionality will register its FQDN and its services with the PEMC. The PINE would query the PEMC for the printer or gateway functionality and based on the management policies the appropriate FQDN and its services of the printer and gateway is sent to the PINE. Management and configuring policies are described in the solution for KI#3 and KI#6.
6.X.1.2 
PIN and PIN element discovery and selection











Figure 6.X.1-2: SBA Architecture for PIN discovery and selection
We assume that the PIN elements are connected to a wireless LAN/ PAN network and each element are reachable via the wireless link. The procedure to connect to the wireless network and assign IP address is out of the scope of this document.

PEMC Identification:  A NAS capable UE will register with the 5GS with “PIN capable” in the initial registration message to be authorized to form the PIN. 5GC architecture enhancements to support PIN are described in the solution for KI#1. Based on the “PIN control function” policies, the 5G core will authorize/deny the PIN formation. PIN element is identified as PEMC either by the 5GC policies or by 3rd party configuration. A PIN element with management capability (PEMC) can form a PIN and it can name the PIN based on the configuration. PEMC of the PIN will act as a broker in the proposed SBA architecture and respond to the PIN discovery query by the PINE or PEGC as shown in Figure 6.X.1-2a. PEMC will be NAS capable, and the policies and its capabilities are configured by the 5G core network. Policy and Provisioning for PIN are described in solution for KI#5.

PEMC Discovery. We assume that the PIN Elements in a PIN network are reachable via a wireless link such as WiFi, Bluetooth, WiGi etc., A device intending to join a PIN network will broadcast an http message for PIN discovery, and PEMC, when active, will respond to the query with PIN name and its capabilities as shown in Figure 6.X.1-2b. Once a device discovers the PIN networks and decides to join the PIN network based on the PINE local configuration. The device will authorize and register its services with the PEMC as described in solutions to KI#5.
PEMC discovery Broadcast message: We use IP broadcast message to discover PEMC. Unlike conventional http over TCP, we propose to send an Http discovery message over UDP + IP broadcast address, so that all the devices connected wirelessly get the http-based broadcast message. PIN elements can discover PEMC by broadcasting this http discovery broadcast message and the appropriate all PEMC of different PIN will respond to the queries. Similarly, PEMC will periodically and upon successful PIN registration will send http-based discovery message to all the wirelessly connected devices.
PIN Elements Discovery: The registered PINE can discover other PINE using the PINE discovery query to the PEMC (broker) as shown in Figure 6.X.1-2b. The PEMC will respond to the query with the list of all the devices, services and its FQDN or IP address. PIN elements can subscribe-notify for an event with the PEMC for example if a PINE wants to be notified when a PEGC or PINE with certain capabilities such as printer, scanner etc., joins the PIN.
PEGC Selection and Discovery: UE capable of NAS will register itself with the 5GC using registration procedure given in 23.501[X]. The UE will then discover the PIN using the PIN discovery query, will authenticate and register its gateway services with the PEMC. The PEMC will notify the subscribed PIN elements and it will include PEGC producer in the all the future PINE discovery queries. PEMC will assign PEGC to appropriate PINE based on the policies and notify both PINE and PEGC about their association.
Editor’s Note: The scenario of PEGC and PEMC not in same location is FFS

6.X.2
Procedures

Editor's note:
Detailed Procedure is FFS.

6.X.3
Impacts on services, entities and interfaces
The solution largely re-uses existing functionality

The solution has the following impacts:

Impact to the UE (PEMC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to maintain a list of all the PINE and its supported services
Impact to the UE (PINE/PEGC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

Impact to the 5G System:

· Add new Network Function (PINCTL) to the NAS in 5GS
· Add new fields to the Registration request such as “PIN capable” 
· Add new fields to the Registration Accept message such as “PIN allowable”, “PIN Name”

**** End of Changes ****
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