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Abstract of the contribution: This contribution proposes solutions which addresses aspects of key issue #3. 

[bookmark: _Hlk514274591][bookmark: _Hlk520730635]1		Discussion
The agreed key issue 3 is the following:
In roaming scenario, the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN. The data or analytics may relate to particular UEs or contain information about all UEs or groups of UEs. Both PLMNs (VPLMN, HPLMN) need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on user consent, operator policy, regulatory constraints and/or roaming agreements. Use cases for data exchange and analytics exposure between HPLMN and VPLMN require further investigation.
The technical aspects to be studied include the following:
-	Identification of use cases and requirements for data and/or analytics exchange between PLMNs (i.e. HPLMN and VPLMN(s)) in roaming scenario. For each use case, identify what raw data, existing or new analytics IDs needs to be exchanged, and which existing analytics ID can be enhanced or new analytics ID can be generated for the roaming user based on the exchanged data.
-	Determination of possible architecture enhancements to support this exchange in roaming scenarios and of any necessary enhancements to related NFs in HPLMN and VPLMN, e.g. possible enhancement on data collection using DCCF, or possible enhancement on data storage using ADRF, or possible enhancement on security and privacy of the data and analytics exchange between PLMNs.
NOTE 1:	Where possible, existing capabilities of the 5GC for inter-PLMN communication should be reused, for instance NRF capabilities to authorize access to services, and capabilities of Security Edge Protection Proxy (SEPP) defined in TS 33.501 [7] to manipulate data and to secure the confidentiality, integrity and authenticity of data exchange over the N32 interface between PLMNs.
NOTE 2:	Coordination with SA WG3 on security aspects is required.
NOTE 3:	Coordination with GSMA on sharing of user data while roaming may be required.

2		Proposal
It is proposed to include the solution described below in FS_eNA_ph3 TR 23.700-81.
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6.X	Solution #X: HPLMN NWDAF collecting data from VPLMN NWDAF
6.X.1	Description
A UE from HPLMN roams in a VPLMN network. NWDAF of HPLMN collects data from VPLMN NFs. This enables the NWDAF to collect more complete statistics about a UE or group of UEs by taking into account also data collected while the UE or group of UEs is roaming in some VPLMN. Data may for instance relate to locality, mobility and communication of the UEs while roaming in the VPLMN. Collected data may also enable the HPLMN to provide statistics taking into consideration the behavior of UEs subscribed at the HPLMN while roaming, which in turn enables a VPLMN to optimize the provided service for an inbound roaming UE.
The H-NWDAF from the HPLMN contacts the V-NWDAF of the VPLMN and asks it to retrieve data. The V-NWDAF checks if the HPLMN is authorised to request the data based on operator polices, interacts with different NFs in the VPLMN to retrieve the requested data, anonymizing the data if mandated by operator policies and/or user consent, and returns the requested information to the H-NWDAF. The V-NWDAF may also store the exposed data for subsequent audits and/or future use.
Based on operator’s policy/Oauth2.0 security, NFs from HPLMN are only allowed to access a specific NWDAF_DataRetrieval service at V-NWDAF (service level protection is available). Other services (e.g., NF exposure services, DCCF data collection service) are restricted and the NRF in the VPLMN rejects related inquiries from the HPLMN and may redirect to the Nnwdaf_DataRetrieval service.

6.X.2	Procedures



Figure 6.X.2-1: HPLMN collecting data from VPLMN
1.	H-NWDAF of HPLMN discovers V-NWDAF of VPLMN. Based on operator’s policy/Oauth2.0 security, H‑NWDAF is allowed to access only a specific NWDAF_DataRetrieval service at V-NWDAF (service level protection is available). Other services (e.g., NF exposure services, DCCF data collection service) are restricted and the NRF in the VPLMN rejects related inquiries from the HPLMN and may redirect to the Nnwdaf_DataRetrieval service.
H-NWDAF requests data collection via V-NWDAF data retrieval service. It indicates as reporting target one or several UE(s), a UE group or range, or all visiting UEs from the HPLMN, and the desired data types or events, and possibly target NF types from which to collect the data or at which to subscribe for the events.
2.	V-NWDAF checks if the HPLMN is authorised to request the data based on VPLMN operator polices (that may depend on the HPLMN and may indicate permissible or restricted NF types, data types, or events).
3.	V-NWDAF collects the data from different NFs/DCCF and aggregates the collected data. 
4.	V-NWDAF anonymizes or restricts the data based on VPLMN operator polices (that may depend on the HPLMN).
5.	V-NWDAF sends the processed data to H-NWDAF
6.	V-NWDAF may store the sent data for subsequent auditing or future use.
To achieve the above-defined behaviour, a new Data retrieval service is provided by the NWDAF that enables both one-time enquires (Nnwdaf_DataRetrieval_GET) based on the request/response model and event subscriptions (Nnwdaf_DataRetrieval_Subscribe) based on the Subscribe/Notify model 

6.X.3	Impacts on Existing Nodes and Functionality
NWDAF:
-	Offer new data retrieval services that enable data retrieval by NFs from another PLMN:
-	Nnwdaf_DataRetrieval_GET enabling one-time enquires based on the request/response model.
-	Nnwdaf_DataRetrieval_Subscribe enabling based on the Subscribe/Notify model, 
NRF:
-	Restrict access to other event exposure services from outside the own PLMN and redirect to NWDAF data retrieval service.
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[bookmark: _Toc500949101][bookmark: _Toc97052458][bookmark: _Toc97057840][bookmark: _Toc97052786][bookmark: _Toc97057913]When UE1 enters a VPLMN network (i.e., it is roaming), the network does not have any historical data related to UE1 that it can use to create analytics (statistics and/or predictions). It can only start to collect data after the UE1 has entered the VLPMN, so the initial accuracy of the analytics reports would be rather low. However, HPLMN may have such data available for UE1 and can provide to the VPLMN NWDAF information related to UE1 that can help the VPLMN to optimize the service for the UE.
The HPLMN therefore creates an analytics profile of a UE subscribed at the HPLMN and may share it with VPLMNs restricting the contents considering regulatory requirements and operator policies. The access may be restricted to specific VPLMNs based on operator policy or user consent restricted specific VPLMNs, and parts of the UE analytics profile contents may only be accessible from specific VPLMNs, for instance to satisfy operator or regulatory policies or user consent restrictions.
The "VLPMN specific user consent" contains information on whether and which information about the UE may be shared with a VPLMN, whereby different filter information may be provided per VLPMN.
The "UE analytics profile" is generated by the NWDAF of the HPLMN (H-NWDAF) and stored in the ADRF of the HPLMN (H-ADRF). 
The NWDAF of the VPLMN (V-NWDAF) can retrieve the UE analytics profile from the H-NWDAF for an inbound roaming UE and use it for determining analytics related to that UE  for consumers NFs in the VPLMN. It may store the profile in the ADRF of the VPLMN (V-ADRF).
The UE analytics profile may contain:
o	UE Mobility patterns
o	UE Location patterns 
o	Expected UE behavioral parameters
o	UE QoS / Congestion Experience patterns
o	UE Data usage patterns (e.g. indicating where a UE disperses most of its data volume and session transactions)
o	Data related to the UE that the V-NWDAF can use to generate its own analytics about the UE.
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Figure 6.Y.2-1: VPLMN consuming analytics profile generated by HPLMN
1.	UDM stores the VPLMN specific user consent, operator or regulatory filters. 
2.	H-NWDAF generates UE1 analytics or predictions and based on them creates or updates the "UE analytics profile" for UE1 and stores it in the H-ADRF. The H-NWDAF may send an update whenever it has new data or analytics that impacts the UE analytics profile.
3,4.	 When UE1 attaches to the VPLMN, the V-NWDAF contacts H-NWDAF to retrieve the "UE analytics profile" for UE1. The V-NWDAF may retrieve the profile when the V-NWDAF determines to generate analytics for UE1 (e.g. because of a request from a VPLMN analytics consumer). The NWDAF in the VPLMN may also subscribe to notifications about updates of the UE analytics profile at the H-NWDAF.
5.	H-NWDAF retrieves "UE analytics profile" of UE1 from H-ADRF.
5.	H-NWDAF retrieves VPLMN specific user consent, operator or regulatory filters from UDM and applies them to the retrieved "UE analytics profile" of UE1 to generate a "VPLMN UE analytics profile" with information on the UE1 that can be exposed to the VPLMN.
6.	H-NWDAF provides the "VPLMN UE analytics profile" of UE1 to the V-NWDAF.
7.	V-NWDAF uses the obtained "VPLMN UE analytics profile" of UE1 to extract information related to the UE1. V-NWDAF uses this information, as well as data obtained in the VLPMN related to the UE1, to generate analytics related to the UE1 and provide analytics reports to its consumers.
8.	(optional) V-NWDAF may store the "VPLMN UE analytics profile" of UE1 in the V-ADRF for future use, e.g., when UE is again served by the VPLMN. The "VLPMN UE analytics profile" stored in the V-ADRF may be an updated version of the profile obtained from H-ADRF, with updates based on the data the V-NWDAF VPLMN has collected related to the UE1, while UE1 is residing in the VPLMN.

[bookmark: _Toc97546140]6.Y.3	Impacts on Existing Nodes and Functionality
H-NWDAF
-	Generate an "UE analytics profile" for each UE subscribed at HPLMN and store it in ADRF.
-	Provide "UE analytics profiles" to the V-NWDAF after having filtered the UE analytics profile based on operator or regulatory policies and the "VPLMN user consent" restrictions for the UE.
V-NWDAF
-	Retrieve analytics profile for UE and extract and provide analytics based on it.
ADRF
-	Store "UE analytics profiles" and provide them to the V-NWDAF after having filtered the UE analytics profile based on operator or regulatory policies and the "VPLMN user consent" restrictions for the UE.
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