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Abstract: This contribution proposes to address the support of roaming, the connection to WLAN access network for NSWOF and the subsequent access to WLAN as untrusted and trusted network.
2. Discussion
The NSWOF has been introduced in last meeting to aligned with SA3 however some aspect are still undefined 
1.1 5G NSWO support for SNPN
The selection of WLAN network for SNPN is not defined and it is within the scope of R18 FS_eNPN_Ph2, therefore the 5G NSWO service which requires to select the WLAN access of a SNPN is not supported in R17.
Proposal #1: it is proposed to clarify that 5G NSWO is not applicable to SNPN :

1.2 Roaming scenario
SA3 has defined the roaming scenarios described below, which corresponds to the architecture shown in figure 1
1. WLAN AN routes AAA messages to the NSWO NF in the VPLMN. The NSWO NF in the VPLMN, acting as a 3GPP AAA proxy, routes the AAA messages to the NSWO NF in the HPLMN.
2. WLAN AN routes AAA messages to the 3GPP AAA proxy in the VPLMN. The 3GPP AAA proxy routes the AAA messages to the NSWO NF in the HPLMN.
3. WLAN AN routes AAA messages to the 3GPP AAA proxy in the VPLMN. 3GPP AAA proxy in the VPLMN routes the AAA messages to the 3GPP AAA server in the HPLMN. The 3GPP AAA server in the HPLMN, acting as 3GPP AAA proxy further routes the AAA messages to the NSWO NF in the HPLMN. 
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Figure 1: roaming architecture per SA3 definition
It should be noted that in scenarios 2 and 3) the NSWOF northbound interface is a SBI and the southbound interface is Diameter, while in scenario 1 there are 2 possible options 
A. the NSWOF in VPLMN is connected to NSWOF in HPLMN with a SBI and consequently a new service Nswof needs to be defined and furthermore the NSWOF in HPLMN shall have the SBI interface also as southbound interface which leads to different implementation of NSWOF in HPLMN for supporting UE in HPLMN and in roaming
B. the interface between the NSWOFs is Diameter based, but in this case the scenario 1) corresponds to scenario 2 or 3)
Hence it is propose to delete the scenario 1).
It should be noted that in roaming usually the AUSF in HPLMN is connected to the AMF in VPLMN, so the equivalent scenario for NSWOF is shown in figure 2. 


Figure 2 : roaming scenario
Proposal #2: it is proposed to adopt the following proposal for roaming:
· to not specify the scenario 1 in figure 1 
· to specify the scenario in figure 2
· to reply to SA3 to align to SA2 as follow:
· WLAN AN routes AAA messages to the NSWO NF in the VPLMN. The NSWO NF in the VPLMN, routes the AAA messages to the AUSF in the HPLMN.
· 


Figure 3: roaming scenario to be adopted by SA2 in reference point model 
The above reference architecture is based on a Point to Point representation while the SBI is not shown. The above reference architecture in SBI representation are shown in figure 4.
Proposal #3: it is proposed to include the reference architecture in SBI model in 23.501.
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Figure 4: roaming scenario to be adopted by SA2 in SBI model 
1.3 Access to untrusted WLAN after accessing to NSWO
The access to Untrusted WLAN is assuming that the UE gets the IP address in the WLAN area and then it starts the registration to 5GC, so t the following scenarios are possible:
1. The WLAN is open or based on a preshared keys without the support of IEEE802.1x. The UE accesses to the WLAN based on manual configuration or web based access and it gets the IP address. After that the NSWO is supported by definition and the UE can perform Untrusted N3GPP registration to access to 5GC. IN this scenario there is no need to support NSWO.
2. The WLAN supports of IEEE802.1x. In this scenario the UE needs to perform the authentication as follow:
a. Authentication with credential different from those in 5GC based on EAP with an AAA server. The UE obtains the access to the WLAN and receives the IP address. The NSWO is obtained based on this authentication outside the 3GPP scope. After being connected to WLAN network the UE can perform Untrusted N3GPP registration to access to 5GC 
b. Authentication with credential in 5GC based on EAP with an AAA server. the 5G NSWO (or 4G NSWO) authentication is performed  to obtained the IP connectivity without being connected to 5GC. Later the UE can perform Untrusted N3GPP registration to access to 5GC, if the WLAN is not considered “trusted”.
Conclusion #1:
· If the WLAN requires to IEEE802.1x authentication the 5G NSWO may be performed by the UE. The WLAN AP distinguishes between a 5G NWSO authentication and other authentication methods from the “realm” that for 5G NSWO belonging to a PLMN to  allow to select an NSWOF in the PLMN’s network. 
· The Untrusted N3GPP registration can be performed at any time after having performed the 5G NSWO registration, if the WLAN is not considered “trusted”.
1.4 Access to Trusted WLAN after accessing to NSWO
In order to access a Trusted WLAN the EAP authentication is mandatory, so the IEEE 802.1x is supported, hence the following scenarios may occur
1. The WLAN does not support the connection to 5G core 
· Obviously the “realm” referring to the PLMN will be not recognized and the authentication will fail
2. The WLAN does not support the TNGF but it supports 5G NWSO, i.e. the WLAN AP=TNAP has no connection to a TNGF.
· In this case the AAA/TNAP will reply with an EAP-Req without the “5G-Start”, so the UE shall understand that it has to start the 5G NSWO Authentication with EAP-AKA’ per TS 33.501 Annex S
· the UE has only the NSWO service.
· Any Trusted N3GPP registration will fail due to lack of connection to TNGF
3. The WLAN is a TNAN, i.e. it supports TNGF
· the TNAN receives the UE’s NAI with a realm referring to the PLMN, so it send the EAP_request\5G_Start to the UE.
· the UE receives the EAP-Req/5G_Start, so it shall continue with the Trusted N3GPP Registration
· the UE can have the NSWO service sending traffic outside the IKEv2 
4. The WLAN support both 5G NSWO and TNGF for the same PLMN
· the TNAN receives the UE’s NAI with a realm referring to the PLMN so it shall decide whether to use 5G NSWO or Trusted N3GPP registration.
· Case 1) High priority/default configuration for 5G NSWO in TNAP: if the TNAP triggers the 5G NSWO and later on the UE requires to have a connection to 5GC, the UE have to start a new registration, but most probably the TNAN will continue to repeat the “default” 5G NSWO . The UE can perform a deregisteration and starts a new registration, but in the first message send by UE  “EAP_responde/identity UE’s NAI “ there is no indication that allow to distinguish a request for 5G NSWO authentication or Trusted N3GPP authentication, so in this case the UE will be stuck on the “default 5G NSWO” 
· Case 2) High priority/default for Trusted WLAN registration. There is no problem in this scenario as in bullet 3 above. 
Conclusion #2: UE behavior needs to be clarified.
· If the WLAN is configured as “Trusted N3GPP access”, then the TNAP shall trigger the Trusted N3GPP registration sending the EAP_Request\5G_Start message when receives an authentication request from the UE. The UE shall continue with Trusted N3GPP registration procedure.
· If the WLAN is not configured as “Trusted N3GPP access”, i.e.there is no connection to a TNGF, then the UE shall perform the 5G NSWO authentication when it does not receives the EAP_Request\5G_Start message
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Figure 5: Access to NSWO and to TNFG
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Figure 6:Trusted N3GPP registration procedure
1.5 Service extension
It should be noted that the NSWOF does not provide services to any consumer, so there is no need to define a new service.
The extension of Nausf_UEAuthentication and Nudm_UEauthentication services are under SA3 responsibility in TS 33.501 so need need to revise 23.502.



Figure 7: 5G NSWO registration defined in TS 33.501 Annex S


3. Conclusion and proposal(s)
The following conclusions and proposals are proposed to be adopted.
Proposal #1: it is proposed to clarify that 5G NSWO is not applicable to SNPN :
Proposal #2: it is proposed to adopt the following proposal for roaming:
· to not specify the scenario 1 in figure 1 
· to specify the scenario in figure 2
· to reply to SA3 to align to SA2 as follow:
· WLAN AN routes AAA messages to the NSWO NF in the VPLMN. The NSWO NF in the VPLMN, routes the AAA messages to the AUSF in the HPLMN.
· 


Figure 3: roaming scenario to be adopted by SA2 in reference point model 
Proposal #3: it is proposed to include the reference architecture in SBI model in 23.501.
Conclusion #1:
· If the WLAN requires to IEEE802.1x authentication the 5G NSWO may be performed by the UE. The WLAN AP distinguishes between a 5G NWSO authenticationm and other authentication methods from the “realm” that for 5G NSWO belonging to a PLMN to  allow to select an NSWOF in the PLMN’s network. 
· The Untrusted N3GPP registration can be performed at any time after having performed the 5G NSWO registration, if the WLAN is not considered “trusted”.
Conclusion #2: UE behavior needs to be clarified.
· If the WLAN is configured as “Trusted N3GPP access”, then the TNAP shall trigger the Trusted N3GPP registration sending the EAP_Request\5G_Start message when receives an authentication request from the UE. The UE shall continue with Trusted N3GPP registration procedure.
· If the WLAN is not configured as “Trusted N3GPP access”, i.e.there is no connection to a TNGF, then the UE shall perform the 5G NSWO authentication when it does not receives the EAP_Request\5G_Start message
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