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Abstract of the contribution: This contribution proposes a new solution for KI#2 to support NWDAF-assisted application detection.
1. Discussion 
In the last SA2#149-E meeting, it is agreed for KI#2 to study the following:
How to consider the consent of user and ASP (i.e. no privacy and regulatory issue) for performing and exposing the analytics for application detection?

-
Whether and how the NWDAF can assist the application detection, considering the following aspects:

-
Study use cases where the NWDAF can assist the application detection, for instance how to detect the application traffic if the ASP provides initial PFD information but does not update it in time or does not update it anymore, or if the ASP does not provide any PFD information.

-
If NWDAF provides analytics to assist the application detection performed at the UPF. What is the potential consumer of these analytics (e.g. NEF/PFDF) and how does that consumer use these analytics?

-
Whether new input data needs to be collected by NWDAF to assist the application detection performed at the UPF?

-
Whether existing or new Analytics ID(s) are needed to be provided by NWDAF to assist the application detection performed at the UPF?

This contribution proposes a new solution for KI#2 to support NWDAF-assisted application detection.
2. Proposal

It is proposed to adopt the following text in TR 23.700-81.   

*** Start of the 1st change ***

6.0
Mapping Solutions to Key Issues
Table 6.0-1: Mapping of solutions to key issues
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*** End of the 1st change ***

*** Start of the 2nd change ***

6.X
Solution #X: NWDAF-Assisted Application Detection
6.X.1
Description


In 5G system, an AF may provide PFDs (Packet Flow Descriptors) to NEF (PFDF) to facilitate detection of its traffic and request differentiated services from the network, as described in clause 4.18 of TS 23.502 [3]. A PFD contents can contain flow description (service-side 3-tuple), URL, and domain name/protocol information. When an AF deliver a PFD to NEF (PFDF), it will be eventually provisioned to SMFs and UPFs to enable detection of application traffic according to clause 5.8.2 of TS 23.501 [2]. However, there are cases that an AF does not provide PFDs for its traffic or that the PFDs are out of date and not correct, e. g., when the AF does not provide updated information in time. To resolve the issue, NWDAF can be used to provide the NEF (PFDF) with analytics on application traffic that assists the NEF (PFDF) to manage PFDs. The proposed solution provides analytics including new PFDs for unknown applications and updated PFDs for known applications by extracting network traffic signature and inferring application identity. 
In the solution, the NWDAF provides a consumer NF with a PFD information that is generated for unspecified traffic based on analysis of input data from the UPF, including packet's URL, packet's Domain Name, and IP 3-tuple etc. The NWDAF also uses historical PFD information, which it receives from the NEF (PFDF) for the known applications, to detect changed traffic characteristics and provide an updated PFD information for those applications.
6.X.2
Input Data

NWDAF collects traffic measurement data from UPF for a specific S-NSSAI, DNN, and UE. This solution collects data for default QoS flow, which no SDF or Application IDs are known. The detailed parameters are described in Table 6.X.2-1.

Table 6.X.2-1: input data from NFs
	Information
	Source
	Description

	SUPI
	SMF
	Identifies a UE

	S-NSSAI 
	SMF
	Identifies the Network Slice for which analytics information is provided.

	DNN
	SMF
	Identifies the data network name (e.g. internet) for which analytics information is provided

	Start/end time
	UPF
	Start and end time of traffic detection

	Data volume
	UPF
	Measured data traffic volume (per UL/DL)

	Data duration
	UPF
	Measured average data traffic (packets) duration (per UL/DL)

	QoS flow Bit Rate
	UPF
	The observed bit rate (per UL/DL)

	Packet transmission
	UPF
	The observed average number of packet transmission (per UL/DL)

	IP 3-tuple
	UPF
	to Identify a service flow of the UE for an application

	Packet's URL 
	UPF 
	URL is extracted from the inspected user plane packets.

	Packet's Domain Name
	UPF
	The domain name is extracted from the inspected user plane packets in a QoS flow

	Size of packets
	UPF
	Average size of packets

	PFD Information 
	NEF (PFDF)
	PFD Information stored in the NEF (PFDF) as defined in clause 6.1.2.3.2, TS 23.503 [4]

	> Application ID
	NEF (PFDF)
	Identification of the application that refers to one or more application defection filters. 

	> IP 3-tuple
	NEF (PFDF)
	Including protocol, server side IP address and port number

	> URL
	NEF (PFDF)
	the significant parts of the URL to be matched, e.g. host name

	> Domain Name
	NEF (PFDF)
	a Domain name matching criteria and information about applicable protocol(s)


6.X.3
Output Analytics

The output analytics of NWDAF is defined in Table 6.X.3-1.
The output analytics can be used to provide updated PFDs for known applications, or define new PFDs for new applications, i. e., not known to the NEF yet. 
Table 6.X.3-1: Output for application detection

	Information
	Description

	Application ID
	Application ID of the known application that refers to the application detection filter (Flow descriptor, URL or Domain name information) stored in the UDR. In case of detection of unknown application, this parameter is omitted.

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided

	Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol) 

	URL
	the significant parts of the URL to be matched, e.g. host name defined in  

	Domain name information
	Domain name matching criteria and information about applicable protocol(s).


6.X.4
Procedures

The procedure is depicted in 6.X.4-1.
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Figure 6.X.4-1: Procedure for NWDAF-assisted application detection
1.
The NEF subscribes to NWDAF to request analytics on application detection. The request can be triggered by local configuration or OAM. The NEF specifies the target UE and S-NSSAI, DNN in the subscription message.
2.
The target UE establishes a PDU session with SMF and UPF.

3.
The NWDAF subscribed to SMF and UPF to collect traffic measurement information and URL, Domain name part, and IP 3-tuples of packets from unknown application.

4.
The NWDAF extracts the application traffic characteristics based on the collected input data.

5.
The NWDAF sends the analytics output to the NEF as defined in Table 6.X.3-1. The NEF assigns an Application ID for the received PFD if it is for an unknown application. The assigned Application ID can be used to identify/audit/report the unknown application.
6.X.5
Impacts on Existing Nodes and Functionality

NWDAF:

-
Need to support new analytics for application detection.

-
Need to support extracting traffic characteristics based on collected UE traffic data.

UPF:

-
Need to provide NWDAF with URL, Domain name part, and IP 3-tuples of packets from unknown application 
-
Need to provide required sessions statistics including data volume, data duration, QoS flow bit rate and packet transmission.

NEF (PFDF):

-
Need to support new analytics for application detection provided by NWDAF.

-
Need to manage update of PFD information based on analytics from NWDAF, to avoid collision with update from the AF.
*** End of the 2nd change ***
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