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Abstract of the contribution: Proposes solution for lightweight integration of SNPN and non-3GPP access WLAN . 
1.
Discussion
Proposes new solution for access to SNPN with NG-RAN and to WLAN Access Network using the same credentials 
3.
Text proposal
It is proposed to agree the following changes vs. TS 23.700-08:
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6.0
Mapping Solutions to Key Issues
Table 6.0-1: Mapping Solutions to Key Issues
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6.x
Solution #x: Access to SNPN with NG-RAN and to WLAN Access Network using the same credentials

6.X.1
Introduction

The architecture defined for non-3GPP access in PLMNs for trusted and untrusted access relied on the assumption that the PLMN owns already a 3GPP based CN and therefore the 3GPP identities and credentials are used when the UE is also accessing over non-3GPP access e.g. WLAN. It is also assumed that the PLMN offers services e.g. IMS voice/SMS that the UE cannot access directly from the non-3GPP access and therefore it needs to connect to the 3GPP CN. This is achieved for example through connection to N3WIF in case of untrusted non-3GPP access architecture or for Trusted Non-3GPP access using the network elements of TNAP and TNGF. 

These assumptions may though not hold true in “enterprise” environment that will possibly deploy 3GPP based “private cellular network”/SNPN while it already has a deployed WLAN infrastructure in place. For example in such enterprise environment the identities and credentials used for WLAN authentication could be already provisioned to the “enterprise” UEs before the SNPN is deployed. In such network environment also access to specific services can be restricted through using a VPN that runs on top of internet connection provided from WLAN or using application layer authentication and therefore there is possibly no need to have N3IWF in the “untrusted non-3GPP access” architecture and there is no need to upgrade the existing WLAN infrastructure to support what is required from TNAP and TGNF in the “trusted non-3GPP access” architecture. 

The other two aspects that need consideration is the access network selection and mobility. For access network selection mechanisms standardised by 3GPP e.g. using ANDSP need to be enhanced for Non-Seamless WLAN Offload or rely on local UE configuration. Seamless mobility is not in scope of this solution since many applications can also work with nomadic mobility.

The solution describes how UE can access an SNPN with NG-RAN on one hand and a WLAN Access Network on the other hand using the same credentials. If the credentials use AKA and USIM authentication and are stored in UDM, the existing mechanisms for Non-Seamless WLAN Offload defined in TS 33.501 [x2] and TS 23.501 [3] apply.

If the credentials are stored in a AAA Server possibly new authentication procedures and Non-Seamless WLAN Offload (NSWO) architecture need to be defined. After being authenticated the UE does not have access to 5GC via WLAN and it performs only Non-seamless WLAN offload traffic. 
In summary this solution proposes the following enhancements: 

(1) in case of SNPN with non-3GPP credentials there has to be an association between the WiFi and cellular (non-3GPP) credentials that are stored in the cellular modem and

(2) WLANSPs support for SNPN ID, GIN to identify WLAN AN associated with the SNPN
The details are described in the following sections.

6.X.2
Functional Description

The solution focuses on the case that the credentials are stored in a AAA Server and has the following properties: 

· The same AAA Server that is used for WLAN access authentication in a WLAN Access Network is also used for primary authentication in SNPN with NG-RAN using the architecture defined for “Credentials Holder using AAA Server for primary authentication and authorization” in TS 23.501 [3] clause 5.30.2.9.2.
· SWa interface that is based on Radius/Diameter is assumed between WLAN Access Network and AAA-S

· The UE uses the same permanent identity and credentials for primary authentication in SNPN and for WLAN access authentication in WLAN Access Network

-
For example the identity and credentials already used for WLAN access authentication are also used in SNPN as SUPI in NAI format.

· WLAN network selection can be based on enhanced WLAN Selection Policy (WLANSP) rules from ANSDP used for Non-Seamless WiFi Offload i.e. as defined in TS 23.402 [x1] clause 4.8.2.1.6.

NOTE: The WLANSP rules in rel.17 are only supported for PLMNs.

· 
The SNPN can configure the UE to use a specific identity (SUCI) and credentials for specific WLAN networks, e.g. by associating the conditions from WLANSP rules with a specific identity (SUPI) and credentials to be used for the specific WLAN network e.g. based on the PreferredSSIDList or the HomeNetwork attribute containing the SNPN-id .

· The WLAN Access Network and the SNPN provide access to the same Data Network e.g. internet or enterprise network

· Optionally assignment of IP addresses in the WLAN Access Network and in the SNPN can happen from same IP address pool, if needed, based on local policy.

Seamless mobility between the SNPN and the WLAN Access Network is not supported by this architecture. Seamless mobility can be provided if additionally N3IWF is deployed but this is out of scope of this specific solution.
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Figure 6.x.2-1: Access to SNPN with NG-RAN and to WLAN Access Network using the same credentials

6.X.3
Procedures
6.X.3.1
WLAN Authentication
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Figure 6.x.3-1: WLAN authentication sharing the same legacy AAA server also acting as Credentials Holder of an SNPN

0)
If the SNPN supports the architecture with Credentials Holder and wants the UE to use the same credentials for access to a WLAN Access Network and to this SNPN, then the SNPN configures in the UE the same permanent identity and credentials for primary authentication with the SNPN and for WLAN access authentication with the WLAN Access Network. WLAN network selection can be based on enhanced WLAN Selection Policy (WLANSP) rules from ANSDP used for Non-Seamless WiFi Offload i.e. as defined in TS 23.402 [x1] clause 4.8.2.1.6.


The SNPN can configure the UE to use a specific identity (SUCI) and credentials for specific WLAN networks, e.g. by associating the conditions from WLANSP rules that in rel.17 are only supported for PLMNs with a specific identity (SUCI) and credentials to be used for the specific WLAN network e.g. based on the PreferredSSIDList or the HomeNetwork attribute containing the SNPN-id .
Steps 1-8 are out of scope of SA2 and are shown for information: 
1.
A connection is established between the UE and the WLAN AP, using a specific procedure based on IEEE 802.11. 
2.
The WLAN AP sends an EAP Identity Request to the UE.

3.
The UE always sends the SUCI in NAI format. 

4.
The WLAN AP sends a SWa protocol message (could be over RADIUS or Diameter interface) with EAP identity response, NAI containing the SUCI to AAA Proxy.

5.
If AAA Proxy is used it forwards the SWa message to AAA Server based on the NAI of the SUCI. 

6.
EAP authentication is performed. Any EAP method can be used for WLAN authentication between the UE and the AAA Server. 

7, 8.
AAA Server performs successful authentication. When AAA Proxy is used sends a SWa protocol message with EAP-success and possibly other security parameters to WLAN. EAP-success message is forwarded from WLAN AP to the UE. 

6.X.3.2
User plane aspects

The UE needs to acquire a local IP address on WLAN access that may optionally be from same IP address pool, if needed, based on local policy. 
Following same procedures as in TS 23.501 [3] for UE supporting non-seamless WLAN offload, while connected to WLAN access, the UE will route specific data flows via the WLAN access without traversing the 5GC of SNPN. The UE data flows are identified using URSP configuration for Non-Seamless Offload, or UE Local Configurations as defined in TS 23.503 [5]. For these data flows, the UE uses the local IP address allocated by the WLAN access network and no IP address preservation is provided between WLAN and SNPN.

6.X.4
Impacts on services, entities, and interfaces

UE: 

· uses the same permanent identity (SUCI) and credentials for primary authentication in SNPN and for WLAN access authentication in a WLAN Access Network

· UE is optionally configured to associate the conditions from WLANSP rules that in rel.17 are only supported for PLMNs with specific identity (SUPI) and credentials to be used for the specific WLAN network e.g. based on the PreferredSSIDList or the HomeNetwork attribute containing the SNPN-id .

WLAN AP (informative impact)
· Support compatible security mechanisms with 5GS

No other impacts in the UE, NG-RAN, and 5GC are identified.
>>>>END OF CHANGES<<<<
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