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Discussion
The Key Issue #2 PIN Discovery and Selection intends to address the following questions: 

· How to discover and select a PIN? 

· How to discover and select PIN elements with Gateway Capability (PEGC) and with Management Capability (PEMC)?
· How to discover PIN elements in a PIN based on a specific criterion, such as capability, availability, reachability and services (e.g., printer)?
· How to enable and manage the discovery for different cases, for example, whether a PIN element is discoverable by devices that are not members of the PIN or by other PIN elements of the same PIN?
This contribution proposes solution to PIN Element discovery and PIN selection, PEGC discovery in a PIN, discoverability of PIN elements in a PIN.
Proposal

It is proposed to add a solution for Discovery of PIN and its elements in FS_PIN TR 23.700-88 v0.1.0.
*** Start of changes ***
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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*** Next change ***
6.X
Solution #X: PIN and PIN element discovery and selection 
6.X.1

Description
This solution addresses the Key Issue#2 PIN and PIN element discovery and selection. The solution proposes method for PIN element discovery and PIN selection, PEGC discovery in a PIN, discoverability of PIN elements in a PIN. 
The following are the key aspects of the solution

- PIN elements discover a Personal IoT Network either by listening to announcements from a PEMC or by querying for a PIN by its services. 

- A PIN could be configured to support either an open or a restricted discovery. 

- A PIN element could set its discoverability level within a PIN. 

- A PEGC assignment is performed by PEMC. 
6.X.2
Procedures

6.X.2.1
PIN Discovery and Selection
PIN Setup with PIN elements  
A PIN element offers one or more of PIN Services (these are corresponding to the functionality offered by the PIN element, some examples are audio output device, printer device, display device etc). A PIN might be configured to support only specific services. 
There are two methods by which PIN elements discover and join a PIN. 

Both methods are running on top of Non-3GPP (Bluetooth or WiFi) connections or on top of NR PC5 Direct Communication: 

NOTE: NR PC5 applies only for PIN elements with Gateway Capability and PIN elements with Management Capability.
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Figure 6.X.2.1‑1 PIN Element function
The first step is to discover PIN element functions on devices that are connected using any of these methods.  The following call flow explains the two methods of PIN element (PIN E) discovery. 
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Alt 2 - PIN Element queries PEMC
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Figure 6.X.2.1‑2 PIN Discovery
Method 1: 
In this method, PEMC periodically sends PIN related information and waits for a response within a time window. The announced information includes PIN identifier, PIN services offered (including services over 5GS), PIN Class (open to all or restricted), time window within which PEMC expects join requests from PIN elements. 

A PIN is created by PEMC. PEMC periodically announces PIN parameters. This could be transmissions on multiple connections (Bluetooth links) or broadcast (WiFi, PC5) 

PIN elements receive the announcement from PEMC and depending on their local configurations decide whether to join the PIN or wait for another PEMC broadcast. For joining the PIN, a PIN element sends PIN Join Request. This contains the services the PIN element offers in the PIN and also whether PIN element can be discovered by other PIN elements within the PIN or externally. The PIN Join request can also carry security credentials which enables PEMC to successfully validate a PIN element and adds it to the PIN. 

A PIN Join Accept is sent by the PEMC through which the PIN element is informed of its PIN Element Identifier. The PIN Join Accept also include PIN Element Identifier for PEGC applicable for this PIN element.   

Method 2: 

In the second method, a PEMC, after it has been authorized by 5GC for PIN operation, begins to monitor incoming queries for PIN services. A PIN element sends out a query and waits for response. PEMC announces PIN related information. This includes PIN identity, PIN services, PIN status (open to all or restricted), time window within which PEMC expects “PIN Join” requests from PIN elements. PIN element then sends a PIN Join request as described for Method 1. 

Editor’s note:Whether the protocol of the PIN layer is defined by 3GPP or it uses IETF protocols or part of Prose signalling is FFS.

Open and Restricted PIN Discovery

There are three broad classes of PIN: 

1. Private PIN (e.g., home network)

2. Public PIN (e.g., shopping mall)

3. Personal Body area PIN (e.g., smart watch, smart glasses)
PIN supports two types of discovery - open and restricted discovery. In an open discovery any PIN element can attempt to join the PIN. The restricted discovery allows only PIN elements which have been configured with the PIN information to join. This configuration could be based on user input or local configuration in devices.  

6.X.2.2
Discoverability by other PIN elements
A PEMC offers a lookup service, where in a PIN element (either a member of the PIN or one that has not yet joined the PIN) is able to query for a PIN element identifier corresponding to a service. 

A PIN element can set its visibility when joining a PIN. PIN elements can also indicate whether they want to share their information to other elements by PEMC. PIN element visibility can be set to {Private = PIN element cannot be looked up by other PIN elements}, {Restricted = PIN element can be discovered by other members of the PIN}, {Public= PIN element can be discovered by anyone querying for it, irrespective of whether they are a member of the PIN or not}. 
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Figure 6.X.2.2‑1 PIN Element Discovery

6.X.2.3 
Discovery and Selection of PEGC 

A UE capable of PEGC functionality is authorized for PIN operation by the 5GC. 

A PEGC joins a PIN as a PIN element using either of the above methods. Along with the services, it also indicates in the PIN Join request that it is capable of functioning as a PIN Gateway. 
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Figure 6.X.2.3‑1 PEGC Selection
A PEMC selects a PEGC depending on whether it is trusted by PEMC. This could be from pre-configurations. A PEMC can be pre-configured with certain UE identifiers for potentially suitable PEGC (3GPP identifiers e.g., SUCI or GPSI are used to identify trusted PEGCs). A PEMC can also query within a PIN to find any pre-configured UE that can function as PEGC in the PIN.    

PEMC assigns the role of PEGC by sending PEGCAssignRequest to a PIN element capable of Gateway function. Once the PIN element accepts the PEGC assignment, it responds with PEGCAssignAccept. PEGC informs the membership of a PIN to the 5GC in PDU Session Establishment/Modification by including the PIN identifier for which it is acting as a PIN Gateway. 
A PEGC can also indicate to the PEMC that it wants to stop functioning as a Gateway. This could be due to power consumption limitations or moving out of coverage of cellular network. In this case, PEGC sends a PEGCReleaseRequest to PEMC. The PEMC will run the PEGC selection procedure again and confirms the role change to the former PEGC with PEGCReleaseConfirm. 

6.X.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
UE: implements the PIN Element Function protocol.

*** End of changes ***
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