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Abstract of the contribution:  This PCR introduces the solution for Layer-2 UE-to-UE Relay and provides details for the support of an adaptation layer as defined by RAN2.

1. Reason for Change

This PCR introduces a solution for Layer-2 UE-to-UE Relay to TR 23.700-33. This solution supports the usage of an adaptation layer as specified by RAN WG2 and describes the connection establishment procedure. 

Extract of RAN WG2 (TR 38.836v17.0.0) is described

6.2.1.5
Protocol stack design

The protocol stack and PC5 adaptation layer function (both first hop PC5 and second hop PC5) were studied for L2 UE-to-UE Relay. The usage of PC5 adaptation layer header(s) enables the AS layer routing/forwarding via Relay UE for end-to-end UE-to-UE traffic.

2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-33.

* * * First Change -  All text is new * * *
6.X
Solution for Key Issue #1: Layer-2 UE-to-UE Relay

6.X.1
Description

6.X.1.1
General

Using the solution described in this clause, a UE-to-UE Relay is authorized to relay messages between two UEs over the PC5 interface via authorization and provisioning.

A UE-to-UE Relay enables a source UE and a target UE to establish an end-to-end (E2E) PC5 unicast communication.

The UE-to-UE Relay listens for Direct Communication Request messages from surrounding UEs and, if the specified application matches one of the applications from its provisioned relay policy/parameters, the UE-to-UE Relay advertises it as a relayed application by adding a relay indication (e.g. Relay ID) to the message.

The target UE receives a broadcast Direct Communication Request message with a relay indication.

A secure "extended" (end-to-end) PC5 link is set up between the source UE and the target UE via the UE-to-UE Relay. Source/Target UEs send and receive messages through the UE-to-UE Relay however, the security association and the extended PC5 unicast link are established end-to-end between the source UE and the target UE. The UE-to-UE Relay forwards the messages transparently, without the ability to read, modify their content or replay them, with the exception of the Direct Communication Request message. As DCR  is always sent unprotected the UE-to-UE Relay modifies the message to include the relay indication (e.g. Relay ID). The source/target UEs detect that the link establishment is going through a UE-to-UE Relay upon detecting a relay indication included in the received messages.

A source/target UE uses a unique link (i.e. PC5 unicast link) with a UE-to-UE Relay to send messages to its peer UEs via this specific UE-to-UE Relay. The UE-to-UE Relay receives E2E PC5 messages over this PC5 unicast link and forwards them between the source UE and target UEs using an adaptation layer, which contains information identifying the specific source and/or target UE. The UE-to-UE Relay replaces the identifiers specified in the messages’ headers with relay-specific identifiers to “isolate” the PC5 unicast links, i.e. different identifiers are used over each PC5 unicast link. 

NOTE 1:
Additional security-related parameters and procedures may be needed for the protection of relayed messages using the adaptation layer. Their definitions need to be coordinated with SA WG3.

To enable a single step for direct and indirect link establishment procedure, a source UE (i.e. UE1) sends a DCR message without an adaptation header. A target UE (i.e. UE2) may receive the DCR message directly from the source UE and establish a direct unicast link with the source UE. As well, a UE-to-UE Relay may receive the DCR message and add an adaptation header before forwarding it. Another target UE (i.e. UE3) may receive the DCR message via the UE-to-UE Relay and establish an indirect unicast link with the source UE.

NOTE 2: 
The details about the identity information of source UE and/or target UE specified in the adaption header will be defined in cooperation with RAN WG2 during normative phase.

Link management (i.e. keep-alive, link modification, link identifier update and link release) is supported over extended PC5 links. Since the security association of extended PC5 links is between the E2E peer UEs, all messages sent over the extended PC5 link, including link management (i.e. PC5-S) messages, may only be processed by those two UEs. No modifications to the keep-alive, link modification and link release procedures are needed when sent over the E2E PC5 link. Modifications for the support of the Link Identifier Update procedure related to extended PC5 links are expected and are specified in another contribution.

The PC5 unicast link, used by source/target UEs to send E2E messages via a specific UE-to-UE Relay, is also used as a management link, i.e. to manage the extended links (e.g. for QoS adaptation or privacy procedure). The management link is secured between the source/target UEs and the UE-to-UE Relay and doesn’t make use of an adaptation layer. 

6.X.1.2
Control and User Plane Protocol Stacks

The control and user plane protocols stacks are based on the architectural reference model described in Annex X.

6.X.2
Procedures

Connection establishment via a L2 UE-to-UE Relay is done after the discovery procedure (i.e. using Discovery messages as defined in 23.304 [3] clause 6.3) i.e. Models A/B or using the integrated discovery procedure (i.e. using the link establishment procedure as defined in clause 6.4.3.1 of  TS 23.304 [3]).

If the discovery procedure is run prior to the link establishment, the source UE determines the UE-to-UE Relay Layer-2 ID to be used to reach the target UE while the target UE Layer-2 ID may be discovered and kept at the UE-to-UE Relay or at the source UE or may not be kept. In the latter case, a broadcast Layer-2 is used when sending the DCR message towards the target UE. In this case, the Target User Info field is used to identify the target UE. 
If the integrated discovery mechanism is used, the source UE sends the DCR message to a broadcast Layer-2 ID and the UE-to-UE relay forwards the message using the same value.
Figure 6.X.2-1 shows the unicast link establishment over PC5 reference point via a Layer-2 UE-to-UE Relay.
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Figure 6.X.2-1: Connection establishment procedure via Layer-2 UE-to-UE Relay

0.
UE-to-UE Relay registers with the network and specifies its relay capabilities. UE-to-UE Relay is provisioned with relay policy parameters from the network. 

1.
The target UEs (i.e. UE2, UE3 and UE4) determine the destination Layer-2 ID (i.e. broadcast Layer-2 ID) for signalling reception for PC5 unicast link establishment as specified in clause 6.4.3.1 of TS 23.304 [3]. 

2. 
On the source UE (i.e. UE1), the application layer provides application information to the ProSe layer for PC5 unicast communication. The application information includes the ProSe Service Info, source UE's Application Layer ID, and may include target UE's Application Layer ID, as specified in TS 23.304 [3] clause 6.4.3.1. 


ProSe layer triggers the link establishment procedure by sending a Direct Communication Request (DCR) message which includes:

-
Source User Info: the initiating UE's Application Layer ID (i.e. UE1's Application Layer ID).

-
If the ProSe application layer provided the target UE's Application Layer ID in step 2, the following information is included:

-
Target User Info: the target UE's Application Layer ID (i.e. UE2's Application Layer ID).

-
ProSe Service Info: the information about the ProSe identifier(s) requesting Layer-2 link establishment.

-
Security Information: the information for the establishment of security.

The message is sent using the source Layer-2 ID self-assigned by the source UE and the broadcast Layer-2 ID or the discovered UE-to-UE Relay Layer-2 ID as destination, and includes other parameters related to the application offered, as specified in TS 23.304 [3] clause 6.4.3.1. The message may include the target UE Layer-2 ID, if learned during a prior discovery procedure.
The DCR message is sent without an adaptation layer header. This DCR message may be used for direct and/or indirect link establishment. A target UE receiving the DCR directly from UE1 may continue the link establishment procedure as usual. 
3. 
The UE-to-UE Relay receives the Direct Communication Request message and verifies if it's configured to relay this application, i.e. it compares the announce ProSe Service Info with its provisioned relay policy/parameters.


The UE-to-UE Relay forwards the Direct Communication Request message by using its own Layer-2 ID as Source L2 ID and specifies as destination either the target UE Layer-2 ID as specified in the received DCR message or as learned during the prior discovery procedure, or uses the broadcast Layer-2 ID. The UE-to-UE Relay adds an adaptation header containing info identifying UE1. The UE-to-UE Relay additionally includes its unique Relay ID and relay-specific security info. The UE-to-UE Relay keeps the association of UE1 security info as specified in the DCR message and its relay-specific security info as specified with the forwarded DCR message.

NOTE 3:
The UE-to-UE Relay handles DCR message in the ProSe layer. Any subsequent E2E messages (i.e. PC5-S and data) are forwarded based on UE identifier info specified in the adaptation header. 

4.
Target UE (i.e. UE3) receives the DCR message via the UE-to-UE Relay. UE3 is interested in the announced application thus it triggers a PC5 unicast link establishment with the UE-to-UE Relay, if such a link isn’t already established between UE3 and this UE-to-UE Relay.

UE3 may receive multiple DCR messages via different UE-to-UE Relays and even directly from UE1. UE3 may select the UE-to-UE Relay based on locally configured rules. UE3 establishes a PC5 unicast link only with the selected UE-to-UE Relay. 

5.
UE3 continues E2E link establishment procedure by initiating the security procedures (i.e. PC5 Authentication and/or PC5 Direct Security Mode procedures) via the selected UE-to-UE Relay (i.e. over the direct PC5 link to the UE-to-UE Relay). UE3 adds an adaptation header including the info identifying UE1, as received with the DCR message, and UE3 security info and may include a UE3 identifier. UE3 associates the security info received on the DCR message and its UE3 security info to create the security context for the extended link. UE3 includes the Relay ID in the first protected message sent to UE1.

The UE-to-UE Relay forwards the messages from UE3 to UE1 including relay-specific info identifying UE3 in the adaptation header. The UE-to-UE Relay also specifies a relay-specific security info associated to UE3 and UE1 security info as received with the DCR message, and finally may include info identifying UE1 and associated with the DCR message (e.g. UE1 Layer-2 ID used by UE1 when sending the DCR message). UE-to-UE Relay puts its Layer-2 ID as the source and UE1 Layer-2 ID as the destination. The UE-to-UE Relay keeps the association of UE3 security info as specified in message received from UE3 and its relay-specific security info associated to UE3.

6. 
At the reception of this first message from UE3 via the UE-to-UE Relay, , UE1 extracts the Relay ID and verifies if a PC5 unicast link is already established between UE1 and this UE-to-UE Relay. If none already exists, UE1 triggers a PC5 unicast link establishment procedure before proceeding security procedures of step 5 . UE1 keeps track of the security info specified with the received message (i.e. security info associated to UE3), and uses it to create the security context for the extended link.

7.
Once E2E link security establishment procedures are completed, UE3 completes the E2E link establishment procedure via the UE-to-UE Relay by sending a DCA message to UE1. 

8.
UE1 receives the DCA message. An "extended" unicast link is established between UE1 and UE3, via the UE-to-UE Relay. The extended link may be secured end-to-end, i.e. a security association is created between UE1 and UE3. 

9.
UE1 and UE3 exchange E2E data via the UE-to-UE Relay, using an adaptation header. The UE-to-UE Relay replaces the fields specified in the adaptation header with relay-specific identifiers, as specified above before forwarding the E2E messages. 

Editor's note:
The need and details of the E2E authentication and E2E security procedure will be investigated by SA WG3.

Editor's note:
The details of the adaptation between two PC5 interfaces are confirmed by RAN WG2.

6.X.3
Impacts on services, entities and interfaces

The solution has impacts in the following entities:

UE/ Layer-2 UE-to-UE:

-
Needs to support procedures for ProSe 5G Layer-2 UE-to-UE Relay and communications via a ProSe 5G Layer-2 UE-to-UE Relay.

-
Needs to support procedures for extended communication management, via communication with a ProSe 5G Layer-2 UE-to-UE Relay.

- 
Needs to support an adaptation layer for communication via a Layer-2 UE-to-UE Relay.

* * * Next Change -  All text is new * * *
A.3
Control and User Plane Protocols for Layer 2 UE-to-UE Relay

A.3.1
User Plane Protocol Stack

Figure A.3.1-1 illustrates user plane protocol stacks using a UE-to-UE Layer-2 Relay. The security is established end-to-end between UE1 and UE2. Therefore, user data is never exposed at the relay node since the relay function does not process/apply any security on the relayed packets.
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Figure A.3.1-1: End-to-End User Plane protocol stacks using a Layer-2 UE-to-UE Relay

Both IP traffic and Non-IP traffic are supported.

The SDAP and PDCP protocols above are as specified in TS 38.300 [12].

A.3.2
Control Plane Protocol Stack

Figure A.3.2-1 illustrates control plane protocol stacks using a Layer-2 UE-to-UE Relay. The security is established end-to-end between UE1 and UE2 as shown by the PDCP layer terminating in UE1 and UE2. Therefore, the E2E PC5-S message between UE1 and UE2 is never exposed at the relay node since the relay function does not process/apply any security on the relayed E2E PC5-S messages.
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Figure A.3.2-1: End-to-End Control Plane protocol stacks using a Layer-2 UE-to-UE Relay

NOTE 1:
The definition and functionalities of the Adaptation Layer are defined by RAN WG2.

NOTE 2:
Only the End-to-End control plane protocol stack is shown in Figure A.3.2-1. The control plane protocol stack of the unicast link between UE1/UE2 and UE-to-UE Relay (i.e. PC5 unicast link) can re-use the regular PC5-S protocol stack defined in clause 6.1.2 in TS 23.304 [3].

NOTE 3:
PC5-S messages from direct PC5 unicast link with the UE-to-UE Relay and for E2E PC5 unicast link are supported. The E2E PC5-S message is the message transferred between UE1 and UE2, and the direct PC5-S message is the message transferred between UE1 and UE-to-UE Relay or between UE-to-UE Relay and UE2. How to differentiate them depends on RAN solution. Whether the same pair of source and destination Layer-2 IDs is used for direct and E2E PC5-S messages is to be determine during SA WG2's normative phase and it's feasibility is to be confirmed by RAN2.
* * * End of Changes * * *
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