SA WG2 Meeting #S2-150E	S2-2202984r02
06 - 12 April, 2022, Electronic meeting


Title:	Draft Reply LS on the impact of MSK update on MBS multicast session update procedure
Response to:	S2-2202773/ C1-221747
Release:	Rel-17
Work Item:	5MBS

Source:	SA2
To:	CT1, SA3, SA4
Cc:	SA3, CT4

Contact Person:	
Name:	Thomas Belling
E-mail Address:	Thomas (dot) belling (at) nokia (dot) com 

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:	Revision of S2-2202960


1. Overall Description:
SA2 thanks CT1 for the LS on the impact of MSK update on MBS multicast session update procedure. 

SA2 discusses W.4 of TS 33.501 on Security mechanisms for MBS traffic transmission, and there are some questions raised in the meeting. SA2 kindly asks SA3 to clarify the following questions:
· 	Comment by Nokia r01: That there are impacts for session creation is clear from the requirements for MB-SMF MBSF interactions. I prefer more detailed related questions as suggested below.
But it  is very unplausible that this impacts activation.
· 	Comment by Nokia r01: SA3 did not specify that there are any restrictions while the session is inactive, and this is very implausible. Why should we trigger an unnecessary discussion?
· 	Comment by Nokia r01: Covered by next bullet
· SA3 defined that MSK and MTK may be updated based on the request from MB-SMF or AS (e.g., due to the change of authorization information). What kind of authorization information does this refer to? How does the MB-SMF obtain that changed authorization information? Please note that the AF or MB-SMF may decide to terminate the MBS session, but this would not require an MSK and MTK update.
· SA3 specified that the MBSF determines whether security protection to be applied or not for the MBS session based on locally configured policy or based on the information provided by the AF. What kind of information from the AF is expected?

SA2 agreed the attached CR to partially address the MSK and MTK related requirements in TS 33.501.
Additionally, SA2 has delegated the design of the MBSF and MBSTF to SA4. SA2 kindly asks SA4 to consider clause W.4 of TS 33.501 in their related work and provide possible related feedback to SA3.

SA2 agreed the attached CR to address the MSK update related requirements in TS 33.501 that have been highlighted by CT1:
The following requirements are specified in clause W.4.1.2 in TS 33.501, v17.4.2:
The MSK may be updated based on the request from MB-SMF or AS (e.g., due to the change of authorization information) or based on the local policy (e.g., key lifetime expiration). When the MSK is updated, the MBSF shall send the new MSK to the MB-SMF and then the MB-SMF shall trigger the session update as specified in clause 7.2.6 in TS 23.247 [103]. The MSK and the corresponding key ID are delivered to the UEs that has joined the multicast session.  The MBSF shall also send the new MSK to the MBSTF. The MBSTF may request a MSK to the MBSF when it does not have a valid MSK (e.g., due to the current MSK expiration).
However, the "Multicast session update procedure" defined in clause 7.2.6 in TS 23.247 v17.1.0 doesn't support the yellow highlighted requirement in the statement above.

2. Actions: None
To SA3:
ACTION: 	SA2 kindly asks SA3 to take the above information into account and clarify the questions

To SA4:
ACTION: 	SA2 kindly asks SA4 to consider clause W.4 of TS 33.501 in their MBSF and MBSTF related work and provide possible related feedback to SA3
 
To CT1:
ACTION: 	SA2 kindly asks CT1 to take the above information into account 
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