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Abstract of the contribution:  This PCR introduces a solution for Layer-3 UE-to-UE Relay with the support of multiple applications, end-to-end authentication and authorization for IP address sharing.

1. Reason for Change

This PCR introduces a solution for Layer-3 UE-to-UE Relay based on IP routing which supports multiple applications, end-to-end authentication and authorization for IP address sharing to TR 23.700-33. This solution is based on L3-UE-to-UE relay solution #Y in TR 23.700-33.  

2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-33.

* * * First Change  -  All text is new * * *
6.X
Solution for Key Issue #1: ProSe 5G Layer-3 UE-to-UE Relay based on IP routing

6.X.1
Description

6.X.1.1
General

A ProSe 5G Layer-3 UE-to-UE Relay based on IP routing (sol #Y
) is defined. 

As part of the PC5 unicast link establishment procedure, the ProSe 5G UE-to-UE Relay allocates an IP address/prefix to the UE, stores an association of the UE’s Application layer ID (also called User Info) and allocated IP address/prefix into its DNS entries. The UE-to-UE Relay acts as a DNS server. 

When a (source) UE needs to communicate with another (target) UE or needs to discover a ProSe service via the ProSe 5G UE-to-UE Relay, it sends a DNS query for the target UE (based on Target User Info) or for the ProSe Service to the ProSe 5G UE-to-UE Relay over the unicast link, which will return the IP address/prefix of the target UE or the IP address(es)/prefix(es) of UEs which provide the ProSe Service

The source UE sends the IP data to the target UE via the PC5 unicast link to UE-to-UE Relay. The UE-to-UE Relay acts as an IP router and forwards the packets to the corresponding PC5 unicast link towards the target UE.

6.X.1.2
Multiple Applications support

The Layer-3 UE-to-UE Relay solution, as described in Solution #Y, supports the registration of a UE’s User Info (or supported Application ID) with multiple UE-to-UE Relays.

A UE that wants to use a Layer-3 UE-to-UE Relay solution, as described in Solution #Y, establishes a PC5 unicast link with a UE-to-UE Relay, specifying its User Info (or supported ProSe Service Info) and obtains an IP address. The UE-to-UE Relay keeps the association of PC5 unicast link, UE’s User Info or ProSe Service Info and IP address. The UE may establish a PC5 unicast link with all reachable UE-to-UE Relays.

If another application is started on the UE, an additional PC5 unicast link with the same UE-to-UE Relay(s) is established since a PC5 unicast link is established per User Info. This approach may not be scalable as it could lead to a multiplication of PC5 unicast links at a UE-to-UE Relay serving multiple UEs that wish to use multiple applications via that relay.

To reduce the number of PC5 unicast links established between a UE and a UE-to-UE Relay, it is proposed that multiple ProSe applications (i.e. User Info) on the UE are associated to the same PC5 unicast link, making the Layer-3 UE-to-UE Relay solution more scalable.

The UE is provisioned with a new parameter indicating if a ProSe Application is allowed to be used together with other ProSe Applications onto the same PC5 unicast link. The ProSe Application may be configured within a specific “class” where Applications sharing the same “class” may be used over the same PC5 unicast link. A “class” may be configured related to QoS and/security requirements.

When a new ProSe Application is started, the UE verifies if an already established PC5 unicast link may be re-used for this Application. UE verifies the new Application’s class compared with the already established unicast links. If no existing link may be re-used, because e.g. the classes do not match then the UE establishes a new PC5 unicast link. Otherwise, the UE adds the support of this new application to the existing unicast link using the procedure as described in clause 6.X.2.1.

6.X.1.3
End-to-end Authentication support

For IP traffic, a source UE may obtain a target UE’s IP address, e.g. by using DNS Query, prior to end-to-end authentication.

For non-IP traffic, no solution is specified. It is up to the application to implement end-to-end authentication and security for non-IP traffic. As for IP traffic, this means that E2E UEs may send non-IP traffic prior to E2E peer UEs being successfully authenticated.

A solution enabling E2E authentication enforced by the UE-to-UE Relay, for IP traffic and Non-IP traffic is specified in clause 6.X.2.2.

6.X.1.4
Authorization for IP address sharing support

A source UE obtaining an IP address from a UE-to-UE Relay may not want its IP address to be shared with every requesting target UEs. A source UE may want to divulge its IP address only with specific target UEs. This is similar to the restricted discovery mechanism where only an authorized Discoverer UE may discover a Discoveree UE.

A source UE indicates to the UE-to-UE Relay during the PC5 link establishment procedure if its IP address may be shared with target UEs without seeking source UE authorization or if prior authorization from source UE is required.

6.X.2
Procedures

6.X.2.1
Multiple Applications support
This procedure enables the usage of a new ProSe Application via an existing PC5 unicast link established with a specific Layer-3 UE-to-UE Relay.
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Figure 1: UE adds the support of a new application on an existing PC5 unicast link with a UE-to-UE Relay 

0.
A UE has established a direct PC5 unicast link with the UE-to-UE Relay. The UE-to-UE Relay keeps track of the UE’s User Info, ProSe Service Info, associated IP address/prefix and class (as described in clause 6.X.2.1).

1.
A new Application is started on the UE. The UE verifies if the new Application may be used with the PC5 unicast link already established, i.e. the UE verifies if the new Application class matches with the already established PC5 unicast link. If the classes match, the UE sends a Link Modification Request message to the UE-to-UE Relay to add the support of this newly started Application on the existing PC5 unicast link with the UE-to-UE Relay.

The Link Modification Request includes a new command value “Add application”, UE’s User Info associated to the new Application, the new ProSe Service Info and may specify a “new IP address” indication. 

In the case where the added Application requires security protection, for PC5 signaling and/or user traffic, and the security protection on the existing PC5 unicast link is not enabled or is not meeting the new Application security policies, then the UE specifies the security policies on the Link Modification Request. 

The new application may be associated with different QoS parameters. In this case the QoS parameters are specified on the Link Modification Request message. 

The UE-to-UE Relay receives the Link Modification Request message and associates the UE’s new User Info and ProSe Service Info to the PC5 unicast link, and possibly new QoS parameters in addition to the existing User Info and/or Application ID already registered. If the “new IP address” indication is specified, a new IP address is assigned to the UE, in addition to the existing IP address associated to the PC5 unicast link, and correlated with the new registered User Info and ProSe Service Info.

The existing IP address associated to the PC5 unicast link is associated with the new User Info if the “new IP address” indication is not specified (or e.g. is set to FALSE).

2. 
If security policies are received, the UE-to-UE Relay saves them and compares them with the security that is already established on the PC5 unicast link. If the security requirements for new policies are not fulfilled, the UE-to-UE Relay triggers the security establishment procedure with the UE. 

3.
The UE-to-UE Relay sends a Link Modification Accept message to the UE containing the new IP address/prefix (if requested by the UE). The User Info and ProSe Service Info are included as well as the agreed QoS parameters for the modified link (if specified on the request) and the security info (if specified on the request).

6.X.2.2
End-to-end Authentication support

The UE is provisioned with the supported ProSe Service Info and related security policies. A new parameter is added, e.g. “end-to-end authentication”, to indicate if end-to-end authentication is required before being allowed to exchange traffic. The E2E authentication policy provisioned on the UE is associated to the ProSe Service Info.
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Figure 2: End-to-end Authentication with L3 UE-to-UE Relay 

1.
UE1 and UE2 establish a PC5 unicast link with a UE-to-UE Relay. During PC5 link establishment, UE1 and UE2 specify that E2E authentication is required prior to E2E communication, i.e. UE-to-UE Relay cannot share UE1’s and UE2’s IP address/prefix before E2E authentication is successfully run. UE-to-UE Relay saves this E2E authentication requirement as a policy associated to UE1 and UE2 User Info and ProSe Service info.

2.
UE1 sends a DNS Query to the UE-to-UE Relay including UE2 User Info, UE1 User Info and optionally, UE1 authentication information.
Editor’s Note: The authentication information is to be defined by SA3.
3.
The UE-to-UE Relay verifies the E2E authentication policy associated to UE1 and UE2 User Info. If E2E authentication is required for one of them, the Relay triggers E2E authentication. 

UE-to-UE Relay sends PC5 Authentication Request message to UE2 including UE1 authentication information, UE1 User Info, UE2 User Info and an indication that this is for E2E authentication. “E2E authentication” indication indicates to the UEs and UE-to-UE Relay that the authentication message applies for E2E communication and not to the PC5 unicast link onto which the authentication message is sent.

4.
UE2 validates UE1 authentication information and replies with PC5 Authentication Response message including UE2 authentication information, UE2 User Info, UE1 User Info and “E2E authentication” indication. 

5.
Relay sends PC5 Authentication Request message to UE1 including UE2 authentication information, UE1 User Info, UE2 User Info and “E2E authentication” indication.

6.
UE1 validates UE2 authentication information and replies with PC5 Authentication Response message including UE2 User Info, UE1 User Info and “E2E authentication” indication. 

7.
UE-to-UE Relay keeps track of successful authentication between UE1 User Info and UE2 User Info. UE-to-UE Relay replies to the DNS Query message by sending a DNS Response message including UE2’s IP address/prefix.

Editor’s Note: The authentication procedure needs to be coordinated with SA WG3.

6.X.2.3
Authorization for IP address sharing support

This procedure enables a source UE to indicate to the UE-to-UE Relay if its IP address may be shared with target UEs without seeking its authorization or if its authorization is required. It also enables the source UE to provide information to the UE-to-UE Relay to itself validate if the target UE is authorized to receive the source UE’s IP address.
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Figure 3: S-UE provides its authorization to the UE-to-UE Relay for IP address sharing

1.
S-UE specifies an indication (authorization needed) and may specify a token  during the PC5 Link Establishment procedure with the UE-to-UE Relay. UE-to-UE Relay keeps track of this indication and token (if received) with S-UE’s User Info, IP address and PC5 related information.
Editor’s Note: The definition and usage of the token needs to be coordinated with SA3. 
2.
UE-to-UE Relay receives a DNS Query message from T-UE specifying S-UE’s User Info and possibly a token. UE-to-UE Relay fetches S-UE’s info and if the authorization needed indication is set,  UE-to-UE Relay validates the token received from T-UE with S-UE’s saved token, if a token is received on DNS Query and if a token from S-UE is saved on the UE-to-UE Relay.

3.
If no token is received from T-UE and/or no token has been provided by S-UE during the link establishment procedure, UE-to-UE Relay sends a PC5 message (e.g. Link Authorization Request) with T-UE’s User Info, T-UE’s IP address, and the token (if received on the DNS Query) to S-UE, requesting authorization to share S-UE’s IP address with T-UE. 

4.
S-UE receives the Link Authorization Request message and replies with a Link Authorization Accept or Reject message, specifying T-UE’s User Info. S-UE may provide a token at this point for further DNS Query messages to be authorized directly at the UE-to-UE Relay using this token. S-UE’s decision may be based on policies, Application’s layer authorization, etc.

5.
UE-to-UE Relay sends a DNS response to T-UE with S-UE’s IP address (if token matches at the UE-to-UE Relay or if a Link Authorization Accept message is received from S-UE) or doesn’t reply to the DNS Query message (if no match with token or if a Link Authorization Reject message is received from S-UE). UE-to-UE Relay keeps track of the token, if provided by S-UE, and may send it to the T-UE with the DNS response. T-UE may use this token the next time it needs to send a DNS Query message to discover S-UE’s IP address.

Editor’s Note: The authorization for IP address sharing procedure needs to be coordinated with SA WG3.
6.X.3
Impacts on services, entities and interfaces

The solution has impacts in the following entities:

UE:

-
Needs to support procedures for communications via a ProSe 5G Layer-3 UE-to-UE Relay.

UE-to-UE Relay:

-
Needs to support procedures for ProSe 5G Layer-3 UE-to-UE Relay.

* * * End of Changes * * *
�i.e. sol #10 in TR 23.752 and Solution #B as proposed in S2-2002323
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