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[bookmark: _Hlk526665839]Abstract of the contribution: This paper proposes a solution for the key issue “How to enhance Data collection and Storage” for inclusion in TR 23.700-81.
Discussion
[bookmark: _Hlk93059962]The FS_eNA_Ph3 has a KI #4: “How to Enhance Data collection and Storage” as agreed in S2-2201861. As per the KI description, aspects to be studied include:
-	Interaction between multiple DCCFs and MFAFs (e.g. DCCF or MFAF relocation) if multiple DCCFs are deployed in one PLMN, to facilitate and improve data collection coordination.
-	Whether and what other enhancements are required for storage of data and/or analytics in ADRF, NWDAF and/or data source NF.
-	Whether and what other enhancements can be made to further reduce signalling and data traffic and the impact of obtaining data on data sources related to network analytics.

The following solutions are is proposed for TR 23.700-81 to address these this aspects of the KI
Proposal
It is proposed to add the following solution to TR 23.700-81.

*** Start of changes***
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Table 6.0-1: Mapping of Solutions to Key Issues
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*** Next change (all new text) ***
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TS 23.288 clause 6.2.6 specifies that data may be stored in an ADRF/NWDAF based on a request to the DCCF or NWDAF from an NWDAF or DCCF service consumer. The request may specify “ADRF Information” indicating whether the data are to be stored in an ADRF, and optionally an ADRF ID. Alternatively, data may be stored in the ADRF/NWDAF based on operator configuration. Once data or analytics is stored in the ADRF/NWDAF, it remains there permanently unless some action is taken to remove it when the data or analytics is no longer needed. Over time, this may result in the ADRF/NWDAF becoming a wasteland containing a huge volume of data or analytics that serves no purpose and is no longer needed. This solution proposes a way to manage stored data based on operator policy and instructions from consumers that request data storage.
[bookmark: _Hlk100154119]In scenarios where multiple DCCF and/or MFAF instances are deployed in the same  network, there are some cases that the serving DCCF and/or MFAF may need to be changed, such as when a UE moves (e.g., due to idle mode mobility or a handover), the data or analytics source may change (e.g.: a new NWDAF, a new AMF, a new SMF). The new data source may not be in the area served by the current DCCF and/or the current MFAF. This solution proposes a way to change the DCCF and/or MFAF upon data source or analytics source change so the serving areas of the DCCF/MFAF and data source remain aligned.




6.x.2	Functional Description

This solution enhances Consumer requests for data or analytics so they may optionally include storage handling information that indicates how the consumer would like stored data or analytics to be maintained in the ADRF/NWDAF. The storage handling information provided by a consumer is used according to a Storage Policy provisioned (e.g. by an operator) on the DCCF, MFAF, NWDAF or ADRF. Specifically:
· A Storage Policy is provisioned on the DCCF/MFAF/NWDAF/ADRF and specifies operator rules for storing data. This may include whether Storage Handling Information from a consumer is allowed, default rules that apply in the absence of a consumer request containing Storage Handling Information or when the Consumer information is disallowed, and allowed values or range for Storage Handing Information. For example, the Storage Policy may specify that the default duration for storing data gathered from AMFs is 4 months, Storage Handling Information from consumers is allowed and the allowed values for Storage Handing Information sent by a consumer is 1 month to 12 months.
· Storage Handling Information is sent by data or analytics consumers. It specifies storage instructions for data or analytics requested by a Consumer. This information is added to existing service operations used by consumers to request data and storage (Ndccf_DataManagement_Subscribe and Nnwdaf_DataManagement_Subscribe).
The Storage Policy and Storage Handling Information may indicate:
1. how long data/analytics are to be stored,
2. what subset of data/analytics are to be stored, 
3. what processing of data/analytics is to be performed,
4. a priority indication of the data so that more important data can be retained and less important data can be removed when necessary,
5. specification for sending (or not sending) an alert to the consumer when data removal is imminent. 
A consumer request containing Storage Handing Information is evaluated in the context of rules that apply for the requested data/analytics. Different Storage Policy rules may apply for different data/analytics (e.g. AMF data may be stored for a longer or shorter duration than SMF data).
One or both of a Storage Policy and Storage Handling Information may be available for a particular data/analytics, for a set of data/analytics or for all data/analytics to be stored. Storage Policy rules and Storage Handling Information are considered in determining the Storage Approach to be applied for requested data. A precedence may be specified as part of the Storage Policy to determine whether a Storage Policy rule supersedes a Storage Handling Request.    
· If only a Storage Policy is specified (e.g., by data source or operator), then a storage policy rule applicable to the data to be stored may be applied as the Storage Approach (e.g., store all AMF data for a maximum of 4 months).

· If only Storage Handling Information is specified (by a consumer), then the request is either accepted or rejected as the Storage Approach according to configuration (by operator or data source) for honoring consumer requests in the absence of a policy (e.g., consumer asks to store requested AMF data for 7 months, and request is accepted or rejected).

· If both a Storage Policy and a Storage Handling Information is specified, then the request is allowed within the scope of Storage Policy rules and precedence specified by the operator. For example, a Storage Policy rule is to store all AMF data for a maximum of 4 months but a consumer that sent a Storage Handling Request asks that the data be stored for 7 months. Data storage for 4 months or for 7 months is authorized and applied as the Storage Approach according to operator configuration of Storage Policy vs Storage Handling Request precedence.

In response to a consumer request containing Storage Handling Information, the ADRF/NWDAF/DCCF provides the result of the request indicating the Storage Approach.
To execute a Storage Approach:
· When a DCCF is used, the DCCF may keep track of the Storage Approach and the DCCF or MFAF executes tasks to update the NWDAF/ADRF storage accordingly. For example, after the 4 months for storing AMF data has elapsed, the DCCF sends an Nadrf_DataManagement_Delete to remove the data that is no longer needed.

· When a DCCF is not used, the ADRF or NWDAF keeps track of the Storage Approach and executes tasks to update the NWDAF/ADRF storage.

· When data is to be removed from the ADRF/NWDAF, the DCCF, ADRF or NWDAF may send a notification to the Consumer that the data is about to be deleted. The consumer may acknowledge the notification, or send a further request to extend the data storage period.

In addition, the NWDAF/ADRF/DCCF may provide the consumer with a “Storage Transaction Identifier so that the data can be easily fetched by the consumer. For example, if a consumer has asked to store AMF notifications for 5 months, the DCCF, ADRF, MFAF or NWDAF may provide a Storage Transaction Identifier that can be used by the consumer to retrieve the stored data. This saves the effort at the DCCF, ADRF or NWDAF to filter out data when a request is received per URI.
When the action to remove stored data is imminent, the DCCF/ADRF/NWDAF may send the consumer an alert to indicate the imminent action, as was specified by the applied Storage Approach.


The DCCF and MFAF relocation comprises the following steps:
· When a DCCF coordinates data or analytics collection for a UE or a group of UEs, the DCCF subscribes to event notifications for UE mobility to outside of the serving area of the DCCF (for example area of interest as specified in TS 23.502, clause 4.15.4.2). If an MFAF is used, the DCCF also subscribes to receive notifications of UE mobility to outside of the serving area of the selected MFAF.

· When a DCCF coordinating data or analytics collection receives a mobility event notification:
1. It determines if the UE is still within the current DCCF serving area. If not, it determines a new DCCF (e.g., by querying the NRF). It then interacts with the new DCCF to transfer the UE DCCF context for the UE.
2. If an MFAF is used, the DCCF determines if the UE is within the current MFAF serving area. If not, it determines a new MFAF (e.g., by querying the NRF). The DCCF then interacts with the new MFAF to initiate a UE MFAF context transfer from the old MFAF or to establish a new UE MFAF context.

· If there is a new MFAF or if there is a new DCCF and an MFAF is not used, the DCCF updates the Data Source with the new Notification Endpoint address. Subsequently, the data source sends notifications to the new DCCF or new MFAF. 

MFAF UE Context information transferred or setup in the new MFAF may include information from on-going processing, such as buffered notifications and processed data, and configuration information such as Formatting Instructions, Processing Instructions, Data Consumer or Analytics Consumer information and MFAF notification information as described in TS 23.288 clause 9.2.2.
DCCF UE Context information transferred to the new DCCF may include information from on-going processing, such as buffered notifications and processed data, and configuration information such as Service Operation, Analytics or Data Specification, Time Window, Formatting Instructions, Processing Instructions, Data Consumer or Analytics Consumer information and DCCF notification information as described in TS 23.288 clause 8.2.2.








· 
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6.x.32	Procedures

Editor's Note: To be provided

Upon change of a source DCCF and/or MFAF instance, it is required to inform the related consumer of the event and possibly to update subscriptions between the DCCF and the consumer. The subscriptions can be renewed between the target DCCF instance and the consumer.

Figure 6.x.2-1: DCCF and/or MFAF Context Transfer
Figure 6.x.2-1 illustrates the procedure for DCCF and/or MFAF Context Transfer.
1. AMF sends DCCF-1 a notification indicating that the UE is in a new area of interest.
2. DCCF-1 determines that the UE is no longer in the area served by the DCCF-1 or in the area served by the MFAF-1.
3. DCCF-1 may query the NRF to discover a DCCF and/or MFAF that can serve the UE in its new location. In the case of data subscriptions from multiple DCCFs, the DCCF-1 may preferably select a target DCCF that is already serving the consumer.
4. If DCCF-1 determined in step 2 that it is no longer in the serving area of the UE, it selects a new DCCF (DCCF-2) to serve the UE. If the DCCF determined in step 2 that MFAF-1 is no longer in the serving area of the UE, it selects a new MFAF (MFAF-2) to serve the UE.
5. If a new MFAF (MFAF-2) is selected, DCCF-1 sends a message to MFAF-2 requesting MFAF-2 to become the new MFAF and to retrieve the MFAF UE context from MFAF-1.
6. If MFAF-2 receives the message in step 5, it retrieves the UE context from MFAF-1. 
7. MFAF-1 forwards to MFAF-2, notifications related to the UE (where formatting and processing may be performed by MFAF-2).
8. MFAF-2 indicates to DCCF-1 that MFAF UE context transfer/setup is complete and provides MFAF-2 Notification Endpoint information to the DCCF-1.
9. If a new DCCF (DCCF-2) is selected in step 4, DCCF-1 sends a message to DCCF-2 requesting DCCF-2 to become the new DCCF. If DCCF-2 accepts the transfer request:
a. DCCF-2 retrieves the UE Context from DCCF-1.
b. If an MFAF is used, DCCF-1 indicates to DCCF-2 the MFAF (MFAF-1 or MFAF-2).
c. If an MFAF is not used, DCCF-2 provides DCCF-2 Notification Endpoint information in the response to DCCF-1.
d. DCCF-2 confirms the context transfer from the DCCF-1.
10. If a new DCCF (DCCF-2) is selected in step 4, DCCF-2 informs the MFAF (MFAF-1 or MFAF-2) that DCCF‑2 is now the DCCF for the UE.
11. DCCF-2 determines if the data source needs to be changed
12. If the Data source is unchanged, DCCF-1 updates the Data Source with MFAF-2 Notification Endpoint Information (if there is a new MFAF‑2), or DCCF-2 Notification Endpoint Information (if there is a new DCCF-2 and MFAF is not used) indicating that DCCF-2 is the new DCCF subscribing for data/analytics.
13. If the Data source is changed, DCCF-2 subscribes to the relevant data source(s), if it is not yet subscribed to the data source(s) for the data required for the data subscription:
a. If an MFAF is used, DCCF-2 indicates to Data source the MFAF (MFAF-1 or MFAF-2).
b. If an MFAF is not used, DCCF-2 provides DCCF-2 Notification Endpoint information to Data source.
c. 
14. DCCF-1 unsubscribes with the data source(s) that are no longer needed for the remaining data subscriptions.
Editor’s note: it is FFS whether and how to transfer the data subscription between DCCF and the data sources.
15. The consumer is informed by DCCF-1 that its subscription to DCCF-1 is now being handled by DCCF-2. In this message, the new Subscription Correlation ID, which was assigned by DCCF-2, is provided as the Subscription Correlation ID parameter and the old Subscription Correlation Id, which was allocated by DCCF-1, is provided as the Subscription Change Notification Correlation ID parameter.
Editor’s note: it is FFS how to do data collection transfer for the case of group UEs or any UE
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[bookmark: _Toc93073667][bookmark: _Toc43906778][bookmark: _Toc57530251][bookmark: _Toc54930320][bookmark: _Toc57236610][bookmark: _Toc44311904][bookmark: _Toc43906662][bookmark: _Toc57532452][bookmark: _Toc26431241][bookmark: _Toc26386435][bookmark: _Toc30694639][bookmark: _Toc57236447][bookmark: _Toc50536546][bookmark: _Toc54968125][bookmark: _Toc20203937]6.x.4	Impacts on services, entities and interfaces
-	NWDAF:
-	Include Storage Handling Information in service operations that request data.
-	Support Storage Policy and execution of Storage Approach.
-	DCCF/MFAF:
-	Include Storage Handling Information in service operations that request data.
-	Support Storage Policy and execution of Storage Approach.

-	ADRF:
-	Support Storage Policy and execution of Storage Approach.





*** Next change (all new text) ***
6.y	Solution #y: DCCF and MFAF Relocation
6.y.1	Introduction
When a UE moves (e.g., due to idle mode mobility or a handover), the data or analytics source may change (e.g.: a new NWDAF, a new AMF, a new SMF). The new data source may not be in the area served by the current DCCF and/or the current MFAF. This solution proposes a way to change the DCCF and/or MFAF upon data source or analytics source change so the serving areas of the DCCF/MFAF and data source remain aligned.
6.y.2	Functional Description
The solution comprises the following steps:
· When a DCCF coordinates data or analytics collection for a UE or a group of UEs, the DCCF subscribes to event notifications for UE mobility to outside of the serving area of the DCCF (for example area of interest as specified in TS 23.502, clause 4.15.4.2). If an MFAF is used, the DCCF also subscribes to receive notifications of UE mobility to outside of the serving area of the selected MFAF.

· When a DCCF coordinating data or analytics collection receives a mobility event notification:
3. [bookmark: _Hlk77156745]It determines if the UE is still within the current DCCF serving area. If not, it determines a new DCCF (e.g., by querying the NRF). It then interacts with the new DCCF to transfer the UE DCCF context for the UE.
4. If an MFAF is used, the DCCF determines if the UE is within the current MFAF serving area. If not, it determines a new MFAF (e.g., by querying the NRF). The DCCF then interacts with the new MFAF to initiate a UE MFAF context transfer from the old MFAF or to establish a new UE MFAF context.

· If there is a new MFAF or if there is a new DCCF and an MFAF is not used, the DCCF updates the Data Source with the new Notification Endpoint address. Subsequently, the data source sends notifications to the new DCCF or new MFAF. 

MFAF UE Context information transferred or setup in the new MFAF may include information from on-going processing, such as buffered notifications and processed data, and configuration information such as Formatting Instructions, Processing Instructions, Data Consumer or Analytics Consumer information and MFAF notification information as described in TS 23.288 clause 9.2.2.
DCCF UE Context information transferred to the new DCCF may include information from on-going processing, such as buffered notifications and processed data, and configuration information such as Service Operation, Analytics or Data Specification, Time Window, Formatting Instructions, Processing Instructions, Data Consumer or Analytics Consumer information and DCCF notification information as described in TS 23.288 clause 8.2.2.

6.y.3	Procedures

Figure 6.y.3-1: DCCF and/or MFAF Context Transfer
Figure 6.y.3-1 illustrates the procedure for DCCF and/or MFAF Context Transfer.
16. AMF sends DCCF-1 a notification indicating that the UE is in a new area of interest.
17. DCCF-1 determines that the UE is no longer in the area served by the DCCF-1 or in the area served by the MFAF-1.
18. DCCF-1 may query the NRF to discover a DCCF and/or MFAF that can serve the UE in its new location.
19. If DCCF-1 determined in step 2 that it is no longer in the serving area of the UE, it selects a new DCCF (DCCF-2) to serve the UE. If the DCCF determined in step 2 that MFAF-1 is no longer in the serving area of the UE, it selects a new MFAF (MFAF-2) to serve the UE.
20. If a new MFAF (MFAF-2) is selected, DCCF-1 sends a message to MFAF-2 requesting MFAF-2 to become the new MFAF and to retrieve the MFAF UE context from MFAF-1.
21. If MFAF-2 receives the message in step 5, it retrieves the UE context from MFAF-1. 
22. MFAF-1 forwards to MFAF-2, notifications related to the UE (where formatting and processing may be performed by MFAF-2).
23. MFAF-2 indicates to DCCF-1 that MFAF UE context transfer/setup is complete and provides MFAF-2 Notification Endpoint information to the DCCF-1.
24. If a new DCCF (DCCF-2) is selected in step 4, DCCF-1 sends a message to DCCF-2 requesting DCCF-2 to become the new DCCF. If DCCF-2 accepts the transfer request:
a. DCCF-2 retrieves the UE Context from DCCF-1.
b. If an MFAF is used, DCCF-1 indicates to DCCF-2 the MFAF (MFAF-1 or MFAF-2).
c. If an MFAF is not used, DCCF-2 provides DCCF-2 Notification Endpoint information in the response to DCCF-1.
25. If a new DCCF (DCCF-2) is selected in step 4, DCCF-2 informs the MFAF (MFAF-1 or MFAF-2) that DCCF‑2 is now the DCCF for the UE.
26. DCCF-1 updates the Data Source with MFAF-2 Notification Endpoint Information (if there is a new MFAF‑2), or DCCF-2 Notification Endpoint Information (if there is a new DCCF-2 and MFAF is not used) indicating that DCCF-2 is the new DCCF subscribing for data/analytics.
27. The consumer is informed by DCCF-1 that its subscription to DCCF-1 is now being handled by DCCF-2.
6.y.4	Impacts on services, entities and interfaces
-	DCCF/MFAF:
-	New services and service operations for UE Context Transfer.
*** Next change (all new text) ***
6.z	Solution #z: Managing Impact of Muting on NF Producer
6.z.1	Introduction
TS 23.288 clause 6.2.7 specifies a muting mechanism whereby a data source (e.g., AMF, SMF) stores events until the event consumer requests the data using an “activate notification” flag. Variability in the number of event notifications generated per subscription, number of subscriptions requesting muting and the duration of muting among other factors can use up the limited capacity of data sources to buffer notifications. The only control currently provided to manage storage space for buffered event notifications is that the number of stored events may be limited based on NF configuration. When this number is reached, the NF continues to store new events and deletes the oldest events (see TS 23.288 clause 6.2.7.2), which means the old events are lost from the perspective of the Event Consumer NF. This solution proposes enhanced mechanisms to manage the storing of notifications by data sources and provide additional recourse to a data source that is approaching its capacity limit. 
6.z.2	Functional Description
In this solution, when an Event Consumer NF (e.g., NWDAF, DCCF) requests notification muting from an Event Producer NF as described in TS 23.288 clause 6.2.7.2, the Event Consumer can in addition specify an instruction that indicates to the Event Producer NF the desired behavior when an exception occurs at the Event Producer NF (e.g. full buffer). The instruction contains information about:
-	Action on buffered notifications (e.g. 'Send All', 'Discard All', 'Drop Old').
-	Action on subscription (e.g. 'close', 'continue with muting', 'continue without muting').

According to TS 23.288 clause 6.2.7.2, the only option available is “drop old” and “continue with muting”, in which case the dropped notifications are lost to the Event Consumer NF.
The Event Producer NF evaluates the request from the Event Consumer NF and responds to the Event Consumer NF. For example, depending on what the Event Consumer NF supports, the Event Producer NF may accept or reject (with reason code) the request. 
The response from the Event Producer NF may also indicate:
· The maximum number of notifications that the Event Producer NF will store. 
· An estimate of the duration for which notifications can be buffered (e.g., it can provide buffering for example for up to 2 days).
The above may be based on configuration or an evaluation by the Event Producer NF of its available storage resources.
The above can be performed on a per subscription basis or for a group of subscriptions (all or subset of subscriptions created by an Event Consumer NF at the Event Producer NF).
6.z.3	Procedures


Figure 6.z.3-1: Modified Procedure for muting event notification
Figure 6.z.3-1 summarizes the procedure for muting event notification specified in TS 23.288 clause 6.2.7.2-1.
6. The Event Consumer NF sends a EventExposure_Subscription_Request service operation to the Event Producer NF indicating requested exception instructions.
7. The Event Producer NF applies local polices to the requested exception instructions and evaluates the resources available for buffering of notifications.
8. The Event Producer NF sends a subscription response to the Event Consumer NF indicating the result of the Exception Request. The Event Producer NF accepts the instructions, or rejects the instructions indicating a reason (e.g. request for “continue with muting” is not allowed). The Event Producer NF may also provide the Event Consumer NF with an estimate of the number of notifications it can buffer and the duration for which notifications can be buffered.
9. An exception occurs (e.g. Producer NF no longer has storage space available for buffering of Notifications, or otherwise determines it is approaching a resource limitation).
10. Event Producer NF executes exception instructions and notifies the Event Consumer NF.
6.z.4	Impacts on services, entities and interfaces
-	Event Consumer NFs (DCCF, NWDAF)
-	Support sending exception instructions.
-	Event Producer NFs (AMF, SMF, etc.)
-	Support reception and processing of exception instructions.


*** End of changes ***
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