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Abstract of the contribution: Proposes a solution for Key Issue #2: 5GC awareness of URSP enforcement
1
Background
This contribution proposes a solution to Key Issue #2: 5GC awareness of URSP enforcement.
* * * * Start of Change - all new text * * * *
6.X
Solution #X: UE URSP enforcement validation by the network

6.X.1
Description
Editor's note:
This clause will describe the solution principles and architecture assumptions for corresponding 
This solution addresses the bellow requirements from Key Issue #2: 5GC awareness of URSP enforcement.

-
Whether and how the 5GC can be made aware whether or when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC.

-
Whether there are any actions the 5GS can take after 5GC is aware whether the UE enforces a URSP rule for specific application traffic or not. If any, what action 5GC should take?

The solution allows for UE enforcement to follow correctly the URSP rules for traffic matching. It introduces Application identity parameter provisioned to the PCF by the UE during PDU Session Establishment procedure. The PCF performs URSP validity check in order to validate whether the UE correctly enforces the traffic matching rules in the URSP for the Application requiring the service. If the PCF finds out that the URSP rules are not correctly followed by the UE, the PDU Session is rejected with a new cause to indicate that the URSP rules in general or a specific URSP rules are not followed. Also, the PCF may optionally trigger UE Policy Update procedure to refresh the URSP rules in the UE with the latest version of the URSP rules.
6.X.2
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.
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Figure 6.X.2: UE’s URSP enforcement validation by the network
1. An Application in the UE requires service. The UE initiates PDU Session Establishment Request message in which the UE includes the UE_ID, the PDU_Session_ID, the S-NSSAI and the DNN. The UE selects the S-NSSAI and the DNN based on the URSP rules applicable for the Application requiring service. The UE also includes the App_ID of the Application in the PDU Session Establishment Request message.
Editor’s Note: It is FFS to clarify the Application Identity and any user privacy issues related to its provision to the network
.
2.  SMF selection by the AMF.

3. The AMF invokes either Nsmf_PDUSession_CreateSMContext_Request message to the SMF if there is no association with it or Nsmf_PDUSession_UpdateSMContext_Request message if the AMF is already associated with a SMF. Along with the UE_ID, the S-NSSAI, the DNN and the User location parameters, the AMF also forwards to the SMF the App_ID received by the UE. 
4.  Continue with PDU Session Establishment procedure as per TS23.502, clause 4.3.2.2.1, steps 4 to 7a.

5. The SMF initiates the SM Policy Association Establishment procedure and the SMF sends the Npcf_SMPpolicy_Control_Create message to the PCF in which the SMF includes the UE_ID, the S-NSSAI, the DNN, the User location and the App_ID parameters.
6.  The PCF performs URSP validity check for the UE. The PCF retrieves the stored latest version of the URSP rules for the UE and the PCF verifies whether the UE is folowing correctly the S-NSSAI selection rules, the DNN selector rules, the Time window criteria and the Location criteria. 

7.  If the result from the URSP validity check by the PCF is that one or more of the traffic matching rules in the latest version of the URSP are not correctly followed by the UE, the PCF returns Failure parameter in the Npcf_SMPpolicy_Control_Create response to the SMF. The PCF may also include the cause for the failure, e.g. URSP rules not followed or a more specific reject cause identifying the specific URSP rule that is not followed by the UE.
8.  The SMF forwards the reject cause to the AMF in the Nsmf_PDUSession_CreateSMContext_Response message.

9.  The AMF rejects the PDU Session Establishment Request from the UE and the AMF includes a rejection cause URSP rules not followed or a more specific reject cause pointing to which URSP rules are not followed (e.g. S-NSSAI selection rules not followed or DNN selection rules not followed or Time windows criteria not followed or Location criteria not followed).

10. If at step 6 the URSP validity check by the PCF fails, the PCF may assume the UE may not have the latest URSP rules so, the PCF may trigger UE Policy update procedure as per TS23.502, clause 4.2.4.3 to refresh the UE with the latest URSP rules.

11. UE Policy update as per TS23.502, clause 4.2.4.3
Editor’s Note: It is FFS how the solution works when Application Descriptor is not provided in the TD of the URSP rule, instead other TD parameter like DNN, Connection Capabilities are included in the TD of the URSP rule.
6.X.3
Impacts on services, entities and interfaces
Editor's note: This clause captures impacts on existing 3GPP nodes and functional elements.

UE, AMF, SMF – new App_ID parameter and a new PDU Session Establishment reject cause.
PCF – new App_ID parameter and URSP validity check functionality. 

* * * * End of Change * * * *
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6. UE URSP rules validity check fails
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