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Proposal
[bookmark: _Hlk513714389]It is proposed to add the following solution into TR 23.700-53, associated with KI#2.

Start of Changes
[bookmark: _Toc97155747]6.X	Solution #X: Support differentiated QoS for AUN3 devices
[bookmark: _Toc500949099][bookmark: _Toc22214909][bookmark: _Toc23254042][bookmark: _Toc97155748]6.X.1	Description
[bookmark: _Toc500949101][bookmark: _Toc22214910]This clause specifies a solution for KI#1. It specifies how to support traffic identification and differentiated QoS for Authenticable Non-3GPP (AUN3) devices connected behind a 5G-RG. As defined in clause 3.1, an AUN3 device is a Non-3GPP device which does not support NAS over non-3GPP access but it can be authenticated by 5GC (so, it possesses 5G credentials).
In short, the solution supports the following capabilities:
a)	It enables an AUN3 device to connect to a 5G-RG after being authenticated and authorized by the HPLMN of this device. The authentication procedure does not require 5GS registration because it is based on the NSWO authentication procedure specified in TS 33.501, Annex S.
b)	It enables the AUN3 device to exchange data packets via the PDU Session of 5G-RG, each one marked with a unique Traffic Identifier (thus, it enables per-device traffic identification and charging); and
c)	It enables the AUN3 device to exchange data packets via the PDU Session of 5G-RG, all of them using a specific QoS flow (thus, it enables per-device QoS handling).
[bookmark: _Toc23254043][bookmark: _Toc97155749]6.X.2	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc22214911]The main steps of the solution are illustrated in the following figure and are described below. It is assumed that the SMF supports an SWa interface and can interact with a Non-Seamless WLAN Offload Function (NSWOF) defined in TS 23.501 [2].

[image: ]
Figure 6.X.2-1
0.	The 5G-RG registers with a 5G core network (PLMN (5G-RG)) using its own 5G credentials and establishes a PDU Session, which can be used by devices operating "behind" the 5G-RG, such as, the AUN3 device. This PDU Session typically supports one or more QoS flows, each one providing different QoS handling.
The PDU Session of the 5G-RG must be controlled by an SMF that supports the SWa interface and, therefore, it can communicate with one or more NSWOFs. If not all SMFs in the PLMN (5G-RG) support this capability, then, during this PDU Session establishment, the AMF must select an SMF that supports this capability (i.e., the SWa interface). The AMF may decide to select an SMF that supports the SWa interface, either because:
a)	It receives a new indication from the 5G-RG, e.g., a new indication in the NAS message sent from the 5G-RG to AMF; or
b)	It receives a new indication in the subscription information of 5G-RG (retrieved from UDM), which indicates that all PDU Sessions of this 5G-RG must use an SMF that support the SWa interface.
The alternative a) is preferable because it allows the 5G-RG to send the new indication to AMF only for the PDU Sessions which can be shared by devices "behind" the 5G-RG.
1.	The AUN3 device requests to connect to 5G-RG, e.g., it performs a WLAN association with the 5G-RG. This triggers the 5G-RG to initiate an EAP-based authentication procedure, hence, it sends an EAP-Request/Identity to AUN3, which responds with an EAP-Response/Identity containing its Subscriber Concealed Identity (SUCI) in a form of a Network Access Identifier (NAI). The realm part of NAI contains the MCC/MNC of the HPLMN of the AUN3 device.
2.	The 5G-RG requests from SMF to authenticate the AUN3 device and to determine whether the AUN3 device is authorized to connect to the 5G-RG and share its PDU Session. For this purpose, the 5G-RG sends a new 5GSM message to SMF, called PDU Session Third-Party Authentication Request message. The "Third-Party" signifies that the authentication request is not for the 5G-RG but for another device operating behind the 5G-RG. The PDU Session Third-Party Authentication Request message includes the EAP-Response/Identity received by the AUN3 device.
Editor’s note: The solution assumes that the SMF supports an SWa interface and interacts with NSWOF. However, it is possible that the SWa interface is supported by the 5G-RG and the 5G-RG interacts directly with NSWOF. In this case, the SMF is not involved in the authentication procedure of AUN3 device and the new 5GSM messages are not needed. The details of this case are FFS. 
3-6. A NSWO mutual authentication procedure takes places between the AUN3 device and AUSF, using EAP-AKA' authentication. These steps are the same as those specified in TS 33.501, Annex S, with the following differences:
a)	In step 4a, the UDM provides not only the Subscriber Permanent Identity (SUPI) of the AUN3 device, but also "QoS Info" for the data traffic of the AUN3 device. This "QoS Info" is part of the subscription data of the AUN3 device and identifies the QoS that should be applied to handle the data traffic of the AUN3 device when carried over the PDU Session of the 5G-RG. All traffic associated with the same AUN3 device has the same QoS treatment.
For example, the "QoS Info" may contain QoS parameters such as a 5QI value and/or a packet delay budget and/or a packet error rate. The "QoS Info" is later used by SMF to determine the QoS flow on which the data traffic of AUN3 device should be sent over the PDU Session of the 5G-RG.
	The UDM decides to provide the QoS Info based on the information received in step 3c, for example, based on the value of the Access Network Identity, or another parameter. For example, if the Access Network Identity is different from "5G:NSWO" (which is specified in TS 33.501, Annex S, for NSWO), then the UDM may decide to provide the QoS Info.
[bookmark: _Hlk100316234]Editor’s note: Instead of sending the QoS Info in step 4a, the SMF (after step 6b) may request from UDM subscription data for the AUN3, including the QoS Info. Whether this alternative is better is FFS.
b)	In step 6a, if the authentication procedure is successful, the AUSF provides the QoS Info received from UDM and also the SUPI of the AUN3 device. 
c)	In step 6b, the SUPI and the QoS Info are forwarded to SMF. This way the SMF receives both the permanent subscriber identity of the AUN3, which can be used for charging, and information indicating the QoS that should be used to handle the data traffic of the AUN3 device. 
d)	In step 6c, the SMF responds to 5G-RG with a PDU Session Third-Party Authentication Result message. If the authentication procedure is successful, this message contains, not only the EAP-Success packet and the Master Session Key (MSK), but also the following parameters:
-	A Traffic Identifier, which will be carried in all GTP-U or GRE datagrams exchanged between the 5G-RG and UPF that encapsulate data packets to/from the AUN3 device. Via this identifier, the UPF can identify the traffic of each AUN3 devices behind the 5G-RG. 
[bookmark: _Hlk100324396]Editor’s note: The 5G-RG encapsulates all traffic of the AUN3 device into either GTP-U or GRE packets, which carry the Traffic Identifier in their headers. It is FFS whether GTP-U or GRE is used. It is also FFs whether the Traffic Identifier needs to be sent over the user plane.
-	The QoS flow on which the data traffic of AUN3 device should be sent when carried over the PDU Session of the 5G-RG.
8.	After the EAP-Success message is sent, the AUN3 device and the 5G-RG establish a security context to secure the air-interface traffic. In case of WLAN access, this is typically accomplished by applying the 4-way handshake procedure specified in IEEE 802.11. In addition, the AUN3 device obtains IP configuration data, including an IPv4/IPv6 address/prefix. 
9.	The SMF sends to UPF the SUPI of the AUN3 device and the associated Traffic Identifier, so that the UPF can identify and, possibly, charge the data traffic of the AUN3 device.
Editor’s note: The details of how and if the Traffic Identifier can be used for charging the data traffic of the AUN3 device are FFS.
10.	If the QoS flow provided by SMF in step 6c does not exist in the PDU Session of the 5G-RG, the 5G-RG initiates a PDU Session Modification procedure to establish a new QoS flow.
12.	The 5G-RG sends the data traffic received from the AUN3 device to the QoS flow corresponding to this AUN3 device. Similarly, the UPF sends the data traffic received from the data network and is destined to the AUN3 device to the QoS flow corresponding to this AUN3 device. Between the 5G-RG and the UPF, the data traffic of the AUN3 device is encapsulated within GTP-U or GRE datagrams, each one containing the Traffic Identifier that corresponds to this AUN3 device (the one provided by SMF in step 6c).

[bookmark: _Toc23254044][bookmark: _Toc97155750]6.X.3	Impacts on Existing Nodes and Functionality
HPLMN (AUN3 device):
Shall be able to support NSWO authentication (as defined in TS 33.501, Annex S) and shall be able to provide QoS Info for the AUN3 device. The QoS Info could be part of the subscription data of the AUN3 device.
AMF:
Shall be able to select an SMF that supports the SWa interface.
[bookmark: _Hlk100324757]Editor’s note: It is FFS how determines to select an SMF that supports the SWa interface .
NRF:	manage a new SMF registration and discovery capability related with Swa support

SMF:
Shall be able to support the SWa interface and to initiate an NSWO authentication procedure with the HPLMN of the AUN3 device. It shall also be able to create a Traffic Identifier for the AUN3 device and to determine the QoS flow that should be used for the AUN3 device. In addition, it shall support the new 5GSM messages "PDU Session Third-Party Authentication Request/Response".
5G-RG:
Shall encapsulate the data traffic of the AUN3 device within GTP-U or GRE datagrams, each one containing the Traffic Identifier that corresponds to this AUN3 device. In addition, it shall support the new 5GSM messages "PDU Session Third-Party Authentication Request/Response".
UPF:
Shall encapsulate the data traffic of the AUN3 device within GTP-U or GRE datagrams, each one containing the Traffic Identifier that corresponds to this AUN3 device.
[bookmark: _Hlk100324647]Editor’s note: It is FFS whether the Traffic Identifier needs to be sent over the user plane.

NAS protocol:
New 5GSM messages are introduced: "PDU Session Third-Party Authentication Request/Response".
UDM:
If the UDM provides the QoS Info in step 4a (see relevant Editor’s note in clause 6.X.2), the UDM shall provide the QoS Info when specific information is received from AUSF, e.g., based on the value of the received Access Network Identity.
PCF:
Editor’s note: The impact on PCF is FFS.
End of Changes
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