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1. Introduction
In 3GPP TSG-WG SA2 Meeting #149E e-meeting, the following Key Issue are approved
The Key Issue is to study the architecture impact of third party specific user identities accessing IMS network, including: 
-	Study and if needed, define a mechanism how the serving IMS network can authorize a third party, and how the authorized third parties can verify whether a third party user is allowed to use third party specific identities to initiate a call.
-	Study and if needed, define a mechanism how the terminating IMS network can support the called party to verify third party specific identities during a call. 
[bookmark: _Hlk96445470]-	Study whether and how IMS procedures need to be enhanced to support authentication, authorization and verification to use third party specific identities, which should be performed by the IMS network and third party. This includes studying potential impacts to the call-back procedure, and potential impacts on STIR/SHAKEN procedures defined in TS 24.229[8]. 
-	Study and if needed, identify required enhancements to an IMS subscription to support trusted third parties.
NOTE: Security related aspects should be studied by SA WG3.
This paper proposes solutions according to the Key Issues approved.
2. Discussion
1. 	Discussion on the data decoupling requirement of the enterprise
-	Employees leave and join the enterprise, or change positions. If the employee data (e.g. identity, position) is statically stored in the carrier network subscription data, then the subscription data needs to be changed frequently, which generates a data coupling problem. Since enterprise decides when and how the employee data should be updated, the employee data should be stored in the enterprise server, and IMS will update the data whenever is needed. 
2.	Discussion on third party (e.g. enterprise) IT infrastructure
-	The authentication and authorization of a third party subscriber (e.g. employee) normally requires the enterprise has an authentication server, which will store employee ID and authentication information etc. The third party auth. server is not in the scope of 3GPP, this solution only consider the connection interface and procedures between IMS and third party auth. server.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-87.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc22214898][bookmark: _Toc23254031][bookmark: _Toc97293646][bookmark: _Toc500949097][bookmark: _Toc22214908][bookmark: _Toc23254041][bookmark: _Toc96971241]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS)".
[6]	3GPP TS 26.114: "Media handling and interaction".
[7]	3GPP TS 22.261: "Service requirements for the 5G system".
[8]	3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
[x1]	IETF RFC 6749: "The OAuth 2,0 Authorization Framework".
[x2]	3GPP TS 24.183: "IP Multimedia Subsystem (IMS) Customized Ring Signal (CRS)".

* * * * Second change * * * *
6.X	Solution #X: third party specific user identities
[bookmark: _Toc500949099][bookmark: _Toc22214909][bookmark: _Toc23254042][bookmark: _Toc96971242]6.X.1	Description
This solution proposes an architecture using the third party ID and credential to access IMS network. 
This solution proposes to solve the data coupling issue between third party subscribers and network operators using procedures similar to OAuth 2.0 framework. The OAuth 2.0 is described in IETF RFC 6749[x1].
This solution covers two ways of enterprises accessing IMS network: SIP trunk and single registration. 

[bookmark: _Toc500949101]6.x.1.1	Assumptions
This solution has following assumptions:
-	The third party (e.g. enterprises) subscribes with the network operator, and the third party subscribers (e.g. employees) use third party ID (enterprise employee ID) to access operators’ network.
-	The third party authentication server belongs to the third party IT domain. The third party subscribers (e.g. employees) need to be authenticated and authorized by third party (e.g. their enterprise) before accessing operator network. Network operators’ IMS needs to connect to the third party authentication server.
-	This solution assumes the SIP client of single registration is a SIP calling App installed on UE, or a wired SIP phone configured by the third party (enterprise) or the third party subscriber.
-	The third party ID and credential (e.g. token) will be generated by the third party. 

6.x.1.2	Definitions
third party: An enterprise. The third party is authorized to access IMS network after subscribing with the operator. Under the OAuth 2.0 framework, the third party is the resource owner. 
third party auth. server: an authentication server used by the third party to authenticate and authorize the third party subscriber, allocate tokens to the authenticated third party subscriber and accept Token verification request from other servers. Under the OAuth 2.0 framework, the third party auth. server is the authorization server. 
third party subscriber: a user of third party, e.g. an employee. The authentication and authorization will jointly be performed by IMS and third party auth. server. Under the OAuth 2.0 framework, the third party subscriber is the client. 
third party ID (3PID): the identity of third party subscriber accessing to IMS network. Used for authentication and authorization, combined with credential.
enterprise Data Server (EDS): a network element in IMS that connects to third party auth. server. EDS performs authentication and authorization of third party subscriber with third party auth. server. Under the OAuth 2.0 framework, EDS and IMS is the resource server. 
NOTE: Appropriate terminology regarding Credential Provider can be decided in normative phase.
6.x.1.3	Architecture
Figure 6.x.1.3-1 depicts the architecture for the third party ID access solution. The third party subscribers use the third party ID and credential to access IMS network. IMS network and the third party auth. server jointly perform authentication and authorization, which achieves calls, user identity information retrievals, name card securely transmissions and demonstrations. 



[bookmark: _Toc22214910]Figure 6.x.1.3-1: Architecture for third party id Access solution
NOTE: Security related aspects should be studied by SA WG3.
Considering the network position of the Enterprise Data Server, the EDS needs to frequently communicate with external servers and perform joint authentication. Therefore, the EDS cannot be combined with other functions that are at the core of the network. Enterprise Data Server in Carrier IMS Domain has following service logic:
-	Accept provision instruction and store third party subscription data (e.g. enterprise name, enterprise domain name, call out E.164 number list for its employee) in its database
-	Interwork with third party Auth. Server with Mutual TLS authentication and authenticate third party
-	Jointly authenticate and authorize third party subscriber with the third party Auth. Server and EDS stores/caches the third party subscriber data (e.g. enterprise identity information and authorized call out E.164 number) from the third party Auth. Server.
-	Interwork with I/S-CSCF and provide function for third party authenticate procedures, third party subscribers authenticate procedures, location management procedures, user data handling procedures, IMS Restoration procedures, the first two are new procedures defined for the solution, other procedures are same with procedures defined in Cx / N70.
-	Interwork with MMTel AS and provide function for third party ID presentation procedures, Data handling procedures, Subscription/notification procedures, the first is new procedure defined for the solution, other procedures are same with procedures defined in Sh / N71.
-	Interwork with IBCF and provide function for query provisioned information procedures, this procedure is new defined procedure for this solution.
The following reference points are defined for the third party id access architecture. It is suggested that SBI is applied to these reference points, and use HTTP/2 protocol. .
-	IF1:	Reference point between the EDS and the I/S-CSCF.
-	IF2:	Reference point between the EDS and the MMTel AS.
-	IF3:	Reference point between the EDS and the IBCF.
-	IF4:	Reference point between the EDS and the third party Auth. Server.
6.x.1.4	Subscription model and data processing principle
Traditionally, the subscription is associated to a single user. To satisfy the data decoupling requirement of enterprise, IMS needs to support the subscription of an enterprise, instead of its each employee. Under this subscription, the third party subscriber (e.g. an employee) could use the IMS resource to initiate a call after authenticated by the third party auth. server and IMS, and the third party is charged for the call. Key data of the subscription includes third party domain name, the CA for the third party certificate, third party name, and E.164 number segment or list allocated to the given third party for call routing etc. The network operator could decide which data is needed based on their own design.
[bookmark: _Toc23254043][bookmark: _Toc96971243]6.X.2	Procedures
6.X.2.1	third party ID Access via SIP Trunk


Figure 6.x.2.1-1: third party ID Access via SIP Trunk
1.	The BSS provisions the third party subscription data to the EDS according to the description in 6.x.1.4. 
2.	The third party PBX establishes TLS connection with the IBCF. The PBX needs to store the IBCF domain name and the CA of the IBCF certificate for the TLS handshake. 
3.	The IBCF sends domain name and provisioned info to the EDS to verify if the third party PBX is a trusted one. 
4.	After verifying provisioned info, EDS sends response indicating the request has succeeded. 
5.	The TLS connection is established. 
6.	The third party subscriber sends a SIP INVITE through TLS connection, containing the third party ID and token. The third party subscriber gets the token when login into the third party auth. server.
7.	The IBCF forwards the SIP request to the S-CSCF.
8.	The S-CSCF finds the corresponding EDS based on the domain info in the third party ID, and send the third party ID and the token to the EDS for authentication.
9.	The EDS forwards the third party ID and the token to the corresponding third party auth. server for authentication. The TLS link between EDS and third party Auth. Server is established in previous stage with mutual TLS authentication.
10.	The third party auth. server verifies whether the Token is a valid one. If so, the third party auth. server sends success response with the relevant third party subscriber data (e.g. E.164 number, name, department etc.) corresponding to the provisioned third party ID to the EDS. The EDS caches the data.
11.	The EDS informs the S-CSCF the authentication is succeeded. The S-CSCF downloads temporarily generated user data from the EDS.
NOTE: Security related aspects should be studied by SA WG3.
12.	The S-CSCF forwards the messages to the AS.
13.The MMTel AS requests user data from the EDS.
14.	The EDS responses, returning data of the third party subscriber.
15.	The MMTel AS requests the MRF to process name card media.
16.	The MMTel AS responses, and perform asynchronous processing.
17.	The MMTel changes the value of From and P-Asserted-Identity headers to E.164 number that allocated to the given third party, then forwards the INVITE to the S-CSCF. 
18.	The S-CSCF forwards the messages to the terminating IMS network.
19.	The MRF shows the rich name card (e.g. through the CRS service defined in TS 24.183[x2]) during ringing.
Editor’s note: the structure of the name card is FFS.
20.	The called party responds 18x and 200 to the S-CSCF.
21.	The S-CSCF forwards 18x and 200 messages to the calling UE.   
22.	The MRF stops playing rich name card in media plane, and redirects the call to calling party.
23.	Call established.
24.	Call ended.
25.	Billing and record for later audit use.
6.X.2.2	third party ID Access via Single SIP Registration


Figure 6.x.2.2-1: third party ID Access via Single SIP Registration
1.	The BSS sends third party provision to EDS according to the description in 6.x.1.4. 
2.	The third party subscriber sends authentication requests to third party auth. server.
3.	The third party auth. server returns Token after authenticating the third party subscriber.
4.	The third party subscriber sends SIP REGISTER to the P-CSCF with a third party ID and Token. 
5.	The P-CSCF forwards the message to the S-CSCF. 
6.	The S-CSCF finds the corresponding EDS based on the domain info in third party ID, and send third party ID and Token to the EDS for authentication.
7.	The EDS forwards third party ID and Token to corresponding third party auth. server for authentication. The TLS link between EDS and third party Auth. Server is established in previous stage with mutual TLS authentication.
8.	The third party auth. server verifies whether the token is a valid one. If so, third party auth. server sends success responses and relevant third party subscriber data corresponding to provisioned third party ID to the EDS. The EDS caches the data.
9.	The EDS informs S-CSCF the authentication is succeeded. The S-CSCF downloads temporarily generated user data from the EDS.
10.	The S-CSCF sends 200 response.
11. The P-CSCF forwards 200 response.
12.	The S-CSCF sends registration request to the MMTel AS. The MMTel AS downloads temporarily generated user data from the EDS.
13.	The third party subscriber sends a SIP INVITE.
14.	The P-CSCF forwards the message to the S-CSCF.
15.	The S-CSCF forwards the messages to the AS.
16-26.	These steps are same as steps 15-25 described in clause 6.x.2.1.
NOTE: Security related aspects (e.g. steps 2-11) should be studied by SA WG3.
6.X.2.3	SIP Trunk third party User as the called party

 
Figure 6.x.2.3-1: SIP Trunk third party User as the called party
1.	The S-CSCF receives INVITE request from originating side, which the E.164 number is assigned to a third party.
2.	The S-CSCF finds the corresponding EDS based on the domain information in the Request URI, and gets the number relative data from the EDS.
3.	The EDS returns user data information, including third party PBX’s IBCF domain name and third party domain name.
4.	The S-CSCF forwards the message to the MMTel AS.
5.	The MMTel AS requires the relevant service data from the EDS.
6.	The EDS returns the data.
7.	The MMTel AS forwards the message to the S-CSCF after MMTel service handling.
8.	The S-CSCF changes the Route header to third party domain name, and forwards the message to the IBCF.
9.	The IBCF gets the third party PBX address from the DNS server, and forwards the message through the established TLS connection. If the TLS connection has not established, the IBCF will start the handshake.
10.	The third party PBX responds 18x and 200.
11.	The IBCF forwards 18x and 200 responses.
12.	Call established.
13.	Call ends.
14.	Billing and record for later audit use.
6.X.2.4	Single SIP Registration third party User as the called party


Figure 6.x.2.4-1: single SIP Registration third party User as the called party
1.	The S-CSCF receives INVITE request from originating side, which the E.164 number is assigned to a third party.
2.	The S-CSCF finds the corresponding third party ID of the E.164 number from implicit registration set, and forwards the message to the MMTel AS.
3.	The MMTel AS finds the corresponding third party ID of the E.164 number from implicit registration set, and forwards the message to the S-CSCF after MMTel service handling. 
4.	The S-CSCF forwards the message to the P-CSCF.
5.	The P-CSCF forwards the message to the third party calling APP.
6.	The third party calling APP responds 18x and 200.
7.	The P-CSCF forwards 18x and 200 messages.
8.	Call established.
9.	Call ends.
10.	Billing and record for later audit use.
6.X.2.5	Terminating IMS network verifying third party specific identities and name card
This clause aims to give solution to the KI “how the terminating IMS network can support the called party to verify third party specific identities during a call.” and “potential impacts on STIR/SHAKEN procedures defined in TS 24.229[8]”. 


Figure 6.x.2.4-1: terminating IMS network verifying third party specific identities and name card
1.	The third party subscriber initiates a call.
2.	The originating MMTel AS gets a private key, generates the JWT and signature, and put them in SIP Identity header.
3.	The originating MMTel AS indicates in the INVITE message that the caller side support media SHAKEN by carrying “Supported: early-media-verification-with-shaken”.
4.	The originating IBCF forwards the message to the terminating IBCF.
5.	The terminating IBCF forwards the message to the terminating MMTel AS.
6.	The terminating MMTel AS verifies the signature in Identity header with the public key.
7.	The terminating MMTel AS generates shared key and shared salt, encrypts them with the public key.
8.	The terminating MMTel AS forwards the call to the terminating UE, and uses verstat parameter in the From and PAI URI header to indicate caller’s level.
9.	The terminating UE responds 18x.
10.	The terminating MMTel AS forwards the 18x to the originating MMTel AS, carrying the Require and P-Media-Verification header.
11.	The originating MMTel AS decrypts the shared key and shared salt with the private key.
12.	The terminating MMTel AS forwards the shared key and shared salt to the terminating media checkpoint, and inform the terminating media checkpoint to initiate media check.
13. The terminating media checkpoint responds.
14. The originating MMTel AS forwards the shared key and shared salt to the MRF, and request the MRF to initiate media integrity protection tag in SRTP tag.
15. The MRF responds.
16.	The originating MMTel AS informs the MRF to start playing name card.
17.	The MRF start sending the SRTP with integrity protection. 
18.	The terminating media checkpoint checks the integrity of the media.
19.	The terminating media checkpoint sends the result to the terminating MMTel AS.
20.	The terminating MMTel AS sends the results to the terminating UE.
NOTE: Security related aspects should be studied by SA WG3.
NOTE: Which network element will take the role of terminating media check point is FFS.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc22214911][bookmark: _Toc23254044][bookmark: _Toc96971244]6.X.3	Impacts on Existing Nodes and Functionality
I/S-CSCF impact:
-	Support third party subscription model.
-	Support using third party ID and token to access IMS network.
-	Support IF1 reference point between I/S-CSCF and EDS. 
P-CSCF impact:
-	Support using third party ID and Token to access IMS network.
IBCF impact:
-	Support using third party ID and Token to access IMS network.
-	Support IF3 reference point between IBCF and EDS.
MMTel AS impact:
-	Support using third party ID to trigger services.
-	Support controlling MRF to process and forward rich name card media. 
-	Support IF2 reference point between MMTel AS and EDS.
MRF impact:
-	Support processing and forwarding rich name card media. 
EDS impact:
-	Support authenticating and connecting to third party auth. server, retrieving and caching identity information.
-	Support receiving verification request from IBCF and CSCF, and forwarding the request to third party.
[bookmark: _GoBack]-	Support generating temporary IMS user data, and forwarding to CSCF and AS.
NOTE: whether the impact happens in MRF could be influenced by other KI.
* * * * End of changes * * * *
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