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Abstract: This paper proposes a solution for support of third party specific user identities in IMS.
1. Introduction/Discussion
This paper addresses KI#3 in the objectives of the FS_NG_RTC study item regarding support of third party specific user identities in IMS.
2. Text Proposal
It is proposed to capture the following changes into TR 23.700-87.

* * * * Begin of changes * * * *
[bookmark: _Toc22214898][bookmark: _Toc23254031][bookmark: _Toc97293646]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS)".
[6]	3GPP TS 26.114: "Media handling and interaction".
[7]	3GPP TS 22.261: "Service requirements for the 5G system".
[8]	3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
[x]	draft-ietf-stir-passport-rcd-15: "PASSporT Extension for Rich Call Data".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.

[bookmark: _Toc22214899][bookmark: _Toc23254032][bookmark: _Toc97293647]3	Definitions of terms and abbreviations
[bookmark: _Toc22214900][bookmark: _Toc23254033][bookmark: _Toc97293648]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1], in TS 23.501 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] or in TS 23.501 [2].
[bookmark: _Toc22214901][bookmark: _Toc23254034][bookmark: _Toc97293649]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1], in TS 23.501 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1] or in TS 23.501 [2].

[bookmark: _Hlk98837787][bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * Next change * * * *
[bookmark: _Toc22214906][bookmark: _Toc23254039][bookmark: _Toc96971239][bookmark: _Toc43336526][bookmark: _Toc43708080][bookmark: _Toc43708154][bookmark: _Toc43708230][bookmark: _Toc44670856][bookmark: _Toc50380990][bookmark: _Toc54626593][bookmark: _Toc57124740][bookmark: _Toc57618610][bookmark: _Toc43336528][bookmark: _Toc43708082][bookmark: _Toc43708156][bookmark: _Toc43708232][bookmark: _Toc44670858][bookmark: _Toc50380992][bookmark: _Toc54626595][bookmark: _Toc57124742][bookmark: _Toc57618612]6	Solutions
[bookmark: _Toc22214907][bookmark: _Toc23254040][bookmark: _Toc96971240]6.0	Mapping of Solutions to Key Issues
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* * * * Next change * * * *
6.y	Solution #x: Support of Third Party specific User Identities in IMS re-using the Ms reference point and STIR/SHAKEN
6.y.1	Description
The Ms reference point as described in TS 24.229 [8] is used to request signing of an Identity header field or request verification of a signed assertion in an Identity header field. This enables calling number verification using signature verification and attestation information based on the STIR/SHAKEN framework.
This solution proposes to use the existing Ms reference point and procedures as described in TS 24.229 [8] for signing and verifying other identities than for example the ones in the P-Asserted-Identity header field which are mainly in the format of a SIP URI or Tel URL. For verification of the calling line identity the IBCF or an AS of the originating network sends a HTTP signing request to the signing AS which in turn replies with a Personal Assertion Token (PASSporT). At the terminating network side, the IBCF or an AS sends a HTTP verification request to the signing AS including the PASSporT which in turn replies with a verification success or failure message. Figure x shows the use of the Ms reference point for signing and verification of identities in SIP header fields using an AS for signing at the originating side and an AS for verification at the terminating side.


Figure x: Ms reference point operation (see TS 24.229 [8], Annex V.2)
According to draft-ietf-stir-passport-rcd-15 [x] securing the display name of a callers was outside the scope of Secure Telephone Identity Revisited (STIR) while [x] documents an optional mechanism for PASSporT and the associated STIR procedures allowing to sign and verify additional data elements including for example
-	the name of the calling person or of an entity, 
-	the traditional caller ID along with related display information that would be rendered to the called party during alerting, 
-	hyperlinks to images, such as logos or pictures of faces, or to similar external profile information,
-	information related to the location of the caller,
-	information related to an organization the caller is associated with, or categories/departments of organizations and institutions,
-	possibly other Rich Call Data (RCD) information elements.
The types of Third Party User Identities as used in IMS should be aligned with the definitions in [x] and can for example include the calling person’s name and job description or job title, information related to the organization the caller is associated with and information related to the caller’s location.
Editor's note: 	Which concrete types of third party user identities in IMS are supported is FFS.
There are several options how and where the Third Party User Identities are signed and verified:
Option 1: The third party (an enterprise) invokes the signing itself. The serving IMS network (IBCF or AS) based on local policies and an existing trust relationship with the third party accepts the signed Third Party ID and transparently forwards the signature towards the terminating network. In this case the signing AS in Figure x is part of the third party network or invoked by this network. The verification of the signature is invoked in the terminating IMS network.
Option 2: The serving IMS network invokes the signing on behalf of the third party. In this case the signing AS in Figure x is part of the serving IMS network or invoked by this IMS network based on local policy (e.g. signing is only invoked if the call leaves the IMS network and third party specific user identity information is present in a SIP header). The verification of the signature is invoked in the terminating IMS network. The third party specific user identities that are subject for signing in the serving IMS network can be either provided
a)	by the third party in the SIP signalling during session setup based on service level agreements with the serving IMS network; or
b)	by the HSS in the serving IMS network based on trusted information from the third party. In this case the HSS may need to store additional data in the subscription of a third party subscriber like a trusted caller name or organization information.
Editor's note: 	It is FFS which SIP header extensions are required to transfer third party specific user identity information that is subject to signing and verification.
Editor's note: 	It is FFS whether third party specific user identity information that is subject to signing can be configured in the IBCF.
[bookmark: _Toc23254043][bookmark: _Toc96679101]6.y.2	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc22214911]Editor's note:	This clause describes the procedures and information flows for the solution.

[bookmark: _Toc23254044][bookmark: _Toc96679102]6.y.3	Impacts on Existing Nodes and Functionality
[bookmark: _Hlk52564834]Following nodes are impacted by this solution.
HSS
-	For Option 2b in clause 6.y.1 the HSS stores additional trusted information from the third party like caller name or organization information.
IBCF and AS
-	Need to be able to invoke signing and verification of new information elements in the SIP header based on local policies and an existing trust relationship with the third party.
Signing AS
-	Need to be able to sign new information elements from the SIP header.
Verification AS
-	Need to be able to verify new information elements from the SIP header.
CSCF
-	Potentially support of new SIP headers. Transparently forwards the signature from the third party towards the terminating network.

* * * * End of changes * * * *
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