

SA WG2 Temporary Document
Page 2

3GPP TSG-WG SA2 Meeting #150E e-meeting 	S2-2202556
Elbonia, April 6 – 12, 2022	(revision of S2-220xxxx)

Source:	Huawei, HiSilicon
Title:	Solution for 5GC awareness of URSP enforcement
Document for:	Approval
Agenda Item:	9.22
Work Item / Release:	FS_eUEPO / Rel-18
Abstract: a solution is proposed for Key issue 2 agreed in FS_eUEPO.
1. Introduction/Discussion
In the current specification, each URSP rule is classified into a specific PSI to optimize the distribution of URSP rules and can only be identified at PSI granularity. 
To resolve the KI #2, URSP rule ID is introduced to uniquely identify the URSP rule sent to a UE. When the PCF provides URSP rules to the UE, a rule ID is allocated for each URSP rule and sent to the UE together with the URSP rules, apart from the PSI. When the UE initiates a PDU Session Establishment/Modification request, the UE indicates the URSP rule ID it uses for the request to the network, the network is able to know which URSP rule is enforced by the UE for the request. Therefore, the SM PCF can retrieve the content of the URSP rule identified by the rule ID from the AM PCF or the UDR, and then check if the requested S-NSSAI and DNN corresponds to the URSP rule, and generate the policy for the session management, e.g. allow the application traffic of the corresponding Traffic descriptor, as indicated by the URSP rule, to be transferred via the PDU Session.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-85 v0.1.0.
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This solution addresses Key Issue #2 on validation of URSP rule enforcement.
For newly detected application, the UE is required to evaluate the URSP rules and associate the application to a specific PDU Session, by initiating PDU Session Establishment procedure or PDU Session Modification procedure, depending on whether existing PDU session can be reused or not. 
While, the core network is not aware of which URSP rule is matched in the UE, not to mention what the detected application is. As the URSP rule is only known to the core network at PSI granularity.
To resolve the validation of URSP rule enforcement, URSP rule ID is introduced to uniquely identify the URSP rule sent to a UE. When the PCF provides URSP rules to the UE, a rule ID is allocated for each URSP rule and sent to the UE together with the URSP rules, apart from the PSI. When the UE initiates a PDU Session Establishment/Modification request, the UE indicates the URSP rule ID it uses for the request to the network, the network is able to know which URSP rule is enforced by the UE for the request. Further the PCF for the PDU Session when receiving the URSP rule ID transferred by the SMF can retrieve the content of the URSP rule identified by the rule ID from the PCF for the UE or the UDR, and then check if the requested S-NSSAI and DNN requested by the UE matches with the components of the Route Selection Descriptors of the URSP rule, and generate the policy for the session management e.g. allow the application traffic identified by the corresponding Traffic descriptor of the URSP rule, to be transferred via the PDU Session.
The enhancement is to add a Rule Identifier to URSP rule as defined in the Table 6.6.2.1-2 of the TS 23.503 [4]:
	Rule Identifier
	Uniquely identifies the URSP rule, within the UE.
It is used between PCF and UE for referencing URSP rules.
	Conditional
	Yes
	UE Context



When detecting there is an unmatched application in the PDU Session, the PCF for the PDU Session may notify the PCF for the UE and the PCF for the UE may decide to update the URSP in the UE.
NOTE X: The UE may use wrong URSP since the URSP in UE is not updated in time.
Editor’s note: it is FFS whether the URSP rule identifier is mandatory.
6.X.2	Procedure
When the UE triggers the PDU Session Establishment procedure or PDU Session Modification Procedure, the rule identifier of the matched URSP rule will be provided to the SMF, and then further provided by the SMF to the PCF for validation of the enforcement of the corresponding URSP rule and generate corresponding policy for the session management. 


Figure 6.X.2-1: PDU Session Establishment/Modification Procedure for URSP enforcement validation
1. During the PDU Session Establishment/Modification procedure, the URSP rule ID related to the application which triggers the procedure is contained within the SM NAS request message by the UE.
2. The SMF sends Npcf_SMPolicyControl_Create/Update request message to the PCF, which includes the URSP rule ID received from the UE.
3. Upon receiving the URSP rule ID, the PCF for the PDU Session can retrieve the content of the corresponding URSP rule by either interacting with PCF for the UE via Npcf_EventExposure_Subscribe serice operation or with the UDR via Nudr_DM_Query service operation (e.g. Policy Set Entry).
4. Based on the received URSP rule, the PCF for the PDU Session first checks whether the PDU Session is associated correctly, e.g. whether the DNN/S-NSSAI or the SSC mode matches with the components of the RSD(s) of the URSP rule. If the PDU Session is associated correctly, the PCF can make policy decision by generating PCC rule(s) corresponding to the application traffic identified by the Traffic descriptor. If the PDU Session is associated incorrectly, the PCF may reject the request message from the SMF.
5. The PCF provides the generated PCC rule(s) based on the URSP received in step 3 to the SMF. In addition, the PCF may set “unmatched application” PCR trigger to the SMF, and the SMF shall report to the PCF for the PDU Session when it determines the application transferred in the PDU Session does not match the URSP rule.
6. The SMF enforces the received PCC rule(s) by providing corresponding N4 rule(s) to the UPF, thus the application traffic of the Traffic descriptor can be transferred via this PDU Session. 
7. The SMF responds to the UE with PDU Session Establishment/Modification Accept message, which may contain QoS rule(s) corresponding to the received PCC rule(s).
After this procedure, upon receiving the service packets, if the UPF determines that the service packets are not aligned with the instruction in N4 rules received from SMF, the UPF will drop the packet and report the unmatched application event (i.e. there is an unmatched packet) to the SMF, then the SMF notifies the PCF for the PDU Session. The PCF for the UE updates the URSP in the UE when receiving the event notification of unmatched application from the PCF for the PDU Session.
6.X.3	Impacts on existing Functions
The solution has impacts on the following entities:
UE:
-	Supports the reporting of URSP rule ID in PDU Session establishment/modification request.
SMF:
-	Supports procedures for transferring of URSP rule ID to the PCF.
-  Reports to the PCF about whether there is an unmatched application event.
UPF:
   -  Reports to the SMF about whether there is an unmatched application event.
PCF:
-	Supports procedures for querying the content of the URSP rule from the PCF for the UE.
-	Generates the policy for the session management based on the URSP rule,
-  Rejects the transmission of application traffic not matching the Traffic descriptor of the URSP .
-	Subscribes to PCF for the PDU Session and SMF for notification about whether there is an unmatched application event.
-  triggers URSP update based on the unmatched application event.
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