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Discussion
This document addresses objective 2 and 3 of Rel18 SFC study item 

"WT#2: Investigate whether traffic steering policy is sufficient to support SA1 requirements, study whether and how to define SFC policies, and investigate solutions and procedures for the 5G network with SFC capabilities to identify/detect/classify user plane traffic and steer the traffic to a chain of ordered service functions for SFC processing in non-roaming and home routed roaming scenarios. 

WT#3: Depending on the outcome of WT#2, specify possible enhancement to northbound APIs for allowing an AF to request network capability exposure functionalities, e.g., request a service function chain for a certain traffic flow, etc., based on service level agreement with the third party."
and proposes a solution with new SFC policies, northbound APIs, and associated procedures to enhance SFC for 5G networks.
Proposal
The text below specifies the enhancement of Service Function Chaining and it is proposed to be added into TR 23.700-18.

START OF CHANGES (All text is new)
6.x
Solution #x: AF influencing Service Function Chaining support by 5GC
6.x.1
Description
This solution addresses mostly Key Issue #2.
As already specified by IETF in RFC 7665 [x1], Service Function Chain (SFC) is defined as a logical representation of an ordered set (sequence) of Service Functions that need to successively handle some traffic, e.g., traffic is first handled by SF1 (e.g., Deep Packet Inspection (DPI)), then SF 2 (e.g., TCP/IP optimization) and lastly by SF 3 (e.g., Firewall). Service Function Path (SFP) is an implementation/instance of an SFC. In other words, an SFC can be implemented as more than one different SFP instances (e.g., different instances/SFP corresponding to different N6 interfaces between 5GS and the DN). In an SFC the next hop SF (Service Function) may be determined based on the result of traffic processing by the previous SF.
The solution aims at improving how an AF can better control SFC related traffic classification in 5GC; it does not address SF control / deployment or SFF (Service Flow Forwarding) that are out of scope of the study.

Current traffic steering (also called First scenario in the solution) allows an AF to refer to abstract traffic steering policies that are predefined in 5GC: the AF cannot control the mapping from these abstract traffic steering policies to the actual user plane actions carried out by the PSA UPF (adding Vxlan/NSH/… headers to the traffic referred to as SFP Id and metadata information in this solution). This is suitable for SFC entirely controlled by the 5GC operators
The format of the SFP Id and of metadata (when provided) being referred to refers to existing IETF specifications such as the IETF specifications defining VxLAN and NSH. 
Current Traffic steering control includes applying a specific N6 Traffic Steering Policy (TSP) to steer traffic to N6. TSP ID(s) are mapped within the 5GC based on local configuration: in PCF, in SMF or in UPF; this means that AF that can’t influence the local configuration for TSP mapping lacks control on service flow classification in 5GC.
NOTE:
R17 specification (23.501) e.g. tells “The PCF, based on information received from the AF, operator's policy, optionally service experience analytics per UP path received from NWDAF, etc., authorizes the request received from the AF and determines for each DNAI, a traffic steering policy ID (derived from the routing profile ID provided by the AF) and/or the N6 traffic routing information (as provided by the AF) to be sent to the SMF as part of the PCC rules. The traffic steering policy IDs are configured in the SMF or in the UPF. The traffic steering policy IDs are related to the mechanism enabling traffic steering to the DN.”
For this first scenario it is desirable for the AF to be able to discover the SFC(s) made available by the 5GC operator.
This solution introduces a new procedure (also called second scenario) for AF to be able to associate traffic (identified by traffic filters) and UE(s) (e.g., traffic of a UE, a group of UEs, a (set of) DNN/SNSSAI pair, etc.), with the SFP(s) related tagging information used by 5GC (PSA UPF) to indicate the SFP to be used on a classified traffic i.e. allows the AF to configure e.g. VxLAN / NSH etc…headers (referred to as SFP Id and metadata information in this solution) added by the PSA UPF acting as Service flow classifier. AF requests trigger the PCF to use this traffic handling information to create corresponding PCC rules to be applied to traffic of PDU Sessions. This (second scenario) is suitable for SFC entirely controlled by the DN operators (e.g. a corporate) where the DN operator request specific traffic classification and tagging by the PSA UPF where such tagging correspond to SFP(s) the DN operator has configured on N6 interfaces.
In summary, there are 2 scenarios

· In the first scenario, the SFC information, i.e., the available SFCs and their types, as well as the service path related classification tag (referred to as SFP Id and metadata information in this solution) and DNAI, is available to 5GC so that such information can be exposed to the AF via NEF API, and the AF can therefore associate some traffic with a certain SFC by indicating the SFC ID. This corresponds to R17 specifications where the TSP ID takes the value of the SFC ID.

· In a second scenario, the SFC information is not available to the 5GC and entirely controlled by the AF (e.g. because the SFC and the AF are controlled by a DN operator such as a corporate that is different from the 5GC operator). In this case, available SFC information is made available to the AF via mechanisms that are out of scope of 3GPP. After selecting an SFC (or an SFP instance in particular), the AF shall provide in addition the DNAI and the classification tag information (referred to as SFP Id and metadata information in this solution) via NEF API aiming at influencing UPF traffic handling at N6.

Two NEF APIs are used:
1. NEF API allowing the AF to associate certain traffic and UE(s) with SFC/SFP related classification headers (traffic tagging referred to as SFP Id and metadata information in this solution). This is intended for the second scenario
2. (new) NEF (optional) API allowing the AF to contact 5GC to discover available SFC/SFP. This allows the AF to discover SFC(s) that are deployed by the operator. This is intended for the first scenario
NOTE:
The NEF API allowing the AF to discover available SFC/SFP is just an optional capability to facilitate invocation of the NEF API allowing the AF to associate certain traffic and UE(s) with 5GC defined SFC/SFP(s) identified by traffic steering policies.
6.x.2 Procedures
6.x.2.0 Introduction

The SFC / SFP configuration (from the AF) aims at providing PCF with information on:

· Traffic classification (SFC classification role of the PSA UPF):
-
Which PDU Session should a SFC apply to, for which UE(s), DNN(s) and or S-NSSAI(s)),

-
Which traffic of such PDU Session is to be handled by the SFC,

-
(for the second scenario) the How should the UPF “tag” (e.g., NSH / VXLAN tag etc.) the classified traffic for each SFP associated with the SFC ( SFP Id and metadata information to be used by the UPF).

The above information is used by PCF to create PCC rules for PDU Sessions. In order to support the second scenario PCC rules and N4 rules (FAR) need extension to carry the SFP Id and metadata information. For example, the FAR / Outer header creation information needs new values corresponding to NSH / VXLAN tag etc to be added after SFC classification done by the PSA UPF.
For the NEF, the following new northbound APIs are introduced:
· Nnef_SFCInfluence: This API allows an AF to associate traffic that is identified by traffic filters and UE(s) (e.g., one UE, a group of UEs, a (set of) DNN/SNSSAI pair, etc.) with SFC and SFP(s) 
When the solution refers to “Nnef_SFCInfluence”, updates to Nnef_TrafficInfluence may fulfill the requirements set by the solution
When SFCInfluence targets multiple UEs the NEF stores the AF policy in an UDR record..
The PCF(s) that have subscribed to modifications of AF requests (Data Set = Application Data; Data Subset = SFC or traffic influence request information, Data Key = S-NSSAI and DNN and/or Internal Group Identifier or SUPI) receive(s) a Nudr_DM_Notify notification of data change from the UDR. 
The keys for these data in UDR are
	AF Nnef_SFCInfluence information
	AF transaction internal ID

	
	S-NSSAI and DNN

and/or

Internal Group Identifier or SUPI


This is further defined in clause 6.x.2.1
· Nnef_SFCDefinition: This optional API allows an AF to discover SFCs for the first scenario. The AF can also subscribe to be notified when new SFCs are deployed or existing SFCs are undeployed or modified. In case of SFC discovery, the NEF returns the Identifier of the available SFC(s) and an ordered list of service functions in each SFC to NEF which forwards the information to the AF.

NOTE: 
The name of each service function should be understandable to the AF, (allowing AF to understand that SFC 1 has Parental control first then NAT, then FW); such naming convention may be based on SLA with the AF.
This is further defined in clause 6.x.2.3

6.x.2.1 Procedure to associate SFC with certain traffic and UE(s)
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Figure 6.x.2.1-1: Associating an SFC with certain traffic and UE(s)

0 The PCF(s) subscribe to modifications of AF requests with Nudr_DM_Subscribe (Data Set = Application Data; Data Subset = AF SFC influence request information, Data Key = S-NSSAI and DNN and/or Internal Group Identifier or SUPI).
1 The AF is made aware of the available SFC(s). This may be via mechanisms of Figure 6.x.4-1 or via mechanism out of scope (e.g. SLA).

2 AF issues Nnef_SFCInfluence_Create request. The request may include 
· traffic filters of the traffic to which the SFC applies, 
· the identification of the target UE(s) (one UE a group of UE(s) or any UE), possibly the target DNN, S-NSSAI (if this is not provided by the AF, the NEF determines the target (DNN(s), S-NSSAI(s) based on the AF identifier). 
· (for the second scenario) for each SFP associated with the SFC, the SFP Id and metadata information on how should the UPF “tag” (e.g., NSH / VXLAN tag etc.) the classified traffic 

· AF Transaction Id.

To update or remove an existing request, the AF invokes a Nnef_SFCInfluence_Update or Nnef_SFCInfluence_Delete service operation providing the corresponding AF Transaction Id.

3 (in the case of Nnef_ SFCInfluence_Create or _Update): The NEF stores the AF request information in the UDR (Data Set = Application Data; Data Subset = AF SFC influence request information, Data Key = AF Transaction Internal ID, S-NSSAI and DNN and/or Internal Group Identifier or SUPI).

NOTE: Both the AF Transaction Internal ID and, S-NSSAI and DNN and/or Internal Group Identifier or SUPI are regarded as Data Key when the AF request information are stored into the UDR.

(in the case of Nnef_SFCInfluence_Delete): The NEF deletes the AF requirements in the UDR (Data Set = Application Data; Data Subset = AF SFC influence request information, Data Key = AF Transaction Internal ID).

Step 3b:The NEF responds to the AF.

4 The PCF(s) that have subscribed to modifications of AF requests (Data Set = Application Data; Data Subset = AF SFC influence request information, Data Key = S-NSSAI and DNN and/or Internal Group Identifier or SUPI) receive(s) a Nudr_DM_Notify notification of data change from the UDR.
5 The PCF determines if existing PDU Sessions are potentially impacted by the AF request. For each of these PDU Sessions, the PCF updates the SMF with corresponding new policy information about the PDU Session by invoking Npcf_SMPolicyControl_UpdateNotify service operation as described in steps 4 and 5 in clause 4.16.5.2 of 23.502.
(for the second scenario) policy information indicates for each SFP, how the UPF should “tag” (e.g., NSH / VXLAN tag etc.) the classified traffic identified by the PCC rule traffic filters

6 When the updated policy information about the PDU Session is received from the PCF, the SMF may take appropriate actions to reconfigure the User Plane of the PDU Session.

(for the second scenario) N4 rules (FAR/ Outer Header creation) indicate how the UPF should “tag” (e.g., NSH / VXLAN tag etc.) the classified traffic identified by the corresponding PDR(s)

6.x.2.2 Procedure to associate SFC with an individual UE

If an SFC needs to be associated with an individual UE identified by its address, BSF is involved to select the corresponding PCF.
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Figure 6.x.2.2-1: Associating an SFC with an individual UE
1. The AF sends the AF request via NEF, and the Nnef_SFCInfluence_Create/Update/Delete Request targets an individual UE address. This request corresponds to an AF request to influence the association of an SFC to an individual UE address.

2. NEF consumes Nbsf_Management_Discovery service operation (providing at least the UE address) to find out the address of the relevant PCF if the PCF address is not available on the NEF based on local configuration.

NOTE X: The NEF finds the BSF based on local configuration or using the NRF.
3. BSF provides the PCF address in the Nbsf_Management_Discovery response to NEF.
4. NEF invokes the Npcf_PolicyAuthorization service to the PCF to transfer the AF request.

5. As in steps 5 and 6 of Figure 6.x.2.1-1.
6.x.2.3 Discovery of available SFCs

In the second scenario where the SFC information is not available to the 5GC, the AF shall discover the available SFCs via other mechanisms that are beyond the scope of this specification. As the result of the SFC discovery, the AF should provide the classification tag and DNAI information corresponding to the selected SFC while associating traffic to this SFC.
In the first scenario where the SFC information is available to the 5GC, the AF may discover the available SFCs deployed over N6 via NEF with a new Nnef_SFCDefinition service. This is further described in the rest of this clause
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Figure 6.x.2.3-1: Discovering available SFC(s)

1. The AF uses Nnef_SFCDefinition_GET to request a catalogue / list of existing SFC(s) matching some criteria (such as SFC involving NFx and NFy; the criteria could also list all existing SFC(s)). The NEF validates the request and forwards it to the O&M together with information on the AF Id and on the allowed (DNN, S-NSSAI) for the request.
2. The O&M entity responds with a list of SFC(s) that

· match the criteria requested by the AF, or

· are allowed for the AF (for example that apply to the slices and AF Id indicated by the NEF)
The O&M entity response contains a list of SFC(s) with at least their SFC ID, the ordered set of NFs of the SFC. This response is forwarded by the NEF using Nnef_SFCDefinition_GET result to the AF.
After the AF selects one SFC based on its own requirement, the AF can procedure to associate certain traffic and UE(s) to the selected SFC, as illustrated in Figure 6.x.2.2-1.
6.x.3 Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements. Still FFS
· a new NEF API(s) and possibly updates to Nnef_TrafficInfluence
· PCC rules and N4 rules (FAR) need extension to carry the SFP Id and metadata information (traffic tagging information) to support the second scenario.
The format of the SFP Id and of metadata (when provided) being referred to refers to existing IETF specifications such as the IETF specifications defining VxLAN and NSH. 
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6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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