
SA WG2 Meeting #S2-150E e-meeting
S2-2202079
6-12 April, 2022, Electronic meeting
(revision of S2-220xxxxx)
Source:
CableLabs, Charter, Rogers
Title:
Solution for differentiated QoS for non-3GPP devices behind a 5G RG
Document for:
Discussion / Approval

Agenda Item:
9.13
Work Item / Release:
FS_5WWC_Ph2 / Rel-18
Abstract of the contribution: Proposes a new solution for differentiated QoS for devices behind 5G-RG.
1
Discussion
Proposes new solution for differenticated QoS for non-3GPP devices behind 5G-RG for inclusion in TR23.700-17.
* * * * Start of Change * * * *
6.X
Solution #X: Differentiated QoS for Authenticable non-3GPP devices behind RG. 
6.X.1
Description

The solution addresses KI#1 and describes how differentiated QoS can be provided to authenticable non-3GPP devices (AUN3) connected behind the RG (5G-RG and FN-RG). An AUN3 device can be authenticated by the 5GC based on a permanent identifier (e.g. NAI, physical Mac address). 
NOTE: A N3GPP device using a randomized MAC address can still be identified based on EAP Identity (NAI) if configured on the device. If a N3GPP device uses a randomized MAC address for authentication, it will be treated as NAUN3 device. It is up to SA3 to study how to identify and authenticate a device using randomized MAC address.
In principle, the registration procedure of N5GC devices connecting via W-5GAN described in clause 4.10a of Rel-16 TS23.316[X] can be followed by AUN3 devices. The authentication procedure of N5GC device as described in Rel-16 TS 33.501[X] can be used to authenticate AUN3 devices. 
The architecture for providing differentiated services to an AUN3 device behind 5G-RG is illustrated in Figure 6.X.1-1.
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Figure 6.X.1-1: AUN3 device behind 5G-RG

The salient features of this solution are the following:

· The AUN3 device is authenticated by the 5GC.
· 5GC can setup a distinct PDU session for each AUN3 device.

· 5GC can setup distinct QoS Flows for each AUN3 device.
NOTE: FWA deployment is NOT applicable to AUN3 devices.
6.X.2
Procedures

The high-level procedure for this solution is described in Figure 6.X.2-1.

NOTE: Each AUN3 device is registered to 5GC and has a unique subscription record in UDM/UDR that is separate from that of the RG.
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Figure 6.X.2-1. 5GC registration of AUN3 device

1. The 5G-RG registers to 5GC as specified in clause 7.2.1.1 of TS 23.316[X]. 
2a. The AUN3 device connects to the 5G-RG with non-3GPP access network (e.g to establish WiFi connection).  
2b. An authentication procedure is triggered (e.g. 802.1x authentication). This can be done either by AUN3 device sending a EAPOL-start frame to 5G-RG or 5G-RG receives a frame from an unknown MAC address. 5G-RG receives a permanent identifier from the AUN3 device (e.g. an NAI in form of username@realm or a physical MAC address).
NOTE: how the 5G-RG is triggered to apply procedures for AUN3 devices is defined by BBF and/or CableLabs.

3. The 5G-RG, on behalf of the AUN3 devices, sends NAS Registration Request message to the AMF, including SUCI (or GUTI) of the AUN3 device and a device capability indicator that the device is AUN3. 5G-RG selects the serving AMF for the AUN3 device based on the received AN parameters and local policy as described in TS 23.316. 
NOTE: Each AUN3 device has its UDM/UDR subscription. AUN3 PDU Session parameters are checked wrt AUN3 subscription.
4. AMF selects a suitable AUSF as specified in TS 23.501[X] clause 6.3.4.

5. EAP based authentication defined in TS 33.501[X] is performed between the AUSF and AUN3 device.

NOTE: Each AUN3 device is registered to 5GC with its own unique SUPI.
6. The AMF performs other registration procedures as required (TS 23.502[X] clause 4.2.2.2.2). 
7. The AMF sends the Registration Accept message to the 5G-RG. 
8. The 5G-RG sends the Registration Complete message back to the AMF, when the procedure is completed. The 5G-RG shall store the 5G-GUTI of AUN3 deviceto be able to use it potential later NAS procedures. The 5G-RG shall maintain a separate N2 connection for the 5G-RG and AUN3 device. Each AUN3 device has its own NAS connection (own NAS security context in the AMF and with the 5G-RG) and its own NGAP connection separate from that of the 5G-RG. 
NOTE: Mobility restrictions as defined in TS 23.316[X] clause 4.3.3 are applicable to 5G-RG shall be applicable to the AUN3 device also.
9. The AMF performed step 23-24 in TS 23.501[X] clause 4.2.2.2.2.

10. The 5G-RG continues by requesting the establishment of PDU Session(s) on behalf of the AUN3 device. A distinct PDU session and QoS flows maybe established for each AUN3 device based on the subscription of the AUN3 device in the UDM/UDR. The PDU Session establishment/modification/release procedure is specified in TS 23.316[X] clause 7.3.1, 7.3.2, 7.3.3. 

Distinct RG Level Wireline Access Characteristics (RG-LWAC), which provide appropriate mapping of QoS characteristics of the 5G QoS flows to the wireline technology specific QOS parameters to both the W-AGF and 5G-RG are configured for the 5G-RG and the AUN3 device and specified in TS 23.316[X] clause 4.5.1.2. 
Incase of FN-RG, Authentication, Registration and PDU session handling is performed by the W-AGF instead of the   
5G-RG as specified in TS 23.316[X] clause 7.3.4, 7.3.6, 7.3.7.
6.X.3
Impacts on Existing Nodes and Functionality
The solution largely re-uses existing functionality.

5G-RG:
· The 5G-RG is configured to perform registration and PDU Session related procedures on behalf of the AUN3 device. 
· Further considerations on 5G-RG would be brought to BBF and/or CableLabs attention is FFS.
W-AGF:

· Incase of FN-RG, W-AGF is configured to perform registration and PDU session related procedures on behalf of the AUN3 device.

· The W-AGF supports multiple PDU sessions, atleast one PDU session for each AUN3 device behind the FN-RG.  
· Further considerations on W-AGF would be brought to BBF and/or CableLabs attention is FFS.

* * * * End of Change * * * *
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