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Abstract of the contribution: This paper proposes solution for KI#3.
1 Introduction
This paper proposes solution for KI#3 in TR 23.700-87 for the SID FS_NG_RTC, how IMS network verifies the calling party when using third party specific identity.
2 Proposal

It is proposed to approve following content in TR 23.700-87. 
*** BEGIN CHANGES ***
6.X
Solution #X: Verification of calling party when using third party specific identity
6.X.1
Description

This paper proposes solution for verifying the calling party when using third party specific identity at the originating side and validating at the terminating side to ensure to the called party that the call is received from the intended user.
The following are the main principles of the solution:

· Third Party will create group data  in HSS which will have list of IMPUs, s, Signing server address and the need for verification per IMPU. These IMPUs are assigned by third party to its users which will be used by them to make calls.
· These IMPUs can be put into one IRS and get implicitly registered or independently registered.
· When the user initiates one session using one of the assigned IMPU then at the originating side, S-CSCF derives the IMPU from PAI/from header and if the same IMPU is present in group data then it invokes the Signing server .
· Signing server will sign it and provides the Identity header.
· At the terminating side S-CSCF will invoke the verification server based on the presence of Identity header.
· Verification server will validate the header and provide the validity status.

If both the calling party and called party belongs to same group data  (calls between users of same third party) then based on operator policy invoking of signing server at the originating side will be skipped.
6.X.2
Procedures
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Figure 6.x.2-1: Network controlling network slice when UE does not have PDU session
The detailed procedure is described in Figure 6.x.2-1.
1.
HSS will expose services for third party to create group data. Third party will provision the list of IMPUs which will be used by its users along with signing server address to this group data.
2.
UE1 will be implicitly registered or independently registered as in clause 5.2.1a of TS 23.228.
3.
UE1 initiate a IMS session by sending INVITE.
4.   S-CSCF at originating side will derive the IMPU from PAI/From header and if present in group data then invoke the signing server nd forwards the INVITE request.
5.   Signing server will sign the request using certificates and add the Identity header and sends back the INVITE to S-CSCF

6.   S-CSCF will forward the INVITE request to the terminating side.

7.   S-CSCF at terminating side will invoke the verification server based on the presence of Identity header and forwards the INVITE request.
8.   Verification server will verify the Identity header using certificates and provides the validity status along with the INVITE to S-CSCF.
9.   S-CSCF at terminating side sends the INVITE towards UE2 based on the successful validation result. S-CSCF may reject the call for the unsuccessful result received from verification server.
10. Successful call happens between UE1 & UE2.
Editor's note:    Security aspect related to signing server if hosted by third party will be handled by SA3. 
6. X.3
Impacts on Existing Nodes and Functionality
This solution may have the following impacts to existing entities and interfaces:
HSS:
-    HSS will expose services for third party to create group data.
S-CSCF:

-
S-CSCF at originating side will invoke signing server if the received IMPU from PAI/From header is present in the group data.
.     S-CSCF at terminating side will invoke verification server based on the present of Identity header. Also based on the successful result from verification server it will forward the invite to called party and may reject the call for unsuccessful result.
*** END CHANGES ***
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