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Abstract of the contribution: This contribution proposes a solution for authorization, secure delivery and verification of third-party specific user identities based on SHAKEN/STIR reference architecture.
1.
Discussion
SHAKEN (Signature-based Handling of Asserted Information Using toKENs) is defined as a framework that utilizes protocols defined in the IETF STIR Working Group that work together in an end-to-end architecture for the authentication and assertion of a Caller ID by an originating service provider and the verification of this identity by a terminating service provider.
STIR/SHAKEN framework has been adopted in 3GPP and related procedures are defined in TS 24.229 .
This solution introduced an enhancement to existing STIR/SHAKEN framework and procedures to support the usage of third-party specific user identities.
2.
Text proposal
It is proposed to agree the following changes vs. TR 23.700-87:
>>>>BEGINNING OF CHANGES<<<<
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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>>>>NEXT CHANGE<<<<
6.X
Solution #X: Solution of SHAKEN based third-party specific user identities
6.X.1
Description
6.X.1.1
Introduction

SHAKEN (Signature-based Handling of Asserted Information Using toKENs) is defined as a framework that utilizes protocols defined in the IETF STIR Working Group that work together in an end-to-end architecture for the authentication and assertion of a Caller ID by an originating service provider and the verification of this identity by a terminating service provider.

STIR/SHAKEN framework has been adopted in 3GPP and related procedures are defined in TS 24.229 [8].

This solution introduced an enhancement to existing STIR/SHAKEN framework and procedures to support the usage of third-party specific user identities.
6.X.1.2
Enhancement to SHAKEN framework
Figure 6.x.1.2-1 depicts the reference architecture of enhanced SHAKEN framework.
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Figure 6.x.1.2- 1: Enhancement of SHAKEN framework to support third-party specific user identities
Third party AAA server interacts with IMS network via NEF to authorize the usage of third-party specific user identity by the originating SIP UA. If the third party specific user identity is authorized, the third party AAA server may issue an enterprise name card of the originating SIP UA to IMS network, which can be presented to the terminating SIP UA upon successful verification.
6.X.2
Procedures

Following preconditions are fulfilled before a SIP UA with third party specific user identity initiating a call flow.

-
Third party AAA server is authorized by the serving IMS network to provide third party specific user identity for specific group of SIP UAs. A security association between third party AAA server and NEF has been established.

-
The originating SIP UA is authorized by third party AAA server to use third party specific user identity and assigned a token for verification. How the third party AAA server distributes the token to the SIP UAs is out of the scope of this study report.

The enhancement to SHAKEN reference call flow specified in clause 4.3 of ATIS-1000074 [x] are as following:

-
The originating SIP UA creates a SIP INVITE with a third party specific user identity and the token assigned by the third party AAA server.

Note:
SIP UA may interactive with third party AAA server via application layer to get the third party specific user identity and token, which is out of scope of this study.
-
The IMS network (e.g., S-CSCF) verifies the token of SIP UA with the third party AAA server (via NEF) for the authorization of using third party specific user identity.

Editor’s note:
How IMS network identifies the third party user identity from SIP Invite and discovers the responsible third party AAA server is FFS. 
-
If the verification is successful, the third party AAA server may create an enterprise name card for the SIP UA, which is going to be delivered in the SIP header. If the verification is failed, the call can continue without presentation of third party specific user identity.

-
STI-AS signs the SIP INVITE and adds Identity header field(s) per IETF RFC 8224 [y] using the Caller ID in the P-Asserted-Identity header field and enterprise name card information.

-
The third party specific user identity and enterprise name card can be received and displayed in the terminating SIP UA after successful STI verification.

6.X.3
Impacts on Existing Nodes and Functionality
NEF is enhanced to support following functionalities:

· Authorization of third party AAA server and establishment of secure association. 

· Support interaction between IMS network and third party AAA server for authentication and authorization of SIP UAs for using third party specific user identities.
>>>>NEXT CHANGE<<<<
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