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[bookmark: OLE_LINK1]Abstract: For the KI#2: Support of Non-3GPP access for SNPN, this paper introduces a solution for SNPN CN to identify the access type of UE accessing SNPN via a PLMN.
1. Introduction/Discussion
[bookmark: OLE_LINK77][bookmark: OLE_LINK101][bookmark: OLE_LINK102]In Rel-17, the UE can access SNPN via PLMN in which the SNPN CN treats the access type of UE as non-3GPP access. For the KI#2: Support of Non-3GPP access for SNPN, the UE can also access SNPN via non-3GPP access (e.g. WLAN), which means in Rel-18, the UE can access SNPN via both non-3GPP access (e.g. WLAN) and via PLMN, and the SNPN CN will treat both access types as non-3GPP access. As a result, the SNPN CN cannot know what is the exact access type via which the UE is accessing the SNPN.
Since Rel-15, the access restriction per access type can be performed based on per UE subscription and network policies configured by the operator, e.g. whether the UE is allowed to access 5GCN via 3GPP access or non-3GPP access, or both. If access via one access type is not allowed, the AMF rejects the UE request with an appropriate cause values as per specified in stage 3. For accessing the SNPN, in some cases, the SNPN may perform access control based on the exact access type of whether a UE accessing the SNPN via a PLMN or via non-3GPP access (e.g. WLAN).
Similarly, for accessing SNPN via non-3GPP access, as per UE subscription and network policies configured by the operator, the 5GCN may need to perform the finer granularity access restriction per access type.
Following typical use cases can be considered:
Case 1: the SNPN is deployed in a logistic campus, and the WLAN is used as the access network for the SNPN within the logistic campus. Based on the policy of the logistic campus, for most of the ordinary employee, they are only allowed to access the SNPN within the logistic campus using WLAN, while when they are out of the logistic campus, they have no access right for the SNPN. But for some truck driver, when they are driving to different places out of the logistic campus for the delivery of the goods, they need to access the SNPN and update the delivery status in time. In this case, the authorized truck driver needs to access the SNPN out of the logistic campus, for example, by using a PLMN. So the SNPN needs to differentiate the exact access type and perform access control as:
· For all employee in the logistic campus, access the SNPN via deployed WLAN is allowed.
· For ordinary employee out of the logistic campus, access the SNPN via PLMN is not allowed.
· For authorized truck driver out of the logistic campus, access the SNPN via PLMN is allowed.
Case 2: the SNPN is deployed in a company office building, and the WLAN is used as the access network for the SNPN within the office building. For the security concern, all the employee are only allowed to access the SNPN within the office building via WLAN. But for some employees with a higher access right, when they are on business trip, they can access the SNPN out of the office building through a PLMN. So the SNPN needs to differentiate the exact access type and perform access control as:
· For all employee in the office building, access the SNPN via deployed WLAN is allowed.
· For authorized employee out of the office building, access the SNPN via PLMN is allowed.
· For un-authorized employee out of the office building, access the SNPN via PLMN is not allowed.
For the above cases, for accessing SNPN via non-3GPP access, as per UE subscription and network policies configured by the operator, the 5GCN may need to perform the finer granularity access restriction per access type, i.e. whether the UE is allowed to access 5GCN via non-3GPP access (e.g. WLAN) or via PLMN, or both. To enable this, the SNPN CN needs to know what is the exact access type via which the UE is accessing the SNPN and then based on which to perform the required access restriction, e.g. the SNPN CN restricts the UE to access it via PLMN, whereas the SNPN CN can accept the UE request via non-3GPP access (e.g. WLAN).
2. Text Proposal
[bookmark: _Toc519004414]It is proposed to capture the following changes vs. TR 23.700-08 V0.1.0.
* * * * First change * * * *
[bookmark: _Toc97274365]6.X	Solution #x: Enable the SNPN to identify non-3GPP access type
[bookmark: _Toc97274366]6.x.1	Introduction
The solution addresses key issue #2 " Support of Non-3GPP access for SNPN ", in particular, how to enable the SNPN 5GC to identify non-3GPP access type of UE accessing the SNPN, i.e. whether the UE uses direct non-3GPP access or uses underlay PLMN.
In Rel-17, the UE can access SNPN via underlay PLMN in which the SNPN 5GC treats the access type of UE as non-3GPP access. In Rel-18, as the support of direct non-3GPP access (e.g. WLAN) for SNPN is supported, the UE can access SNPN via both direct non-3GPP access (e.g. WLAN) and via underlay PLMN network, and the SNPN 5GC will treat both access types as non-3GPP access. As a result, the SNPN 5GC cannot know what is the exact access type via which the UE is accessing the SNPN. 
Since Rel-15, the access restriction per access type can be performed based on per UE subscription and network policies configured by the operator, e.g. whether the UE is allowed to access 5GCN via 3GPP access or direct non-3GPP access, or both. If access via one access type is not allowed, the AMF rejects the UE request with an appropriate cause values as per specified in stage 3, e.g. "Cause #72 – Non-3GPP access to 5GCN not allowed" is sent to the UE if it requests an access to SNPN services via an underlay PLMN, where by subscription the UE is not allowed to access SNPN services via an underlay PLMN. Similarly, for accessing the SNPN via N3IWF, as per UE subscription and network policies configured by the operator, the 5GC may need to perform the finer granularity access restriction per access type, i.e. whether the UE is allowed to access 5GC via direct non-3GPP access (e.g. WLAN) or via underlay PLMN, or both. To enable this, the SNPN 5GC needs to know what is the exact access type via which the UE is accessing the SNPN and then based on it to perform the required access restriction, e.g. the SNPN 5GC restricts the UE to access it via underlay PLMN, whereas the SNPN 5GC can accept the UE request via non-3GPP access (e.g. WLAN).
This solution is based on the current architecture of non-3GPP access and accessing SNPN via PLMN. For accessing the SNPN via a PLMN, the UE reports an access indication to the AMF of its target registered SNPN in the Registration Request message.
[bookmark: _GoBack]Editor's Note:	The motivation for the SNPN 5GC to be able to discriminate between “untrusted access via WLAN” vs “untrusted access via PLMN” is FFS and needs to be described

[bookmark: OLE_LINK82][bookmark: _Toc97274367]6.x.2	Functional Description
In existing specification, the UE can access the SNPN (a) via 3GPP access or (b) via underlay PLMN, wherein in the case (b) the SNPN 5GC treats the access type of UE as non-3GPP access. In Rel-18, the UE can access the SNPN either via underlay PLMN or via direct non-3GPP access (e.g. WLAN). The architecture of accessing SNPN via PLMN and via non-3GPP access (e.g. WLAN) can be shown in Figure 6.x.2-1.


[bookmark: OLE_LINK93]Figure 6.x.2-1: Architecture of accessing SNPN via PLMN and via non-3GPP access (e.g. WLAN)
[bookmark: OLE_LINK99]In this solution, the UE determines it is accessing the SNPN via an underlay PLMN, and then the UE includes an access network information in the NAS Registration Request message. Upon receiving the Registration Request, the AMF may perform the further access restriction based on the local network policy and UE subscription.
-	The UE determines it is accessing the SNPN via an underlay PLMN.
-	The AMF may perform the access restriction based on the received access indication included in the Registration Request based on the local network policy and UE subscription (e.g. the SNPN CN restricts the UE to access it via PLMN).
-	The AMF may reject the UE with proper cause in the Registration Reject if the UE is not allowed to access SNPN via a PLMN.
[bookmark: OLE_LINK2]The PLMN is used to access the SNPN to route CP and UP messages for the UE and the SNPN has no access control or additional agreements with the PLMN.
[bookmark: OLE_LINK105][bookmark: _Toc97274368]NOTE:	In case of the AMF does not receive the access network information from the UE, the AMF treats the UE is not accessing the SNPN via PLMN.
6.x.3	Procedures


Figure 6.x.3-1: Procedure for enabling the SNPN to identify non-3GPP access type
1. In case of the UE determines it is accessing the SNPN via an underlay PLMN: the UE includes an access network information (e.g. access network = PLMN) in the NAS message (e.g. Registration Request) and then encapsulates the whole NAS message as an NAS PDU sent to the AMF of SNPN via PLMN user-plane.
Editor's Note:	It is FFS whether the access network information is transparent to the N3IWF (e.g. the N3IWF may need to validate the access network information provided by the UE, as the UE cannot be trusted). It is FFS whether the 5GC needs to validate the access network information provided by the UE, as the UE cannot be trusted.
2. Based on the configured local network policies and UE subscription, the AMF may perform access restriction based on the access indication.
3. If the UE is not allowed to access SNPN via a PLMN, the AMF returns to the UE the registration response with proper cause indication, e.g. access SNPN via PLMN is not allowed.
[bookmark: _Toc97274369]6.x.4	Impacts on services, entities, and interfaces
UE impact:
-	The UE determines it is accessing the SNPN via am underlay PLMN and includes an access network information in the NAS message to the AMF of SNPN.
AMF impact:
-	The AMF performs the finer granularity access restriction for non-3GPP access, i.e. whether the UE is allowed to access SNPN via PLMN or not.
* * * * End of changes * * * *
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