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Abstract of the contribution: This contribution proposes a new solution for Management of PIN and PIN Elements. 
Discussion 
This paper proposes a solution for KI#3 on Management of PIN and PIN Elements.
Proposal

Update TR 23.700-88 with the proposed changes below.
**** First Change ****

6.0
Mapping of Solutions to Key Issues
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**** Next Change ****
6.X
Solution #X: Management of PIN and PIN Elements
6.X.1
Description

6.X.1.1 
Overall architecture


Figure 6.X.1-1: SBA Architecture for PIN discovery and selection
This solution addresses KI#2 and describes the architecture of the PIN, PINE services discovery and selecting PEMC, PEGC and PINE functionality in the PIN network.
We propose Service Based Architecture (SBA) for PIN discovery, selection and communication in the Personal IoT Network (PIN). In this SBA, we use consumer, producer and broker model for the PINE to register and provide its services to other PINE and discover services of other PINE in the PIN as shown in Figure 6.X.1-1. The PINE in the PIN, communicates among each other using Request-Response and subscribe-notify mechanism. 

We assume that the PIN Elements in a PIN network are reachable via a wireless link such as WiFi, Bluetooth, WiGi etc., and the procedure to form a reachable PIN network at wireless link is out of scope of this document. PEMC acts as a broker in the service and producer model with PINE/PEGC service repository function. Higher layer protocol such as http is used for internal PIN communication and 5G NAS signalling is used to communicate with 5G systems such as PIN registration. A device will discover a PEMC using Request-Response broadcast message and register its services with the PEMC of the appropriate PIN network. PINE with PEGC capability will register itself with the DNN and then discover PEMC to register its gateway and other services.
Security and authentication of the PINE with the PEMC is described in the solution for KI#5. PEMC will maintain a repository of the PIN elements services and its FQDN or IP address. A PINE in the PIN will discovery other PINE services and reachability from the PEMC for eg., A PINE such as printer or a UE with gateway functionality will register its FQDN and its services with the PEMC. The PINE would query the PEMC for the printer or gateway functionality and based on the management policies the appropriate FQDN and its services of the printer and gateway is sent to the PINE. Management and configuring policies are described in the solution for KI#3 and KI#6.
6.X.1.2 
Management of PIN and PIN Elements 



Figure 6.X.1-2: PIN Architecture and gateway to 5G System 
Background on PIN Communication: Higher layer protocol such as http is used for internal PIN communication and 5G NAS signalling is used to communicate with 5G systems such as PIN registration as described in solution to KI#4. We use IP broadcast message to discover PEMC. Unlike conventional http over TCP, we propose to send an Http discovery message over UDP + IP broadcast address, so that all the devices connected wirelessly get the http-based broadcast message. PIN elements can discover PEMC by broadcasting this http discovery broadcast message and the appropriate PEMC of different PIN(s) will respond to the queries. Similarly, PEMC will periodically and upon successful PIN registration will send http-based discovery message to all the wirelessly connected devices. Once PINE discovers PEMC and gets the registered services and IP address or FQDN, it can communicate with any PINE using http query-response messages as described in solution for KI#4.
Operator Policies or 3rd party policies: The operator policies are pushed to PIN from “PIN Control Function” (PINCTL) via NPINCTL  of the 5GC to the PEMC of the PIN as described in solution for KI#1. PEMC will be NAS capable and register to the 5GC or it can register through PEGC. Upon registration and authentication with the 5G network, the PINCTL will communicate the policies to the PEMC. Similarly, the 3rd party configurations should be pushed to the PEMC to enforce them on the PIN network.
PIN Management: The operator or 3rd party policies will be pushed to the PEMC of the appropriate PIN and the PEMC will update the repositories and notify PIN elements appropriately. The following use cases will further elaborate on management of PIN.
Case “Create PIN”:  PEMC will broadcast the new PIN announcement using the PIN discovery response message to the connected devices on the wireless network. The devices on the wireless network will intercept and based on its configuration and policies the devices will decide to join the PIN.
Case “Modify PIN”: PEMC will update its repository with the updated PIN modification and notify the PIN elements appropriately. 
Case “Delete PIN”: PEMC will delete its PIN related repository and notify all the PINE about the deletion of the PIN. Once the PIN is deleted, any query-response and subscribe-notify from the PINE will not be honoured.
Case “Activate PIN”: PEMC will broadcast the activation of PIN so that the devices in the local wireless network can decide to join the PIN by authenticating and registering with the PEMC.
Case “Deactivate PIN”: PEMC will delete all its PIN related repository and it will broadcast about the de-activation of the PIN to the PIN elements. Once the PIN is de-activated, any query-response in the PIN will not be honoured.
PIN Element Management: The management of the PINE will be pushed to the PEMC either from the network operator or by the 3rd party. 
Case “Add or delete PINE”: PEMC will add or delete a PINE’s FQDN or IP address and its services to the PEMC repository and notify all the registered PINE about the PINE addition or deletion. Once the PINE is deleted, any request and subscribe from the PINE will not be responded or registered respectively. 
Case “PEGC and PINE association”: Any changes to the PEGC and PINE association will be updated in the PEMC repository and the appropriate PEGC and PINE will be notified about the changes. For eg. Suppose PINE1 was associated with PEGC1 and PEMC is the broker of a PIN network, and if there is policy from the 5GC or 3rd party to change the association of PEGC1 with PINE1 then PEMC will update the old PEMC repository of the association of PEGC1 with PINE1 to PEGC2 with PINE2 and will notify all PEGC1, PEGC2 and PINE1 about the new policy association. After the policy update, PEGC1 will terminate any ongoing association and will not honour any new association request from the PINE1 and PEGC2 will honour and accept all the association from PINE2.
PIN Duration Validity: PEMC of the PIN network can set a duration of the PIN network by starting a timer based on the allowed duration of the PIN, which will be a policy from the operator or 3rd party policies. At the end of the PIN allowable time, the PEMC will Deactivate the PIN as described in 6.X.1.2 section. Once the PIN is deactivated, the PEMC will update the PINCTL of the 5G-Core about the PIN deactivation. Optionally, PINCTL can also start a timer to make sure that the PIN is disabled as per the allowable duration.
6.X.2
Procedures

Editor's note:
Detailed Procedure is FFS.

6.X.3
Impacts on services, entities and interfaces
The solution largely re-uses existing functionality

The solution has the following impacts:

Impact to the UE (PEMC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to maintain a list of all the PINE and its supported services

Impact to the UE (PINE/PEGC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

Impact to the 5G System:

· Add new Network Function (PINCTL) to the NAS

· Add new fields to the Registration request such as “PIN capable” 

· Add new fields to the Registration Accept message such as “PIN allowable”, “PIN Name”

· Add the following fields or parameters to the AMF paging

·  Updated “PINE list”, which contains a list of PINE elements and its associated policies and parameters. For eg. A typical “PINE list” will be as follows:

· PINE1, PEMC = FALSE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

· PINE2, PEMC = TRUE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

**** End of Changes ****
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