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Abstract: It proposes a new solution for KI#2 for FS_eNA_Ph3 which focus on how to detect the application traffic if the ASP does not provide any PFD information.
1. Introduction
Traditionally, the application traffic detection in user plane is depend on DPI (deep packet inspection) function installed in UPF. However, the DPI in only suitable for plaintext traffic (i.e. original readable text in the packet) but not for the encrypted traffic. 
To help the encrypted application traffic detection, as defined in clause 6.1.2.3 of TS 23.503, ASP may provide the PFD (packet flow description) information including Application ID, 3-tuple(s) etc. to the UPF via NEF (PFDF)/SMF. Then the UPF can determine the Application ID for the encrypted traffic based on the PFD information and the 5-tuple of the encrypted traffic. However, it is the ASP who determines if the PFD information is provided or not, which may be out of control for the Operator.
So the KI#2 was agreed in the SA2#149E meeting to study how to detect the application traffic if the ASP does not provide any PFD information.
-	Study use cases where the NWDAF can assist the application detection, for instance how to detect the application traffic if the ASP provides initial PFD information but does not update it in time or does not update it anymore, or if the ASP does not provide any PFD information.
2. Discussion
As indicated by the discussion paper (S2-2107558), without any PFD information from the ASP, it is difficult for NWDAF to detect the Application ID of the traffic but is possible to detect the Service Type (such as Browsing, Video Streaming, Audio Streaming, File Sharing, Multimedia, Interactive Messages, Video call over IP, Voice call over IP and so on) of the traffic. 
With the Service Type, it is useful for the operator to monitor which Service Type (e.g. a video service which is relatively not urgent) lead to the heavy load of an NF or a network slice then make decisions to relieve the NF load or NSI Load e.g. reduce the Session-AMBR for the PDU Session who serves the application.
This solution proposes to define a new Analytics ID i.e. Service Type as follows:
-	Input data: Service flow level data from UPF and/or AF; 
-	Output analytics: a Service Type, correspondingly, one or more IP 3-tuple and/or Traffic characteristics. 
-	Consumer NF: PFDF
For example, the potential solution for NWDAF to detect the Service Type is shown in Figure 1.
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Figure 1: NWDAF assisted Service Type Detection
During the training phase:
-	NEF (PFDF) subscribes PFD information to NWDAF.
-	NWDAF collects the service flow level data from UPF, which including IP 3-tuple, Data duration, Data volume, QoS flow Bit Rate, Packet transmission, Size of packets for the traffic.
-	NWDAF uses the ML algorithm (e.g. K-Means) to cluster the data set, determines that the IP 3-tuple corresponds to a Service Type, and stores it as new PFD information into the PFDF.
During the inference phase:
-	PFDF pushes the new PFD information to SMF and UPF.
-	UPF identifies the Service Type for the traffic flows based on the new PFD information and the 3-tuple of traffic in the UPF.
3. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-81.
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[bookmark: _Toc97057911][bookmark: _Toc97057838][bookmark: _Toc97052784][bookmark: _Toc97052456][bookmark: _Toc97546137]6.X	Solution #X: NWDAF assisted service type detection
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[bookmark: _Toc500949101][bookmark: _Toc97052458][bookmark: _Toc97057840][bookmark: _Toc97052786][bookmark: _Toc97057913]This solution is for Key Issue#2: NWDAF-assisted application detection.
Traditionally, the application traffic detection in user plane is depend on DPI (deep packet inspection) function installed in UPF. However, the DPI in only suitable for plaintext traffic (i.e. original readable text in the packet) but not for the encrypted traffic. 
To help the encrypted application traffic detection, as defined in clause 6.1.2.3 of TS 23.503, ASP may provide the PFD (packet flow description) information including Application ID, 3-tuple(s) etc. to the UPF via NEF (PFDF)/SMF. Then the UPF can determine the Application ID for the encrypted traffic based on the PFD information and the 5-tuple of the encrypted traffic. However, it is the ASP who determines if the PFD information is provided or not, which may be out of control for the Operator.
If no any PFD information from the ASP, it is possible for NWDAF to derive Service Type analytics (including e.g. Service Type and its corresponding IP 3-tuple and/or Traffic characteristics) to help the traffic detection in UPF. 
Editor's note:	Basic service types may also be recognized via application detection at the UPF. Further explanation of use cases where that functionality is not sufficient is desirable.
Editor's note:	whether there is a need for a Service Type or the Application ID can cover is FFS.
As a potential consumer NF, the PFDF may subscribe or request the Service Type analytics and locally store the analytics as new PFD information, and then the PFDF pushes the new PFD information to SMF and UPF to identify the Service Type of the traffic flows based on the new PFD information and the 3-tuple of traffic in the UPF.
Editor's note:	The newly detected Service Type needs to be known to the different NFs, such as SMF, UPF, PCF and how this is done is FFS. How to use the Service Type for QoS control is FFS.
The input data for the Service Type analytics is shown in Table 6.X.1-1. 
Table 6.X.1-1: Service flow level Data from UPF and/or AF related to a particular Service Type
	Information
	Source
	Description

	Timestamp
	UPF, AF
	A time stamp associated with the collected information.

	3-tuple
	UPF, AF
	protocol, server side IP address and port number for a service flow

	Duration 
	UPF, AF
	Duration of the service flow level data

	UL/DL Bit Rate
	UPF, AF
	The observed bit rate for UL direction; and
The observed bit rate for DL direction.

	UL/DL Packet Delay
	UPF, AF
	The observed Packet delay for UL direction; and
The observed Packet delay for the DL direction.

	Number of UL/DL packet transmission
	UPF, AF
	The observed number of UL/DL packet transmission.

	Size of UL/DL packet retransmission
	UPF, AF
	The observed size of UL/DL packet transmission.



NOTE:	How to collect the QoS flow level Network Data from UPF is depend on the conclusion of FS_UPEAS.
Editor's note:	It is ffs how the UPF can determine packet delay
Editor's note:	Extensive reporting of all traffic flows may conflicts with requirement to avoid extra UPF load in the key issue

With the input data, NWDAF uses the ML algorithm (e.g. K-Means) to cluster the data set to derive one or more 3-tuple(s) for a Service Type. The statistics and prediction types of Service Type analytics are shown in Table 6.X.1-2 and Table 6.X.1-3, respectively.
Table 6.X.1-2: Service Type statistics
	Information
	Description

	List of Service Types (1..max)
	

	> Service Type
	Service Type (including i.e. Browsing, Video Streaming, Audio Streaming, File Sharing, Multimedia, Interactive Messages, Video call over IP, Voice call over IP) of the traffic in UPF.

	>> IP 3-tuple
	One or more IP 3-tuples for the Service Type



Table 6.X.1-3: Service Type predictions
	Information
	Description

	List of Service Types (1..max)
	

	> Service Type
	Service Type of the traffic in UPF.

	>> IP 3-tuple
	One or more IP 3-tuples for the Service Type

	> Confidence
	Confidence of this prediction



Editor's note:	Whether others information should be added in the Table 6.X.1-2/Table 6.X.1-3is FFS.

[bookmark: _Toc97546139]6.X.2	Procedures
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Figure 6.X.2-1: Procedure for Service Type analytics provided to an NF
1. The NF sends Nnwdaf_AnalyticsInfo_Request or Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID="Service Type", Target of Analytics Reporting, Analytics Filter Information, Analytics Reporting Information = ("Reporting Thresholds" and Analytics target Period(s))) to the NWDAF.
2. The NWDAF collects service flow level data from UPF as listed in Table 6.X.1-1.
NOTE:	How to collect the service flow level data from UPF is depend on the conclusion of FS_UPEAS.
3. The NWDAF collects service flow level data from AF as listed in Table 6.X.1-1.
4. The NWDAF derives the requested analytics.
5. The NWDAF sends Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Notify (Service Type analytics).
6-7. A change of user plane traffic information which is reported by UPF or AF, and is notified to NWDAF.
8. The NWDAF derives new analytics taking into account the most recent data collected.
9. The NWDAF provides a notification for the new analytics using Nnwdaf_AnalyticsSubscription_Notify  service operation.
[bookmark: _Toc97546140]6.X.3	Impacts on Existing Nodes and Functionality
-	NWDAF:
-	Support for a new Analytics ID i.e. Service Type analytics.
-	Support subscribing for service flow level data from UPF and/or from AF and providing Service Type analytics to NF.
-	UPF/AF:
-	Report service flow level data to NWDAF.
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