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Abstract of the contribution: This contribution proposes a solution that's based on V2X unicast communication for C2 communication over PC5.
Proposal

It is proposed to adopt the following new solution in TR 23.700-58.

* * * * Start of Change * * * *
6.X
Solution #X: Direct C2 communication over PC5

6.X.1
Key Issue mapping

This solution aims to address Key Issue #1.
6.X.2
Description

In this solution, a UAV and a UAV-C follows V2X (see TS 23.287 [9]) direct communication procedure to establish a secure C2 communication link over PC5. Both UAV and UAV-C supports PC5, but may or may not support Uu connection. 
If the UAV is capable of Uu connection, it is authenticated and authorized by the USS for C2 over PC5 prior to establishing C2 communication over PC5, following existing R17 procedures. The UAV may be provisioned with necessary information for C2 over PC5 (identifiers, security info, etc.) through these procedures. The UAV may also use this information for C2 if preconfigured in the UAV.

Identifiers used for establishing PC5 direct communication for C2:

-
UAS Service Identifier: The UAV derives a Service ID for C2 over PC5 that's equivalent of  V2X Service Type (see [9]) from its  CAA-Level UAV ID. Or the UAV may be preconfigured or provisioned with the Service ID for C2 over PC5. The UAS Service Identifier can be used to derive Destination Layer-2 ID as described in 5.6.1.4 of TS 23.287 [9].
Editor’s Note: the exact motivation and value of deriving the Service ID from the CAA-Level UAV ID is FSS.
-
Source Layer-2 ID and Destination Layer-2 ID: The L2 IDs can be configured or derived using the existing mechanisms described in 5.6.1.4 of TS 23.287 [9].
6.X.3
Procedures

Editor's Note: This clause describes high-level procedures and information flows for the solution.
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(Optional) 1. UUAA procedure as defined in 

5.2.2 or 5.2.3 of TS 23.256 [5]

(Optional) 2. Enhanced C2 authorization 

procedure as defined in 

5.2.5 of TS 23.256 [5]

3. Direct Communication Request

4. Security Establishment

5. Direct Communication Accept

6. C2 Communication over PC5


Figure 6.X.1-1: Establishing C2 communication over PC5

1.
If the UAV is capable of Uu communication, the UAV performs UUAA procedure as described in 5.2.2 or 5.2.3 of TS 23.256 [5]. The UAV may obtain a new CAA-Level UAV ID through this procedure. The UAV uses the new CAA-Level UAV ID or a pre-configured CAA-Level UAV ID in the following steps.

2.
If the UAV is capable of Uu communication, the UAV performs C2 Authorization procedure as described in 5.2.5 of TS 23.256 [5]. The UAV may obtain the UAV-C identification/addressing information and optionally security information for C2 communication through this procedure. In the following steps, the UAV uses the UAV-C information obtained during C2 authorization or pre-configured.

3.
To set up C2 communication over PC5, the UAV sends Direct Communication Request to initiate the unicast layer-2 link establishment. The DCR includes:


-
Source User Info: the UAV's CAA-Level UAV ID.
Editor’s Note: whether the UAV CAA-Level UAV ID or other identifiers are used as the Source User Info is FFS.

-
Target User Info: if the UAV-C identifier is available in the UAV, the UAV uses it as the target user info. If the UAV-C identifier is not available, Target User Info is not included in the DCR and service-oriented link established as described in 6.3.3.1 of TS 23.287 [9] applies.

-
UAS Service Identifier: the service identifier may be preconfigured or derived from the UAV's CAA-Level UAV ID.


-
Security Info
4.
The UAV-C responds and establishes the security with the UAV, as described in TS 33.536 [x].

5.
The UAV-C sends Direct Communication Accept over the established link.

6.
The UAV and UAV-C can start C2 communication over PC5.

6.X.4
Impacts on Services, Entities, and Interfaces
Editor's Note: This clause captures impacts on existing 3GPP services, entities, and interfaces.
* * * * End of Change * * * *
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