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[bookmark: _Hlk514274591]1		Discussion
The solution described below covers KI#2 and supports the following aspects:
-	How can 5GC be made aware when a UE enforces a URSP rule
The solution relies on the PCF to identify if a UE routes traffic correctly when the UE establishes a PDU session for an S-NSSAI/DNN/RAT type that matches a Route Selection Descriptor of a URSP rule that was provisioned to the UE. 
The PCF determines to identify if the UE routes traffic correctly to the UE requested PDU session based on local configuration or based on information provided by the UDR. In such scenario, the PCF determines the applicable URSP rule that triggered the UE to request establishment of a PDU session to a specific S-NSSAI/DNN by obtaining the list of PSIs containing the provisioned URSP rules to the UE from the UDR. The PCF then identifies the traffic allowed to the requested S-NSSAI/DNN by identifying URSP rule(s) that have within a Route Selection Descriptor, components that matches the requested S-NSSAI/DNN and then evaluating the Traffic Descriptor of such URSP rule(s). For example, if the Traffic Descriptor includes a Destination Address IP 3 tuple then the PCF considers allowed traffic any traffic sent to or received via the Destination Address. 
NOTE: 	To assist the PCF to determine a URSP rule the UE can include in the PDU session establishment request an indication that the PDU session was triggered due to a URSP rule. Alternatively, the UE can also include a Rule identifier of the URSP rule that triggered the PDU session establishment request.
When the PCF is triggered to identify if the UE routes traffic to an S-NSSAI/DNN according to a provisoned URSP rule the PCF provides rules to the SMF to report traffic that is not intended to be routed via the PDU session.Further details are provided below.
2		Proposal
The following solution is proposed.
******************************** First change (all new text) *******************************
[bookmark: _Toc97269608][bookmark: _Toc50536656][bookmark: _Toc50575409]6	Solutions
[bookmark: _Toc22214907][bookmark: _Toc22286586][bookmark: _Toc23317647][bookmark: _Toc92987386][bookmark: _Toc97269609][bookmark: _Toc500949097]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc97269610][bookmark: _Toc500949099][bookmark: _Toc97269611]6.X	Solution #X: Per-PDU session awareness of URSP enforcement 
6.X.1	Description
[bookmark: _Toc500949101]Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s) which should be explicitly stated. Clause(s) may be added to capture details.
The solution relies on the PCF to identify if a UE routes traffic correctly when the UE establishes a PDU session for an S-NSSAI/DNN/RAT type that matches a Route Selection Descriptor of a URSP rule that was provisioned to the UE. 
The PCF determines to identify if the UE routes traffic correctly to the UE requested PDU session based on local configuration or based on information provided by the UDR. In such scenario, the PCF determines the applicable URSP rule that triggered the UE to request establishment of a PDU session to a specific S-NSSAI/DNN by obtaining the list of PSIs containing the provisioned URSP rules to the UE from the UDR. The PCF then identifies the traffic allowed to the requested S-NSSAI/DNN by identifying URSP rule(s) that have within a Route Selection Descriptor, components that matches the requested S-NSSAI/DNN and then evaluating the Traffic Descriptor of such URSP rule(s). For example, if the Traffic Descriptor includes a Destination Address IP 3 tuple then the PCF considers allowed traffic any traffic sent to or received via the Destination Address. 
Editor's Note: 	Futher parameters provided by the UE to assist the PCF to determine the URSP rule are FFS
Editor's Note:		Whether this solution is applicable when a UE establishes a PDU session based on a match-all rule is FFS
NOTE: 	To assist the PCF to determine a URSP rule the UE can include in the PDU session establishment request an indication that the PDU session was triggered due to a URSP rule. Alternatively, the UE can also include a Rule identifier of the URSP rule that triggered the PDU session establishment request.
When the PCF is triggered to identify if the UE routes traffic to an S-NSSAI/DNN according to a provisoned URSP rule the PCF provides rules to the SMF to report traffic that is not intended to be routed via the PDU session.Further details are provided below.
[bookmark: _Toc97269612]6.X.2	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
[bookmark: _Toc326248711][bookmark: _Toc510604409]The procedure is shown below:




Figure 2.2.1: PCF requests to identify from UPF if UE enforces URSP rules correctly
The procedure is as follows:
0.	An application in the UE sends traffic or request a network connection
1.	The UE detects new application traffic and determines that application traffic needs to be routed via a PDU session of a specific DNN, S-NSSAI, RAT type. The determination may be based due to a configured URSP rule, local configuration or application request.
2.	The UE requests establishment of a PDU session using specific S-NSSAI, DNN, SSC mode. Optionally, if the determination in step 1 was made due to a URSP rule the UE may include a URSP indication in the PDU session establishment request. The indication may include an identifier of the URSP rule that triggered the UE to request establishment of a PDU session or may include the Policy Section Identifier of the policy section that contained the URSP rule that triggered the PDU session establishment.
3.	The SMF selects a PCF and requests policies by establishing an SM Policy Association. The SMF sends an Npcf_SM_PolicyControl_Create including the SUPI, PDU session ID, DNN, S-NSSAI requested and RAT type of the access that the UE requested establishment of a PDU session. If the UE included a URSP indication in step 2 the SMF forwards the indication to the PCF.
4.	The PCF determines to check for the UE requested PDU session if the UE routes traffic according to a provisioned URSP rule 
5.	The PCF determines the potential URSP rule and the corresponding Traffic Descriptor of the URSP rule that triggered the UE to request establishment of a PDU session to a specific S-NSSAI/DNN
5a.	The PCF obtains the URSP rule by interfacing with the UDR to obtain the policy sections of URSP rules provisioned to the UE. The PCF may include the PSI identifier or URSP rule id if included by the UE in step 2.
5b.	The UDR provides the policy sections of the URSP rule
6.	The PCF makes policy decisions according to UE subscription
7.	The PCF provides PDU session related information rules and PCC rules in an Npcf_SMPolicyCreate_Response. The PCF also includes rules to the SMF to report non-matching traffic (i.e. traffic different to the allowed traffic) via the S-NSSAI, DNN. The PCF includes the Allowed Traffic that can be routed via the PDU session 
NOTE:	The PCF may provide rule at a later stage by invoking an Npcf_SMPolicyModication request.
8.	SMF based on the PCC rules installs N4 rules at the UPF. SMF includes rules to the UPF to report non-matching traffic via the S-NSSAI, DNN and includes also the allowed traffic 
9.	When the UPF detects  non-matching traffic the UPF reports the traffic to the SMF. The UPF includes the service data flow information of the non-matching traffic detected.
10.	The SMF reports the detected information to the PCF
11.	The PCF determines if the traffic reported should be sent via a different S-NSSAI or whether traffic should be blocked. The PCF may install rules to the SMF to block such traffic or determine new URSP rules to route traffic via a different S-NSSAI
12.	The PCF provides updated URSP rules to the UE using the UE Configuration Update for transparent policy delivery.

[bookmark: _Toc97269613]6.X.3	Impacts on services, entities and interfaces
Editor's note: This clause captures impacts on existing 3GPP nodes and functional elements.
-	UPF report SDFs that do not match to allowed traffic 

******************************** End of change *******************************
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