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Abstract: This contribution proposes a solution for Key Issue #2 on URSP compliance verification.
1. Background
Technical issues for addressing “WT#4: whether and how the network can be made aware when the UE enforces URSP rule for a traffic and investigate whether and what actions the 5G network can perform” have been agreed as follows:
-
Whether and how the 5GC can be made aware whether or when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC.

-
Whether there are any actions the 5GS can take after 5GC is aware whether the UE enforces a URSP rule for specific application traffic or not. If any, what action 5GC should take?

NOTE:
User privacy needs to be considered when defining solution (e.g. 5GC will know if a user started/stopped "any" application).

2. Proposal
It is proposed to add following a solution for Key Issue #2 to 3GPP TR 23.700-85.
* * * Start of changes (all new text) * * * *

6.X
Solution #X (KI#1): URSP Compliance Verification
6.X.1
Description
This solution addresses the following technical issues of the KI#1:

-
Whether and how the 5GC can be made aware whether or when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC.

-
Whether there are any actions the 5GS can take after 5GC is aware whether the UE enforces a URSP rule for specific application traffic or not. If any, what action 5GC should take?

In the current 5GC, there is no way to check whether the application traffic from the UE is compliant with the URSP. 

The URSP is composed of Traffic Descriptor and Route Selection Component. The UE can associate application with the existing PDU Session or request a new PDU Session if no PDU Session matches the URSP rules when the application is detected. In this solution, we focus on the case when the UE requests a new PDU Session and discuss how the 5GC can know whether the requested PDU Session is compliant with the URSP.

In order to check whether the PDU Session Establishment request is compliant with URSP rule, the 5GC needs to identify the request is caused by which URSP rule. The PDU Session Establishment request can include RSC of the URSP rules, however, there is no information which URSP rule (i.e. Traffic Descriptor) matches. 

Therefore, we introduce an identifier for the URSP Rule so that the PCF can identify which URSP rule causes the request of the PDU Session. If the UE includes the matched URSP Rule Identifier in the PDU Session Establishment request, the 5GC can be aware of the association between the URSP rules and the PDU Session so that 5GC can verify whether the UE is compliant with the URSP rules.

1. When constructing a URSP rule, URSP Rule Identifier (URID) is added to identify the URSP rule.

2. UE reports the URSP Rule Identifier associated with URSP rules causing a new PDU Session Establishment request by including the URID in the same request based on the PCF demand. 

When the SMF is reported for the associated URID, it should be reported to the PCF responsible for the URSP (i.e. UE-PCF). Since the multiple SM-PCFs can be used for one UE, we assume UE-PCF and SM-PCF may not be the same and the UE-PCF is responsible for URSP compliance verification.

Since SMF may not have a direct interface to the UE-PCF, we use the reporting path from the SMF to the UE-PCF via SM-PCF in order for the SMF to report the URID and its received PDU Session Parameters (PSP).
If the 5GC identifies that the UE is not compliant to the URSP rule, the 5GC does not allow the UE to establish a new PDU Session based on its policy. 

The abstract of this solution is depicted in the Figure 6.X.1-1.
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Figure 6.X.1-1. Authorization of URSP verified PDU Session using the UE reported URSP rule identifier

The UE-PCF is responsible for URSP compliance verification. The UE-PCF sends URSP Authorization Request Indication (UARI) to the AMF when the UE Policy Association is established or notified with the update. 
If AMF receives UARI and PCF binding info, it stores the information and sends them to the SMF during the PDU Session Establishment procedure. 
NOTE: This solution uses the existing feature that the AMF stores the PCF ID so that the SM-PCF can use it to contact the UE-PCF.
When the SMF establishes the SM Policy Association, the SMF forwards the UARI and Received PDU Session Parameters (R-PSPs) to the SM-PCF. If the SM-PCF receives the UARI request, it performs the URSP Authorization procedure with UE-PCF with the R-PSPs received from the SMF through SM-PCF and URID received from the UE.
The UE-PCF can request the UE to assist the URSP compliance by sending URSP Compliance Request (UCR) together with URSP rules with the UE Policy Container. The UCR indicates the UE to report the URSP Rule Identifier (URID) associated URSP rule that causes the establishment of the PDU Session. If the UE receives the UCR, the UE includes the URID in the PDU Session Establishment request when initiating a PDU Session caused by the URSP rule. 

When the SMF is requested for UARI and receives the PDU Session Establishment Request, the SMF requests the authorization of the PDU Session from the UE-PCF through SM-PCF. The UE-PCF checks the R-PSP requested by the UE and the URID to verify whether the PDU Session Establishment request is compliant with the URSP rule.

6.X.2
Procedures
6.X.2.1
Provisioning of URSP Compliance Verification in Registration procedure

This procedure describes the provisioning of URSP Compliance Verification procedure during the UE registration procedure. With this procedure, the UE-PCF performs the following

1) UE-PCF indicates the UE to report the URSP Rule Identifier associated with URSP rules causing a new PDU Session Establishment request by including the URID in the same request. 
2) UE-PCF provides PDU Session Parameter Reporting (PSPR) or URSP Authorization Request Indication (UARI) with PCF binding information to the AMF so that the AMF sends them to the SMF during the PDU Session Establishment procedure.
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Figure 6.X.2-1: Provisioning of URSP Compliance Verification during Registration procedure

Step 1. The UE, that is compliant with URSP and supports the reporting URSP identifier, sends URSP Compliance Capability Indicator (UCCI) within the UE Policy Container during the registration procedure.  

Step 2. The UE-PCF determines whether to perform the URSP compliance verification procedure (e.g. URSP compliant PDU Session Authorization or PDU Session Parameter Reporting).

Step 3. The UE-PCF sends PSPR (PDU Session Parameter Reporting Request) or URSP Authorization Required Indication (UARI) to the AMF. The AMF records the PCF binding info (PCF ID)

Step 4-5. The UE-PCF provides the URSP Compliance Reporting (UCR) and the URSP rules in UE Policy Container. When the UE-PCF constructing a URSP rule, URSP Rule Identifier (URID) is added to identify the URSP rule. The UE-PCF provides the URSP rules within which each URSP rule is identified by the URSP identifier.

Step 5. When the UE receives the UE Policy Container, the UE stores the URSP rules with URID and UCR.

Step 6. The UE sends the acknowledgement of UCR with the URID that the UE is compliant with them.

Step 7. The UE-PCF receives the UCR acknowledgement.

6.X.2.2
URSP Compliance Verification in PDU Session Establishment procedure

This procedure describes the URSP Compliance Verification during the PDU Session Establishment procedure

1) Authorization of URSP compliant PDU Session Establishment with (or without) UE reporting URSP rule identifier. (UARI)

2) Reporting of PDU Session Parameters with (or without UE) UE reporting URSP rule identifier (PSPR)
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Figure 6.X.2.2-1. URSP Compliance Verification during PDU Session Establishment

Step 1. After the UE evaluates URSP rules, the UE detects an application that matches the URSP rule and determines to establishment a new PDU Session based on the URSP. If the UE receives the URSP Compliance Request (UCR) in the provisioning of URSP compliance verification during registration procedure (see the step 5 of Figure 6.X.2.1), the UE sends the PDU Session Establishment request including the URSP Rule Identifier (URID) associated with URSP rule causing the establishment of this PDU session.
Editor's note: User consent is needed for URID reporting and the detailed descriptions and procedures of user consent is FFS.
Step 2. The AMF forwards the PDU Session Establishment to the SMF. If the PSPR or UARI is requested from the UE-PCF, the AMF forwards the request to the SMF together with PCF binding info.

Step 3. UARI mode: The SMF sends Requested PDU Session Parameters (R-PSPs)
Editor’s Note: it is FFS whether the PDU Session Parameters included in the existing SM Policy Association is enough for the UE-PCF to verify the RSD. For example, the DNN, S-NSSAI are already included, but SSC mode is not included.
Step 4. If the UE-PCF has requested UARI (as in the step x of Figure 6.X.2.1), the SM-PCF sends the URSP Compliance Authorization Request to the UE-PCF.

Step 5. The UE-PCF verify whether the UE is compliant with the URSP rules by checking the requested PDU Session parameters with the URSP rules (RSDs) and authorises the UE requested PDU Session. The UE-PCF is able to reject the PDU Session if the UE-PCF determines that the request is not compliant with URSP rules.
Step 5. Once the UE-PCF authorises the URSP compliance, the UE-PCF sends URSP Compliance Authorization Response including the URSP compliance result.

Step 6. If URSP compliance result is successful, the SM-PCF sends the authorized policy information to the SMF. The SMF forwards the URSP compliance result.

Step 7. If the SMF is requested with UARI and the URSP Compliance Authorization Result is not successful, the SMF reject the PDU Session Establishment.

Step 8. The AMF forwards the PDU Session Establishment Accept/Reject to the UE

Step 9. The AMF updates the SM context.

Step 10. After the successful establishment of the PDU Session, if the SMF is indicated with the PSPR, the SMF reports the A-PSPs to the SM-PCF. 
NOTE: The UE-PCF can stores the established PDU Session Parameters and later it can use them to verify whether the UE is compliant with selecting the PDU Session for the corresponding application or application traffic by using application detection feature.
Step 11. If the SM-PCF is requested with PSPR to the UE-PCF, the SM-PCF notifies the UE-PCF of the PDU Session Status, PDU Session ID and URID, A-PSP. The UE-PCF records A-PSP, PDU Session ID associated with the URSP Rule Identifier for verification of the URSP compliance.
6.X.3
Impacts on services, entities and interfaces
UE: 
· The UE should understand the URSP Rule Identifier referring URSP Rules and be able to identify the URSP rule when initiating a PDU Session.
· The UE should be able to report the URSP Rule Identifier in the PDU Session Establishment Request.
· The UE should be able to report the complied URSP Rule Identifiers back to the UE-PCF
NOTE: Due to UE design philosophy, some of UE implementation may not support some of Traffic Descriptors in the URSP Rule. For those URSP rules, the UE may reply to the UE-PCF with sending the compiled URSP Rule Identifiers with UE policy delivery result.
AMF:
· The AMF should be able to receive the request (i.e. either URSP Compliance Authorization or PDU Session Parameter Reporting) and its related parameters from the UE-PCF during UE Policy Association procedure.
· When receiving PDU Session Establishment request from the UE, the AMF should forward the request from the UE-PCF to the SMF.
SMF:

· For URSP Compliance Authorization, the SMF should authorize the UE requested PDU Session based on the response from the SM-PCF after the UE-PCF authorizes the request via SM-PCF.
· For PDU Session Parameter Reporting, the SMF should report the requested and accepted PDU Session Parameters to the SM-PCF so that SM-PCF can report those to the UE-PCF.
SM-PCF:
· For USSP Compliance Authorization, during the SM Policy Association procedure caused by the PDU Session Establishment, the SM-PCF performs the URSP compliance authorization with UE-PCF.
· For PDU Session Parameter Reporting, after the PDU Session Establishment procedure, the SM-PCF reports the UE requested and accepted PDU Session Parameters to the UE-PCF.
UE-PCF: 
· The UE-PCF is responsible for URSP compliance verification. The UE-PCF should be able to support 1) URSP Compliance Reporting 2) URSP Compliance Authorization 3) PDU Session Parameter Reporting. 
· For URSP Compliance Reporting (UCR request) to the UE, the UE-PCF generates the URSP rules with URSP Rule Identifier and request the UE to report the URSP Rule Identifier.
· For URSP Compliance Authorization (UARI), the UE-PCF should be able to authorize the UE-requested PDU Session by checking whether the PDU Session Parameters of the request is compliant to the RSD’s of URSP rules. 
· For PDU Session Parameter Reporting (PSPR), the UE-PCF should be able to request the SMF to report the PDU Session Parameters of the request. 
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