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1. Introduction

This contribution proposes an approach for how to perform lawful interception in a split SGSN architecture, i.e. when there is an SGSN server and a PS-MGW. The proposal discusses how the LI is performed when GTP-C is used in the Mp interface.

2. Discussion

Details are omitted from the sequences shown in this chapter to focus on the issue of the decomposition. 

The existing PS protocols will remain unchanged if implementing the decomposition as suggested in this contribution. 

The GTP-C protocol is proposed for the Mp interface between the SGSN server and the PS-MGW, and this protocol will require some extensions. The extensions to two messages of the protocol are very small and in line with the original purpose of GTP-C.

No new protocol messages types need to be introduced when GTP-C is used in the Mp interface.

2.1.1 Lawful Interception of Content of Communications 

To enable the PS-MGW to intercept Content of Communication (CC), or in other words user plane packets, and forward these to Delivery Function 3 (DF3), the SGSN server must order the PS-MGW to set up a connection towards DF3 for every applicable PDP Context. The SGSN server must give the PS-MGW the parameters that are necessary to set up these connections, and the parameters that the PS-MGW must insert into the intercepted packets.

In the current lawful interception specification (3GPP TS 33.107) it is an option to have the DF3 co-located with the SGSN. When the SGSN is split into an SGSN server and a PS-MGW, the DF3 should not be co-located with the PS-MGW. If this was an option, extra functionality would be required at the Administration Function (ADMF) and at the SGSN server in order to know which of the PS-MGWs have a co-located DF3 and which PS-MGWs are stand alone.

In case security is required at the interface between the PS-MGW and the SGSN server, this should be provided on transport level for all communications.

For lawful interception, the Administration Function (ADMF) shall communicate with the SGSN Server. To enable the PS-MGW to intercept user packets (i.e. Content of Communication, CC), the SGSN Server must send a request to the PS-MGW for every PDP context in question. In the request, the SGSN Server sends the required parameters, containing e.g. needed triggering data, as conditional IEs of the GTP-C to the PS-MGW. The parameters are sent conditionally, i.e. when the PDP context is related to an observed target. Based on the parameters, the PS-MGW knows, e.g., which user packets are due to interception, and to which Delivery Function 3 (DF3) the PS-MGW should send the intercepted packets.

The following figure presents lawful interception initiation with GTP-C.
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Figure: Lawful Interception of CC

1. The SGSN Server requests lawful interception initiation from the PS-MGW. The SGSN Server adds the parameters required for lawful interception to the Create PDP Context Request message or to the Update PDP Context Request message. The PS-MGW acknowledges by sending the Create PDP Context Response or the Update PDP Context Response message respectively.

2. The PS-MGW receives an uplink user packet for the PDP context due to interception. The PS-MGW sends the uplink user packet to the GGSN. For lawful interception, the PS-MGW sends the intercepted packet to the DF3.

3. The PS-MGW receives a downlink user packet for the PDP context due to interception. The PS-MGW sends the downlink user packet to the RNC. For lawful interception, the PS-MGW sends the intercepted packet to the DF3.

2.1.2 Lawful Interception of Intercept Related Information

The IRI (Intercept Related Information) signalling is handled by the SGSN server.

3. Proposal

It is proposed to include sections 2.1.1 and 2.1.2 in chapter 6.4.5 “Lawful Interception (GTP-C option)” of TR 23.873, i.e. into alternative 1.

4. Conclusion

This paper proposes an approach for how to perform lawful interception in a simple way in a split SGSN architecture.
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