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Abstract of the contribution: This paper introduces a key issue to study the management of the PIN and its elements and the potential architectural enhancement.
Discussion
The main related stage 1 requirements are specified in TS 22.261 and assumed relevant requirements for the objective mentioned above are:

· The 5G system shall support mechanisms for a network operator or authorized 3rd party (e.g., a PIN User) to create, remove and manage a PIN, including:

-
Authorizing/deauthorizing PIN Elements;

-
Authorizing/deauthorizing PIN Elements with Management Capability;

-
Authorizing/deauthorizing PIN Elements with Gateway Capability;

-
Establishing duration of the PIN;

-
Configure PIN Elements to enable service discovery of other PIN Elements;

-
Authorize/deauthorise if a PIN Element can use a PIN Element with Gateway Capability to communicate with the 5GS;

-
Authorize/deauthorise for a PIN Element(s):

-
which other PIN Element it can communicate with, 

-
which applications/service or service in that PIN it can access,
-
which PIN Element it can use as a relay.

-
Authorize/deauthorise a UE to perform service discovery of PIN Elements over the 5G network;

-
Configure a PIN Element for external connectivity e.g.via 5G system;

NOTE1:
The authorization can include the consideration of the location and time validity of the PIN and its PIN elements.

· The 5G system shall support a mechanism to enable a UE that is not a PIN Element of the PIN or a non-3GPP device that is not a PIN element of the PIN to request to join the PIN.

· The 5G system shall support mechanisms for a network operator to configure the following policies in a PIN: 

-
Configure the connectivity type (e.g. licensed, unlicensed PIN direct connection) a PIN Element can use.

· 5G system shall be able to support mechanism to provide life span information of the PIN to the authorized 3rd party or the PIN elements when the PIN is created for limited time span.
· The 5G system shall support mechanisms to provision a PIN Element to use either licensed (under control of a MNO) or unlicensed spectrum (may be under the control of the MNO, or not) (e.g., when it has no connectivity to the 5G system).
According to the SP-211643, the study on Personal IoT Networks, following work tasks needs to be studied:
	· To study the potential architecture enhancements for supporting identifying PIN and the PIN Elements in the PIN.

· To study the potential architectural enhancements for supporting management of PIN, access of PIN via PIN Element with Gateway Capability (PEGC), and communication of PIN (e.g. PIN Element communicates with other PIN Elements directly or via 5GS or via PEGC and 5GS).

· To study how to identify PIN and the PIN Elements in the PIN at 5GC level to serve for authentication/authorization.

· To study the management of a PIN, e.g., create PIN, authorizing/de-authorizing PIN Elements, authorizing/de-authorizing PIN Elements with Management Capability (PEMC), authorizing/de-authorizing PIN Elements with Gateway Capability (PEGC), establishing duration of the PIN, etc.


It is obvious that user needs to add or remove a PEGC into/from a PIN, and associate a PIN Element with some PEGCs, the PIN information management by 5GC needs to be studied, which can be used for, e.g., authorization, access control, etc.

A user may not expect that the smart phone is used as a PIN gateway, e.g., during gaming, etc., the 5GC needs to be able to support deactivate the PIN service and activated it again if commanded.

Proposal

It is proposed to add a key issue of support for management of the PIN and its elements in FS_PIN TR.
*** Start of changes ***
5.X
Key Issue #X: Management of PIN and PIN Elements
5.X.1

Description
This key issue intends to support the management of the PIN, including the management of different types of PIN Elements and the configuration of the PIN. Both the network operator and authorized 3rd party, i.e. PIN Element with Management Capability (PEMC) could create and configure the PIN and its elements. 
After a PIN has been created, PEMC can add a PEGC into the PIN, or remove a PEGC from the PIN, as well as add a PIN Element into the PIN and associate it to some PEGCs that have already been added into the PIN, or remove a PIN Element from the PIN. 
The Key Issue is to study the following aspects in the 5GS:
· How to support mechanisms for network operator or authorized 3rd party (e.g., a PEMC) for PIN management, e.g., create/modify/delete/activate/deactivate a PIN, etc.;

· How to support for the management of PIN Elements, including to add/remove the PIN Elements, as well as the association between PEGC and other PIN Elements.;
· How to support establishing and enforcing the validity duration and the time validity of a PIN (e.g. the PIN is valid for 30 minutes, the PIN is valid from 15:00 UTC to 23:00 UTC) and of the PIN Elements in a PIN (e.g. the PINE will be member of PIN for 1 hour, the PIN element will be member of PIN from 16:00 UTC to 17;: UTC)
*** End of changes ***
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