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1	Discussion
This key issue is proposed to address open issues based on WT#1.2 and WT#2.1:
· (WT#1.2) To study the potential architecture enhancements for supporting identifying PIN and the PIN Elements in the PIN.
· (WT#2.1) To study how to identify PIN and the PIN Elements in the PIN at 5GC level to serve for authentication/authorization. 
NOTE 2:	The PIN Element identification needs to consider the support of requirements defined in TS 22.101 clause 26a.
Based on the definition of PIN and PIN Element in TS22.261, the PIN Element can be a 3GPP device or non-3GPP device:
· Personal IoT Network: A configured and managed group of at least one UE PIN Element and one or more PIN Element that communicate with each other.
· PIN Element: UE or non-3GPP device that can communicate within a PIN.
The related service requirement for the PIN Element identification in TS22.101 clause 26a are:
· The 3GPP system shall support user authentication with User Identifiers from devices that connect via the internet; the 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the 3GPP subscription that has been linked with the User Identity.
· The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose User Identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access.
Personal Identifcation network are an extension of an IoT networks, wherein a group of elements generating lower user plane traffic are grouped together as PIN. With the advent of Personal Indentifcation Network, we need to address as to how these PIN will be formed and who/how will PIN elements be identified, Authorized and Authenticated. This pCR proposes key issues for PIN Identification and PIN element identification, authorization and authentication.
[bookmark: _Toc510607461]2	Proposal
It is proposed to update TR 23.700-93 as indicated below.
[bookmark: _Toc43708069][bookmark: _Toc43708143][bookmark: _Toc43708219][bookmark: _Toc44670845][bookmark: _Toc25934676][bookmark: _Toc26337056][bookmark: _Toc31114303][bookmark: _Toc31120326]* * * * Start of Change * * * *
5. Key issues
[bookmark: _Toc93348630]5.X	Key Issue #X: PIN Element Identification, Authorization and Authentication
Editor's note:	This clause provides a description of the key issue.
[bookmark: _Toc93348631]5.X.1	Description
In this key issue, we will study the identification of PIN elements in the PIN from the 5G core perspective and who/how to authorize and authenticate these PIN elements in the 5G core network. 
     To summarize, the following will be studied in this Key Issue:
· How does the PIN Element, e.g. non-3GPP device, connected via a gateway UE is linked to a 3GPP subscription and access the network and its services accordingly?
· What are the required information of the linked 3GPP subscription for the PIN Element, e.g. non-3GPP device, connected via a gateway UE?
· Whether and how to provision credentials to a PIN Element, e.g UE or gateway UE that provides 5G network connection to connected PIN Elements of a PIN?
· What are the Potential architecture enhancements for PIN Elements in the PIN?
· How to identify PIN Elements in the PIN at 5GC level to serve for authentication/authorization?

· Which is the procedure of Authorization and Authentication for the PIN elements connected via a gateway UE? 

* * * * Next Change * * * *
5.Y	Key Issue #Y: PIN Identification 
5.Y.1	Description: 
In this key issue, we will study the identification of the PIN from the 5G core perspective, the entity responsible to define the PIN and its gateway to communicate to the core network. 
To summarize, the following will be studied in this Key issue:
· How and who will define a PIN?

· How to identify the PIN?

· What are the architecture enhancements required to support identification of PIN?

* * * * End of Change * * * *
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