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Abstract of the contribution: This contribution proposes a new key issue for FS_eNA_Ph3 about data collection enhancement from the UE Application.
1. Discussion
This KI is related to WT # 3.1: “data collection and data storage enhancements”.
Issues description:
In R17 TS 23.288, the UE IP address is used to identify the user plane connection established between the UE application and the AF for data collection, while the AF receives the Naf_EventExposure_Subscribe from the NWDAF to request for the specific UE data collection by using SUPI (for AF in trusted domain) or external UE ID (i.e. GPSI) (for AF in untrusted domain). AF is required to correlate the UE IP address to the SUPI or to GPSI.
There are two possible mechanisms for correlating UE IP and UE ID, as defined in clause 6.2.8.2.4, TS 23.288:

- Mapping by AF (untrusted or trusted) itself: When receiving SUPI (for AF in trusted domain) or external UE ID (i.e. GPSI) from the NWDAF to request for the specific UE data collection, the AF finds the PDU session(s) serving the SUPI/GPSI, DNN, S-NSSAI from UDM and the allocated IPv4 address or IPv6 prefix or both from SMF, which is described in clause 6.2.8.2.4.2 and clause 6.2.8.2.4.3;
- Mapping by NWDAF: Before requesting AF (untrusted or trusted) for the specific UE data collection, the NWDAF finds the PDU session(s) serving the SUPI, DNN, S-NSSAI from UDM and the allocated IPv4 address or IPv6 prefix or both from SMF, then NWDAF asks AF for UE data collection by setting the allocated IPv4 address or IPv6 prefix as the target of event reporting, see clause 6.2.8.2.4.4 for details.
Since there may be multiple DNN and S-NSSAI combinations access to the DCAF and multiple related PDU sessions for a specific UE, then multiple IPv4 address/IPv6 prefix (some of them are not related to the data collection PDU session) for the UE may be obtained by the AF. For this reason, both of the above methods may face the security risk of exposing the extra IP address unnecessarily to the AF (especially untrusted AF). This issue has been discussed in R17 and a LS in from SA3 S3-21xxxx has confirmed that this may lead to risk of network topology exposure.
To solve this problem, in R17 a strong restriction was defined that a specific S-NSSAI/DNN is configured for the Data Collection AF and only one PDU Session is allowed to be established to the Data Collection AF.
//extracted from TS 23.288 clause 6.2.8.2.4.1:
For all procedures defined in this clause 6.2.8.2.4.3, a specific combination of S-NSSAI/DNN shall be corresponding to a single PDU session for a UE to access the AF (either in trusted domain or untrusted domain).
NOTE:
Based on implementation, for the UE to access the Data Collection AF, only a single PDU Session is allowed to be established to the Data Collection AF, by configuring a specific S-NSSAI/DNN for the Data Collection AF only.

 //
This is very limited for operators and it reduces the flexibility network deployment, especially the specific DNN is a kind of precious resource.
Observation:
1． To avoid extra UE IP exposure to the AF (especially untrusted AF) during UE data collection procedure, in R17 a specific S-NSSAI/DNN is configured for the Data Collection AF and only one PDU Session is allowed to be established to the Data Collection AF.

2． This strong restriction is very limited for operators and reduce the flexibility network deployment, so that a new mechanism should be studied to resolving UE IP extra exposing issue without the above limitation.
Proposal: Add a KI in the new TR for the FS_eNA_Ph3 to study how to data collection enhancement from the UE Application, including:
· How to avoid UE extra IP address exposure to the AF, if there is no specific S-NSSAI/DNN configured for DCAF and multiple PDU sessions are allowed to be established to the Data Collection AF.
2. Proposal
It is proposed to agree the following key issue into TR 23.700-81.
* * * First change * * * *

5.2
Key Issues

5.X
Key Issue #X: Study on data collection enhancement from the UE Application 

5.x.1
General Description
   This KI is related to WT#3.1: data collection and data storage enhancements.
In R17 TS 23.288, the UE IP address is used to identify the user plane connection established between the UE application and the AF for data collection, while the AF receives the Naf_EventExposure_Subscribe from the NWDAF to request for the specific UE data collection by using SUPI (for AF in trusted domain) or external UE ID (i.e. GPSI) (for AF in untrusted domain). AF is required to correlate the UE IP address to the SUPI or to GPSI. Two potential methods have been defined for correlating UE IP and UE ID, see the clause 6.2.8.2.4, TS 23.288 for details. 

In both of the R17 methods, to avoid extra UE IP exposure to the AF (especially untrusted AF), a specific S-NSSAI/DNN is configured for the Data Collection AF and only one PDU Session is allowed to be established to the Data Collection AF.
This strong restriction is very limited for operators and reduce the flexibility network deployment, so that a new mechanism should be studied to resolving UE IP extra exposing issue without the above limitation.

The proposal as per this Key Issue is to study how to data collection enhancement from the UE Application, including:

· How to avoid UE extra IP address exposure to the AF, if there is no specific S-NSSAI/DNN configured for DCAF and multiple PDU sessions are allowed to be established to the Data Collection AF.

* * * End of change * * * *
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