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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc91142050]5.2.6	Void UAV Flight Authorization
* * * * Second change * * * *
5.2.9	Revocation of C2 authorizationConnectivity


Figure 5.2.7.1-1: Procedure for C2 revocation by USS
This procedure is used for C2 authorization revocation or only UAV flight authorization revocation.
1.	The USS sends Naf_Authentication_Notification to UAS NF for C2 authorization revocation. The USS includes GPSI, CAA-Level UAV ID, cause of revocation (C2 authorization revocation or only UAV flight authorization revocation), PDU Session IP address.
2.	Based on the cause of revocation, the UAS NF send Nnef_Authentication_Notification to notify the SMF that the C2 authorization, or UAV flight authorization is revoked, the SMF shall respond to the UAS NF.
3.	The UAS NF responds back to the USS indicating that C2 revocation request has been successfully initiated.
4.	If UE is in CM_Idle state, the SMF initiates the Network Triggered Service Request procedures as described in clause 4.2.3.3 of TS 23.502 [3].
5.	If the cause of revocation is ‘C2 authorization revocation’ and there is a separated PDU session for C2, the SMF starts network initiated PDU session release process as described in clause 4.3.4 of TS 23.502 [3] to release the associated PDU session. 
If the cause of revocation is ‘UAV flight authorization revocation’, SMF delivers the cause of revocation to UE by initiating PDU session modification process as describe in clause 4.3.3 of TS 23.502 [3], including the cause of revocation in the N1_SM_Container.
* * * * Third change * * * *
[bookmark: _Toc91142035]5.2.4.3	USS initiated UAV Re-authorization procedure in 5GS


Figure 5.2.4.3-1: UAV Re-authorization procedure in 5GS
UAS NF stores the UE UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments.
1.	The USS sends a Naf_Authentication_Notification request to UAS NF for re-authorization of the UAV. The USS includes GPSI, CAA-Level UAV ID, an authorization message to be transparently delivered to the UAV. The CAA-Level UAV ID may be a new CAA-Level UAV ID. The authorization message may e.g. include a UUAA Authorization Payload, a C2 Authorization Result, C2 authorization payload including the IP address of the UAV-C for UAV-C replacement, and/or (C2) Security Information.
2.	Based on the received GPSI the UAS NF retrieves the correspondingly stored UUAA context which includes information on whether a UUAA-MM or a UUAA-SM has been performed and in case of UUAA-SM the identity of the SMF and the IP address of the PDU session that is serving the UUAA.
3a	If UUAA-MM was performed, the UAS-NF/NEF retrieves the AMF ID that serves the UE from the UDM based on the GPSI. and then sends a Nnef_Authentication_Notification request including the CAA-Level UAV ID and the authorization message to the serving AMF.
3b	If UUAA-SM was performed, the UAS-NF/NEF sends a Nnef_Authentication_Notification request to the SMF serving the UE which includes the corresponding PDU session identity, CAA-Level UAV ID and the authorization message.
4.	The UAS NF responds back to the USS indicating that re-authorization request has been successfully initiated.
5a.	In the case of UUAA-MM:
	If the UE is in CM_Idle state, the AMF initiates the Network Triggered Service Request procedures as described in clause 4.2.3.3 of TS 23.502 [3].
	The AMF delivers the CAA-Level UAV ID and the authorization message to the UE using NAS MM Transport.
5b	In the case of UUAA-SM:
	The SMF identifies, based on the received information, the PDU Session that is serving the UUAA-SM and invokes the Network Requested PDU Session Modification procedure (figure 4.3.3.2-1 of TS 23.502 [3] triggering event SMF Requested modification) by sending Namf_Communication_N1N2MessageTransfer, including the CAA-Level UAV ID and the authorization message in the N1_SM_Container (step 3b in figure 4.3.3.2-1 of TS 23.502 [3]).
	The Network Triggered service request procedure is invoked by AMF to forward the CAA-Level UAV ID and the authorization message included in the N1_SM_container to the UE (from step 3a in figure 4.2.3.3-1 of TS 23.502 [3]).
6.	The UE receives the CAA-Level UAV ID and the authorization message (which may e.g. include a UUAA Authorization Payload, a C2 Authorization Result and/or (C2) Security Information) and act on it accordingly (outside the scope of 3GPP).
* * * * Fourth change * * * *
[bookmark: _Toc91142001]4.4.1.1.2.3	Nnef_Authentication_Notification service operation
Service operation name: Nnef_Authentication_Notification
Description: Re-authenticate, update authorization data or revoke the UUAA authorization of a UAV.
NOTE:	This notification corresponds to an implicit subscription by Nnef_Authentication_AuthenticateAuthorize service operation.
Input, Required: Authentication Session Correlation Id, Service Level Device Identity, 3GPP UAV ID, Notify reason (revoke, re-authentication, or authorization data update).
Input, Conditional Required: Cause of revocation (if the notify reason is revoke) including UUAA revocation, C2 authorization revocation, or UAV flight authorization revocation, Authorization Data container (if the Notify reason is authorization data update), C2 authorization payload including the IP address of the UAV-C for UAV-C replacement.
Input, Optional: None.
Output, Required: Acknowledge indication.
Output, Optional: None.
* * * * Fifth change * * * *
[bookmark: _Toc91142007]4.4.1.2.2.3	Naf_Authentication_Notification service operation
Service operation name: Naf_Authentication_Notification
Description: Re-authenticate, update authorization data or revoke the UUAA authorization of a UAV.
NOTE:	This notification corresponds to an implicit subscription by Naf_Authentication_AuthenticateAuthorize service operation.
Input, Required: Authentication Session Correlation Id, Service Level Device Identity, GPSI, Notify reason (revoke, re-authentication, or authorization data update).
Input, Conditional Required: Cause of revocation (if the Notify reason is revoke) including UUAA revocation, C2 authorization revocation, or UAV flight authorization revocation, Authorization Data container (if the Notify reason is authorization data update), C2 authorization payload including the IP address of the UAV-C for UAV-C replacement.
Input, Optional: PDU Session IP address.
Output, Required: Acknowledge indication.
Output, Optional: None.
* * * * End of changes * * * *
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