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The USS UAV Authorization/Authentication (UUAA) is triggered by the SMF during the PDU Session Establishment, specified in TS 23.502 [3], clause 4.3.2.2 and additionally based on the SM subscription data obtained from UDM, and the Service Level Device Identity provided by the UE in the PDU Session establishment request.


Figure 5.2.3.2 -1: UUAA during PDU Session Establishment
The procedure assumes that the UE/UAV has already registered on the AMF.
0.	Steps 1 - 5 as in TS 23.502 [3] figure 4.3.2.2.1-1.
	The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA Authentication/Authorization of the PDU session establishment request based on the provided DNN/S-NSSAI.
	The UAV includes the Service Level Device Identity (e.g. the CAA-Level UAV ID of the UVA) and may include the Authentication Server Address (i.e. the USS address) and optionally Authentication Data (i.e. the UUAA Aviation Payload) in the PDU Session Establishment request.
	The SMF identifies the UAS NF/NEF based on local configuration or by NF discovery procedure using DNN/S-NSSAI and/or UE provided identity e.g. USS address.
1.	The SMF invokes Nnef_Authentication_AuthenticateAuthorize service operation, including the Service Level Device Identity (that contains the CAA-Level UAV ID of the UAV), DNN, S-NSSAI, and may include the Authentication Server Address (i.e. the USS address) and the UUAA Aviation Payload if it was provided by the UE, GPSI, optionally UAV location, PEI if available, and the UE IP Address if available. The UAV location is the User Location Information provided by the AMF (e.g. Cell ID). The UAS NF/NEF selects a USS based on either the Service Level Device Identity (i.e. CAA-Level UAV ID of the UAV) or the Authentication Server address (i.e. USS address) as described in clause 4.4.2.
	If a UUAA has been performed at Registration, there is no need for the USS to perform UUAA at PDU Session establishment and steps 1 to 5 is not performed.
	SMF also provides a Notification Endpoint to the UAS NF/NEF, so that UAS NF/NEF can include this Notification Endpoint together with UUAA updated parameters, as shown in clause 5.2.4. By providing the Notification Endpoint, the SMF is implicitly subscribed to be notified of re-authentication, update authorization data or revocation of UAV from UAS NF/NEF, if the UUAA result is successful in step 4.
2.	From UAS NF/NEF to USS: Naf_Authentication_AuthenticateAuthorize service operation forwarding the authentication request received information from the SMF. UAS NF may translate the Cell ID received as part of UAV location in the Nnef_Authentication_AuthenticateAuthorize request at step 1 into a corresponding geographic area and/or may further obtain the UE location information using Location Service Procedures as defined in TS 23.273 [8] and include them in the Naf_Authentication_AuthenticateAuthorize message towards the USS e.g. to support geo-caging functionality.
	UAS NF/NEF also provides a Notification Endpoint to the USS, so that USS can include this Notification Endpoint together with UUAA updated parameters, as shown in clause 5.2.4. By providing the Notification Endpoint, the UAS NF/NEF is implicitly subscribed to be notified of re-authentication, update authorization data or revocation of UAV from USS, if the UUAA result is successful in step 4.
3.	[Conditional] Multiple round-trip messages as required by the authentication method used by USS. Naf_Authentication_AuthenticateAuthorize response messages from USS shall include GPSI and shall include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The authentication message in step3e may contain UUAA Aviation Payload required by the USS if it was not provided by the UE before.
4.	From USS to UAS NF/NEF: Naf_Authentication_AuthenticateAuthorize response.
	The USS sends Naf_Authentication_AuthenticateAuthorize response to the UAS NF/NEF with the Authentication/Authorization result containing the UUAA result for the UAS NF and indication whether the UAS service related network resource can be released in the case of UUAA failure for re-authentication or re-authorization, optionally a Service Level Device Identity containing the authorized/new CAA-Level UAV ID in a container transparent to the UAS NF, requested policy information, the UUAA Authorization Payload. The requested policy information from USS may contain a DN Authorization Profile Index and/or a DN authorized Session AMBR.
NOTE 1:	The USS stores a mapping between CAA-Level UAV ID and the External Identifier (i.e. GPSI as defined in clause 4.5.3). The External Identifier (GPSI) and/or UAV IP Address can be used at a later point by the USS for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration, requesting dedicated policies for e.g. C2, etc.
	The Naf_Authentication_AuthenticateAuthorize response also provides an Authentication Session Correlation Id to the UAS NF/NEF, so that USS can use it to further communicate with the UAS NF/NEF (e.g. to revoke authorization), as shown in clause 5.2.4.
5.	The UAS NF/NEF confirms the successful Authentication/Authorization of the PDU Session. The UAS NF/NEF stores the UUAA result together with the GPSI. UAS NF/NEF forwards the Authentication/Authorization result, a Service Level Device Identity containing the authorized/new CAA-Level UAV ID, if received from the USS, and the Authorization Data (i.e. the UUAA Authorization Payload), if received from the USS, to the SMF.
	The Nnef_Authentication_AuthenticateAuthorize response also provides an Authentication Session Correlation Id to the SMF, so that UAS NF/NEF can use it to further communicate with the SMF (e.g. to revoke authorization), as shown in clause 5.2.4.
6.	[Conditional] If the authentication/authorization is successful, the USS shall subscribe to the PDU Session Status Event as described in steps 1-5 in Figure 4.15.3.2.3-1 of TS 23.502 [3]. This step can be executed in parallel to step 4. The UAS NF/NEF shall use the DNN, S-NSSAI received from the SMF in step 1 to subscribe to the PDU Session Status Event notification.
7.	The PDU Session establishment continues with steps 7 to 21 in Figure 4.3.2.2.1-1 of TS 23.502 [3] and completes. In the step 7b in Figure 4.3.2.2.1-1of TS 23.502 [3], if the SMF receives the DN Authorization Profile Index from the UAS NF/NEF, it sends the DN Authorization Profile Index to retrieve the PDU Session related policy information (described in clause 6.4 of TS 23.503 [9]) and the PCC rule(s) (described in clause 6.3 of TS 23.503 [9]) from the PCF. If the SMF receives the DN authorized Session AMBR in from the UAS NF/NEF, it sends the DN authorized Session AMBR within the Session AMBR to the PCF to retrieve the authorized Session AMBR (described in clause 6.4 of TS 23.503 [9]).
	The SMF transfers the Authentication/Authorization result, the Service Level Device Identity containing the authorized/new CAA-Level UAV ID and the Authorization Data (i.e. the UUAA Authorization Payload) to the UAV as in steps 11, 12 and 13 in figure 4.3.2.2.1-1 of TS 23.502 [3].
	If the authentication/ authorization result is a failure, the SMF rejects the PDU session establishment with a proper cause value.
8.	[Conditional] If the USS in step 6 subscribed to the PDU Session Status Event the SMF will, as described in steps 6-7 in Figure 4.15.3.2.3-1 of TS 23.502 [3], detect when the PDU Session is established, and send the PDU Session Establishment event report to the UAS NF/NEF by means of Nsmf_EventExposure_Notify message, including GPSI and the UE IP Address. Then, the UAS-NF/NEF forwards the event message to the USS.
If UUAA-SM fails during a Re-authentication and Re-authorization and the USS has indicated that the network resources can be released, SMF may trigger PDU Session release for UAS services with a proper cause value.
NOTE 2:	When the UUAA-SM fails during a Re-authentication, and the USS has not indicated that the network resources can be released, the USS can initiate UUAA revocation as described in clause 5.2.7.
NOTE 3:	If C2 information reference is available from USS during the initial PDU Session Establishment procedure the SMF can interact with the PCF to set up a predefined PCC rule(s) profile for the C2 communication.
If UAV initiates subsequent PDU sessions, then SMF shall invoke UUAA-SM procedure but UASNF may skip the Authentication and Authorization after it finds the valid UUAA for the GPSI and steps 2 to 5 is not performed. 

* * * * end of changes * * * *
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