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>>>>BEGINNING OF CHANGES<<<<
5.30.2.9.2
Credentials Holder using AAA Server for primary authentication and authorization

The AUSF and the UDM in SNPN may support primary authentication and authorization of UEs using credentials from an AAA Server in a Credentials Holder (CH).

-
If the UDM decides that the primary authentication is performed by AAA Server in CH based on the UE's Home Network Identifier (realm part of the SUPI) and subscription data that may exist for this Home Network Identifier in UDM. The Home Network Identifier , which is derived by UDM from the SUCI received from AUSF.  The UDM then instructs the AUSF that primary authentication by a AAA server in a CH is required, the AUSF shall discover and select the NSSAAF, and then forward EAP messages to the NSSAAF. The NSSAAF selects AAA Server based on the domain name corresponds to the realm part of the SUPI, relays EAP messages between AUSF and AAA Server (or AAA proxy) and performs related protocol conversion. The AAA server acts as the EAP Server for the purpose of primary authentication.

NOTE:
The UDM in SNPN, based on SLA between Credentials Holder and SNPN, is pre-configured with information indicating whether the UE needs primary authentication from AAA server.

-
The SUPI is used to identify the UE during primary authentication and authorization towards the AAA server. SUPI privacy is achieved according to methods in clause I.5 of TS 33.501 [29].

-
The AMF discovers and selects the AUSF as described in clause 6.3.4 using the Home Network Identifier (realm part) and Routing Indicator present in the SUCI provided by a UE configured as described in clause 5.30.2.3.

-
The AMF and SMF shall retrieve the UE subscription data from UDM using SUPI.

Figure 5.30.2.9.2-1 depicts the 5G System architecture for SNPN with Credentials Holder using AAA Server for primary authentication and authorization.
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Figure 5.30.2.9.2-1: 5G System architecture with access to SNPN using credentials from Credentials Holder using AAA Server
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