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· Figure 5.30.2.10.2.2-1 shows the Architecture for UE Onboarding in ON-SNPN when the DCS includes AUSF/UDM used for primary authentication. This includes corresponding reference points between the AMF at the ON-SNPN and the AUSF and UDM at the DCS. 
However, Figure 4.2.2.2.4-1 of TS 23.502 shows the procedure for UE Registration with ON-SNPN where the interactions between the AMF in the ON-SNPN and the UDM in the DCS for AMF registration and subscription data retrieval with UDM are not required for this case (steps 13 to 20 as in normal registration case in Figure 4.2.2.2.2-1 are marked as “Not Applicable”). 

· Figure 5.30.2.10.2.2-2 shows the Architecture for UE Onboarding in ON-SNPN when the DCS includes a AAA server used for primary authentication. This includes the UDM at the ON-SNPN. 
However, according to 33.501 … 
When the DCS uses AAA Server for primary authentication, AUSF directly selects the NSSAAF as specified in 23.501 [2]. In this case, the UDM is not involved in the procedure defined in clause I.2.2.2.2, and the step 3 to step 5 shall be skipped. 
Interactions with UDM from the AMF and SMF are also not expected to take place as the UDM does not have any subscription record for the onboarding UE in this case.

NOTE: TS 23.502 is already aligned with 33.501 (i.e. no UDM interaction defined in this case) so no CR to TS 23.502 is required.

Figure  5.30.2.10.2.2-3 related to UDM usage is not discussed in this CR, but by a separated CR.

Reason 2
· The architecture figures includes a “vPCF” while a “PCF” should be included instead. The figure change in this CR is only related to onboarding architecture when DCS is involved (Figure 5.30.2.10.2.2-1 and  5.30.2.10.2.2-2). The figure update for onboarding architecture when DCS is not involved (Figure 5.30.2.10.2.2-3) is discussed in another separated CR.
· Editorial update of the NOTE 1-3 under the onboarding architecture figures.

Reason 3
· TS 23.501 does not specify a new SUPI type for onboarding SUPI. However, it does not specify either which of the existing SUPI types may be possible to be used for onboarding. 
This has created some confusion in stage 3 discussions where e.g., a related EN exists in TS 24.501: 
Editor's note (WI:eNPN, CR#3203):	Format of the onboarding SUPI is FFS.
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Change 1
· Remove reference point between AMF at ON-SNPN and UDM at DCS from the onboarding architecture for UE Onboarding in ON-SNPN when the DCS includes AUSF and UDM.

It is also clarified that the AMF at ON-SNPN does not interact with UDM at DCS during onboarding registration.

· Remove UDM from the onboarding architecture for UE Onboarding in ON-SNPN when the DCS includes a AAA server.

Change 2
· vPCF is replaced by PCF in figures for onboarding architecture when DCS is involved, and editorial change of NOTE1-3 under architecture figures.

Change 3
· Specify that the Onboarding SUPI can be of IMSI SUPI type or of NSI SUPI type.
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FIRST CHANGE
5.30.2.10.2.2	Architecture
Figures 5.30.2.10.2.2-1, and 5.30.2.10.2.2-2 and 5.30.2.10.2.2-3 depict the architecture for Onboarding of UEs in an ON-SNPN.




Figure 5.30.2.10.2.2-1: Architecture for UE Onboarding in ON-SNPN when the DCS includes an AUSF and a UDM




Figure 5.30.2.10.2.2-2: Architecture for UE Onboarding in ON-SNPN when the DCS includes a AAA server used for primary authentication


Figure 5.30.2.10.2.2-3: Architecture for UE Onboarding in ON-SNPN when the DCS is not involved during primary authentication
NOTE 1:	AUSF in the ON-SNPN interfaces with the DCS via NSSAAF as shown in Figure 5.30.2.10.2.2-2 owned by an entity that is internal or external to the ON-SNPN.
NOTE 2:	The functionality with respect to exchange information between PVS and SO-SNPN to provision SNPN credentials and other data from the SO-SNPN in the UE is out of 3GPP scope.
NOTE 3:	The dotted lines in Figure 5.30.2.10.2.2-1, Figure 5.30.2.10.2.2-2 and Figure 5.30.2.10.2.2-3 indicate that whether domains (e.g. DCS domain, PVS domain, and SO-SNPN) may not be are separated dependsing on the deployment scenario.
NOTE 4:	See TS 33.501 [29] for the functionality beyond AUSF, and other interfaces required for security.
Editor's note:	The use of UDM in Figure 5.30.2.10.2.2-3 is FFS and dependent on SA WG3.
Editor's note: Selection of DCS/AAA and placement of AAA in Figure 5.30.2.10.2.2-3 i.e. whether AAA is a DN-AAA or separate from the DN is FFS.
When the DCS is involved during mutual primary authentication during the Onboarding procedure (as in Figure 5.30.10.2.2-1 and Figure 5.30.10.2.2-2), the following apply:
-	When the DCS includes an AUSF and a UDM functionality, then the AMF selects AUSF and UDM in the DCS domain (as described in clause 5.30.2.10.2.6). The ON-SNPN and DCS domain are connected via N32 and SEPP which are not shown in the Figure 5.30.2.10.2.2-1.
-	When the DCS includes a AAA server functionality, then the AMF selects AUSF in the ON-SNPN (as described in clause 5.30.2.10.2.6). Based on local configuration tThe AUSF skips the UDM selection and directly performs primary authentication towards DCS with AAA server functionality. The AUSF uses an NSSAAF (and the NSSAAF may use a AAA-P which is not shown in the figure 5.30.2.10.2.2-2) to relay EAP messages towards the DCS including a AAA Server.
NOTE 5:	If a given DCS supports both AUSF/UDM functionality as depicted in Figure 5.30.2.10.2.2-1 and AAA server functionality as depicted in Figure 5.30.2.10.2.2-2, the DCS needs to use separate Home Network Identifier for DCS with AUSF/UDM and for DCS with AAA server functionality to ensure correct selection of NFs.
When the DCS is not involved during primary authentication (as in Figure 5.30.10.2.2-3), the following applies:
-	The AMF selects a local AUSF as described in clause 5.30.2.10.2.6 and performs primary authentication towards the local AUSF using Default UE credentials as described in TS 33.501 [29].
-	upon establishment of the restricted PDU Session the ON-SNPN may trigger secondary authentication procedure with the DCS using Default UE credentials as described in clause 11.1 of TS 33.501 [29].
NOTE 6:	If the secondary authentication fails, the SMF rejects the PDU Session for onboarding. Based on local policy the AMF can deregister the UE as described in clause 5.30.2.10.2.7.
NOTE 7:	The DCS and PVS can be owned by an administrative entity that can be different from either the ON-SNPN or SO-SNPN. The ownership of DCS and PVS is outside the scope of 3GPP.
NEXT CHANGE
5.30.2.10.2.6	Registration for UE onboarding
When the user or UE has selected an ON-SNPN according to clause 5.30.2.10.2.5, the UE establishes an RRC connection towards the NG-RAN node of the ON-SNPN. The UE provides an indication in RRC Connection Establishment that the RRC connection is for onboarding as defined in TS 38.331 [28]. This indication allows the NG-RAN node to select an appropriate AMF that supports the UE onboarding procedures. The UE indicates the ON-SNPN as the selected network, and the NG-RAN node shall indicate the selected PLMN ID and NID of the ON-SNPN to the AMF.
NOTE 1:	As the configuration information in the UE does not include any S-NSSAI and DNN used for onboarding, the UE does not include S-NSSAI and DNN in RRC when it registers for UE onboarding purposes to the ONN.
The UE shall initiate the NAS registration procedure by sending a NAS Registration Request message with the following characteristics:
-	The UE shall set the 5GS Registration Type to the value "SNPN Onboarding" indicating that the registration request is for onboarding.
-	The UE shall provide a SUCI derived from a SUPI as specified in TS 23.003 [19] and TS 33.501 [29]. The SUPI shall uniquely identify the UE and shall be derived from the Default UE credentials. The SUPI used for onboarding may contain an IMSI or a network-specific identifier. The ON-SNPN may determine the corresponding DCS identity or address/domain, based on the SUCI (i.e. based on the Home Network Identifier of the SUCI).
The UE does not include a Requested NSSAI in NAS signalling when it registers for UE onboarding purposes to the ONN.
The AMF supporting UE onboarding is configured with AMF Onboarding Configuration Data that includes e.g.:
-	S-NSSAI and DNN to be used for UE onboarding or a configured SMF for the S-NSSAI and DNN used for UE onboarding.
-	Information to use a local AUSF(s) within the ON-SNPN for onboarding of UEs with a SUCI for a DCS with AAA server or for onboarding of UEs in the case where the DCS is not involved during primary authentication.
When the AMF receives a NAS Registration Request with a 5GS Registration Type set to "SNPN Onboarding", the AMF:
-	starts an authentication procedure towards the AUSF, the authentication procedure is specified in TS 33.501 [29]. The AMF may be provided with PVS IP address(es) or PVS FQDN(s) from the DCS during authentication procedure. The AMF selects an appropriate AUSF as described in clause 6.3.4 based on the Home Network Identifier of the SUCI used during onboarding or based on local configuration in the AMF.
-	applies the AMF Onboarding Configuration Data e.g. used to restrict UE network usage to only onboarding for User Plane Remote Provisioning of UE as described in clause 5.30.2.10.4.3.
-	stores in the UE context in AMF an indication that the UE is registered for SNPN onboarding.
Upon successful authentication from AUSF, the AMF informs the UE about the result of the registration. If the UE is not successfully authenticated, the AMF shall reject the registration procedure for onboarding, and the UE may select a different ON-SNPN to attempt to register.
NOTE X:	The AMF does not interact with the UDM of the ON-SNPN or DCS (i.e., for registration or subscription management purposes) when it receives a NAS Registration Request with a 5GS Registration Type set to "SNPN Onboarding" (see clause 4.2.2.2.4 in 3GPP TS 23.502 [3]).
END CHANGE
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