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Abstract: this paper proposes a key issue on 5GC supports authorization in PIN. 
1. Introduction
According to the SP-211643, the study on Personal IoT Networks, the following work tasks needs to be studied:
	· To study the management of a PIN, e.g., create PIN, authorizing/de-authorizing PIN Elements, authorizing/de-authorizing PIN Elements with Management Capability (PEMC), authorizing/de-authorizing PIN Elements with Gateway Capability (PEGC), establishing duration of the PIN, etc.


The management and communication of PIN needs to be authorized, most of the authorization can be done over application layer, but the authorization needs to be enforced by 5GC, and 5GC also can support some basic authorization, e.g., whether a UE subscribed PIN feature, whether a UE supports to be a PEGC, etc. 
The main related stage 1 requirements are specified in TS 22.261 and assumed relevant requirements for the objective mentioned above are:
· [bookmark: _Hlk88001611]The 5G system shall support mechanisms for a network operator or authorized 3rd party (e.g., a PIN User) to create, remove and manage a PIN, including:
-	Authorizing/deauthorizing PIN Elements;
-	Authorizing/deauthorizing PIN Elements with Management Capability;
-	Authorizing/deauthorizing PIN Elements with Gateway Capability;
[bookmark: _GoBack]-	Configure PIN Elements to enable service discovery of other PIN Elements;
-	Authorize/deauthorise if a PIN Element can use a PIN Element with Gateway Capability to communicate with the 5GS;
-	Authorize/deauthorise for a PIN Element(s):
-	which other PIN Element it can communicate with, 
-	which applications/service or service in that PIN it can access,
-	which PIN Element it can use as a relay.
-	Authorize/deauthorise a UE to perform service discovery of PIN Elements over the 5G network;
-	Configure a PIN Element for external connectivity e.g.via 5G system;
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-88.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc22214903][bookmark: _Toc23254036][bookmark: _Toc92882279][bookmark: _Hlk91782779]5	Key Issues
5.X	Key Issue #X: Authorization for PIN
[bookmark: _Hlk21032560]5.X.1	Description 
The owner of a PIN may configure authorization information for the PIN, e.g., whether a PINE can communicate with other PINEs or with a specific data network, whether a UE is allowed to act as a PEMC and/or a PEGC, etc.
The following aspects will be studied:
-	How to support authorization in a PIN, including following aspects:

-	How to authorize/deauthorize a PIN element to access 5GS service.
-	How to authorize/de-authorize PIN Elements with Management Capability (PEMC) to manage the PIN.
-	How to authorize/de-authorize PIN Elements with Gateway Capability (PEGC) to provide connectivity to and from the 5G network for other PIN Elements that is not capable to access the 5G network, considering the case when 


there are multiple PEGC capable UEs present in a specific PIN
 


-	How to enforce the authorization result for a PIN.
* * * * End of changes * * * *
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