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Abstract of the contribution: This contribution proposes a new key issue for FS_eNA_Ph3.
1. Discussion
This contribution is related to WT # 2.1 i.e.
WT#2.1: Whether and how NWDAF can assist application detection 

NOTE: Solutions shall not cause degradation of UPF performance.
The HTTPS has been widely used for application layer transmission via 5GS. Also, with TLS 1.3 the Server Name Indication (SNI) is expected to be encrypted which presents additional challenge to identify/verify the traffic. 
A traditional way is to let 3rd party configure the PFDs (Packet Flow Description) to core network for application traffic detection, however an application may have hundreds of servers and the PFDs may not be updated in time when it is changed. Currently, based on some agreement from ASP and user, and also based on regulatory requirement, the DPI function may be used for application detection. However, due to many complicated factors in the 5G pipe (such as the change of application version, quite a number of applications are sharing the same 5GS pipe), the accuracy of DPI function may not be ideal sometimes. 

As the model training and inference has been realized in NWDAF, it is time to study whether and how the NWDAF can assist to identify the traffic specific to a certain application.

2. Proposal
It is proposed to agree the following key issue into TR 23.700-81
* * * First change (All text is new)* * * *

5
Key Issues

5.X
Key Issue #X: NWDAF-assisted application detection
This key issue proposes to study whether and how the NWDAF can assist the detection of the traffic generated by an application. This KI corresponds to WT#2.1: NWDAF assisted application detection.

The detection of traffic generated by an application can be performed using the application detection filters in the UPF/SMF and those application detection filters may include Packet Flow Description(s), i.e., PFD(s). Depending on service level agreements between the operator and the Application Service Provider (ASP), the ASP may provide PFD(s) for each application identifier maintained by the ASP. 

It will be studied whether and how the NWDAF can assist to identify the traffic specific to a certain application at the UPF.
The following issues shall be studied:

-
How to consider the consent of user and ASP (i.e. no privacy and regulatory issue) for performing and exposing the analytics for application detection?

-
Whether and how the NWDAF can assist the application detection, considering the following aspects:
-
Study use cases where the NWDAF can assist the application detection, for instance how to detect the application traffic if the ASP provides initial PFD information but does not update it in time or does not update it anymore, or if the ASP does not provide any PFD information.

-
If NWDAF provides analytics to assist the application detection performed at the UPF. What is the potential consumer of these analytics (e.g. NEF/PFDF) and how does that consumer use these analytics?
--
Whether new input data needs to be collected by NWDAF to assist the application detection performed at the UPF?
-
Whether existing or new Analytics ID(s) are needed to be provided by NWDAF to assist the application detection performed at the UPF?
Solutions for this key issue shall not cause degradation of UPF performance.
NOTE:
Coordination with FS_ UPEAS / Study on UPF enhancement for Exposure and SBA may be needed.
* * * End of change * * * *
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