	
[bookmark: _GoBack]3GPP TSG-WG SA2 Meeting #148E e-Meeting	S2-2108544
Elbonia,  Nov 15 - Nov 22, 2021													(revision of S2-2107537r02)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	 23.548
	CR
	0020
	rev
	1
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Provision of DNS server IP address to applications independent of UE OS capability

	
	

	Source to WG:
	vivo

	Source to TSG:
	SA2

	
	

	Work item code:
	eEDGE_5GC
	
	Date:
	2021-10-27

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	In TS 23.548, the editor’s note says that the MNO DNS configuration in UE OS might be overrided and may not be used for FQDN resolving is resolved. And in order to guarantee the application to use the MNO indicated DNS server, the UE delivers the DNS server IP address to application. This is a new UE capability that needs UE OS to support exposure the MNO indicated DNS server IP address to application client.

But if the UE OS don’t support that, for example, UE OS don’t support expose the internal network information to application client, or, due to the security consideration, UE OS refuses to expose the internal network information to application client. If so, the application can’t get the MNO indicated DNS server IP address. Another potential way for provision needs to be designed. 

This paper designs another way to provide MNO indicated DNS server IP address to application client which is UE independent solution and has no UE impact. 
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[bookmark: _Toc66367625][bookmark: _Toc66367688][bookmark: _Toc69743745][bookmark: _Toc73524656][bookmark: _Toc73527560][bookmark: _Toc73950236][bookmark: _Toc81492167][bookmark: _Toc81492731][bookmark: _Toc81816492][bookmark: _Toc81990145]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".
[5]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)".
[6]	IETF RFC 7871: "Client Subnet in DNS Queries".
[7]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[8]	3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
[9]	3GPP TS 29.500: "Technical Realization of Service Based Architecture; Stage 3".
[10]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[X]	3GPP TS 23.222: " Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs ".
[X]	3GPP TS 26.501: " 5G Media Streaming (5GMS); General description and architecture ".
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[bookmark: _Toc69743759][bookmark: _Toc73524670][bookmark: _Toc73527574][bookmark: _Toc73950250][bookmark: _Toc81492181][bookmark: _Toc81492745][bookmark: _Toc81816506][bookmark: _Toc81990159]6.2	EAS Discovery and Re-discovery
[bookmark: _Toc66367637][bookmark: _Toc66367700][bookmark: _Toc69743760][bookmark: _Toc73524671][bookmark: _Toc73527575][bookmark: _Toc73950251][bookmark: _Toc81492182][bookmark: _Toc81492746][bookmark: _Toc81816507][bookmark: _Toc81990160]6.2.1	General
In Edge Computing deployment, an application service may be served by multiple Edge Application Servers typically deployed in different sites. These multiple Edge Application Servers that host service may use a single IP address (anycast address) or different IP addresses. To start an Edge Application Service, the UE needs to know the IP address(es) of the Application Server(s) serving the Service. The UE may do a discovery to get the IP address(es) of a suitable Edge Application Server (e.g. the closest one), so that the traffic can be locally routed to the Edge Application Server and service latency, traffic routing path and user service experience can be optimized.
EAS Discovery is the procedure by which a UE discovers the IP address(es) of a suitable Edge Application Server(s) using Domain Name System (DNS). EAS Re-discovery is the EAS Discovery procedure that takes place when the previously discovered Edge Application Server cannot be used or may have become non-optimal (e.g. at edge relocation).
DNS server may be deployed in different locations in the network as Central DNS (C-DNS) resolver/server or as Local DNS (L-DNS) resolver/server.
NOTE 1:	The C-DNS server and/or L-DNS resolvers/servers can use an anycast address.
NOTE 2:	The C-DNS server or L-DNS resolvers/servers can contact any other DNS servers for recursive queries, which is out of scope of this specification.
NOTE 3:	This specification describes the discovery procedure based on 5GS NFs as to ensure the UE is served by the application service closest to the UE's point of attachment. However, this does not exclude other upper layer solution that can be adopted by operator or service provider, like the EAS Discovery procedure defined in TS 23.558 [5], or other alternatives shown in Annex A and Annex B. How those other solutions work, or whether they are able to guarantee the closest application service for the UE, is out of the scope of this specification.
In order to provide a translation of the FQDN of an EAS into the address of an EAS as topologically close as possible to the UE, the Domain Name System may use following information:
-	The source IP address of the incoming DNS Query; and/or,
-	an EDNS Client Subnet (ECS) option (as defined in RFC 7871 [6]).
NOTE 4:	UE IP address can be subject to privacy restrictions, which means that it is not to be sent to Authoritative DNS / DNS Resolvers outside the network operator within EDNS Client Subnet option or as Source IP address of the DNS Query. UE source IP address can be protected by using NAT mechanism.
EAS (re-)discovery procedures described in this specification should use the top level domains (TLDs) in the public namespace by default. 
If a private namespace is used, an Edge Computing Service Provider (ECSP) can provision DNS information in the EAS Deployment information via AF request with its AF-service-identifier, or DNN and NSSAI. Since private namespaces do not have a common root server or naming, the DNS information for each ECSP should be stored individually to prevent any overwriting of resolution entries.
NOTE 5:	The DNS information provided by ECSP in the EAS Deployment Information can be used to select the DNS settings for a PDU Session mainly if the PDU Session is specific for the ECSP services.
If the UE applications want to discover/access EAS by using the mechanisms defined in this TS, the UE shall support receiving DNS settings in PCO during PDU Session Establishment and PDU Session Modification, and the DNS queries generated by the UE shall be sent to the EASDF as DNS resolver indicated by the SMF. The 5GC may provide MNO indicated DNS server IP address to trusted AF, and trusted AF may provide DNS server IP address to UE application. 
The case of EAS (Re-)discovery over Distributed Anchor connectivity model is described in clause 6.2.2. For Multiple PDU Sessions connectivity model, the description in clause 6.2.2 also applies to the PDU Session(s) with Local PSA. The case of EAS (Re-)discovery over Session Breakout connectivity model is described in clause 6.2.3.
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[bookmark: _Toc66367642][bookmark: _Toc66367705][bookmark: _Toc69743766][bookmark: _Toc73524677][bookmark: _Toc73527581][bookmark: _Toc73950257][bookmark: _Toc81492188][bookmark: _Toc81492752][bookmark: _Toc81816513][bookmark: _Toc81990166]6.2.4	DNS setting provision to Application Client by trusted/MNO AF
The 5GC may interact with an MNO/trusted AF by SBI interface or CAPIF architecture to provide the DNS settings (the same as the DNS setting in PCO delivered to UE) to UE Application(s) client. 
For an AF in trusted domain (which supports to provide DNS settings to UE Application), the SLA between the operator and the Application Service Provider (i.e. ASP) determines per Application ID in use by the ASP:
-	The AF for the UE Application to connect to (e.g. based on an FQDN).
-	The authentication information that enable the AF to verify the authenticity of the UE's Application.
The UE/UE Application communicates and provides DNS settings to trusted AF via User Plane Function (UPF) using the N6 reference point as defined in TS 23.501 [2]. UE Application client which wants to use the MNO DNS service, can use this DNS settings to trigger the DNS query towards the DNS server indicated by MNO.



Figure 6.2.4.1: Procedure for DNS settings provision to trusted AF by 5GC and provision to Application by trusted AF
 
(Option 1: 5GC provides DNS setting to AF, step 1)
1.	(Option 1) 5GC provides MNO indicated DNS setting to trusted AF by invoking Nsmf_EventExposure_Notify service operation.
(Option 2: AF invokes CAPIF API to get DNS setting, from step 2 to 5)
2.	The API invoker, e.g.: trusted AF, can get the DNS setting from this service API which is published by CAPIF. This step reuses the procedure in section 8.3.3 of TS 23.222[x]. 
3.	The trusted AF can discover this API which can provide DNS setting according to the procedure in section 8.7.3 of TS 23.222[x]. 
4.	The CAPIF core function verifies the identity with the API invoker profile and authenticates the API invoker. This procedure refers to the section 8.10 of TS 23.222[x]. 
NOTE X:	The security aspects and authentication process are specified in subclause 6.2 and subclause 6.3.1 of 3GPP TS 33.122 [12].
5.	The AF invokes the service API which can provide the DNS setting, and get the DNS setting from CAPIF core function. 
6.	The trusted AF may communicate with the UE/UE application client via the UPF using the N6 reference point as defined in TS 23.501 [2]. The trusted AF communicates with the UE Application and provides DNS settings to UE Application. 
NOTE X:	A potential realization can be referred to clause 4.1 and 5.1 in TS 26.501[x] of SA4. The trusted AF (e.g.: 5GMSd AF) exposes the APIs (e.g.: the M5d interface) to UE client (e.g.: the 5GMSd client). And UE clients get the MNO indicated DNS server IP address from trusted AF (e.g.: via Service Access information acquisition from clause 5.1 of TS 26.501[x]). The application client (e.g.: 5GSM Aware Application) gets the MNO indicated DNS server IP address from UE client (e.g.: via M6/7d APIs). 
7.	UE Application client which wants to use the MNO DNS service, can use this DNS settings to trigger the DNS query towards the DNS server indicated by MNO.


* * * End of changes* * *
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