[bookmark: _Toc20150084][bookmark: _Toc27846883][bookmark: _Toc36188014][bookmark: _Toc45183919][bookmark: _Toc47342761][bookmark: _Toc51769462][bookmark: _Toc83302022]3GPP TSG-SA WG2 Meeting # 148e	S2-2108466
November 15 – 22, 2021, Elbonia								     		 (revision of S2-210xxxx)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	23.501
	CR
	3373
	rev
	-
	Current version:
	17.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Corrections for CH using AUSF/UDM

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	SA2

	
	

	Work item code:
	eNPN
	
	Date:
	2021-11-08

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	The purpose of this CR is two fold: 

1) NOTE 3 in section 5.30.2.3 refers to the use of IMSI based SUPIs with CH, when CH is a PLMN. However, the content of the NOTE relates generally to the PLMN ID handling between SNPN and CH (being the CH either an SNPN or PLMN) and specially to the case where the SNPN and the CH are using the same PLMN ID (same MNC/MCC) and IMSI based SUPIs are used.

2) SNPN support for UE access with credentials owned by a Credentials Holder using AUSF/UDM is related to the case where a UE from an SNPN or a PLMN get access and services via a SNPN different from the SNPN or PLMN it is subscribed to. 

Different interpretation of stage 2 TS can lead to delays in stage 3 progress.  


	
	

	Summary of change:
	1) [bookmark: _Hlk83134906]NOTE 3 in section 5.30.2.3 is clarified accordingly. The normative statement NOTE 3 relates too is also updated to refer only to the case of CH using AUSF/UDM as in the case of CH using AAA, none of the dependent NOTEs are relevant. 

2) Clarify that the SNPN support for UE access with credentials owned by a Credentials Holder using AUSF/UDM is related to the case where a UE from an SNPN or a PLMN get access and services via a SNPN different from the SNPN or PLMN it is subscribed to. 


	
	

	[bookmark: _Hlk83135378]Consequences if not approved:
	Unclear specification. Different interpretation of stage 2 TS can lead to possible misalignments and delays in stage 3 progress.  


	
	

	Clauses affected:
	5.30.2.0; 5.30.2.3; 5.30.2.9

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc20204293][bookmark: _Toc27894985][bookmark: _Toc36192066][bookmark: _Toc45193156][bookmark: _Toc47592788][bookmark: _Toc51834875][bookmark: _Toc75411663]*** First Change ***
[bookmark: _Toc51769463][bookmark: _Toc83302023][bookmark: _Hlk86401340][bookmark: _Toc20150085][bookmark: _Toc27846884][bookmark: _Toc36188015][bookmark: _Toc45183920][bookmark: _Toc47342762]5.30.2.0	General
SNPN 5GS deployments are based on the architecture depicted in clause 4.2.3, the architecture for 5GC with untrusted non-3GPP access (Figure 4.2.8.2.1-1) for access to SNPN services via a PLMN (and vice versa) and the additional functionality covered in clause 5.30.2.
[bookmark: _Hlk86401436]Alternatively, a Credentials Holder (CH) may authenticate and authorize access to an SNPN separate from the Credentials Holder based on the architecture specified in clause 5.30.2.9.
In this Release, direct access to SNPN is specified for 3GPP access only.
Interworking with EPS is not supported for SNPN. Also, emergency services are not supported for SNPN when the UE accesses the SNPN over NWu via a PLMN. Furthermore, roaming is not supported for SNPN, e.g. roaming between SNPNs. Handover between SNPNs, between SNPN and PLMN or PNI NPN are not supported. Idle mode mobility is supported as defined in clause 5.30.2.11. CIoT 5GS optimizations are not supported in SNPNs. CAG is not supported in SNPNs.
[bookmark: _Toc20150087][bookmark: _Toc27846886][bookmark: _Toc36188017][bookmark: _Toc45183922][bookmark: _Toc47342764][bookmark: _Toc51769466][bookmark: _Toc83302026]*** Next Change ***
5.30.2.3	UE configuration and subscription aspects
An SNPN-enabled UE is configured with the following information for each subscribed SNPN:
-	PLMN ID and NID of the subscribed SNPN;
-	Subscription identifier (SUPI) and credentials for the subscribed SNPN;
-	Optionally, an N3IWF FQDN and an identifier of the country where the configured N3IWF is located;
-	Optionally, if the UE supports access to an SNPN using credentials from a Credentials Holder:
-	User controlled prioritized list of preferred SNPNs;
-	Credentials Holder controlled prioritized list of preferred SNPNs;
-	Credentials Holder controlled prioritized list of GINs.
The Credentials Holder controlled prioritized lists of preferred SNPNs and GINs may be updated by the Credentials Holder using the Steering of Roaming (SoR) procedure as defined in Annex C of TS 23.122 [17].
A subscriber of an SNPN is either:
-	identified by a SUPI containing a network-specific identifier that takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in clause 28.7.2 of TS 23.003 [19]. The realm part of the NAI may include the NID of the SNPN; or
-	identified by a SUPI containing an IMSI.
In the case of access to an SNPN using credentials owned by a Credentials Holder as specified in clause 5.30.2.9.2 and clause 5.30.2.9.3, the SUPI shall also contain identification for the Credentials Holder (i.e. the realm in the case of Network Specific Identifier based SUPI or the MCC and MNC in the case of an IMSI based SUPI).
NOTE 1:	When Credentials Holder is an SNPN, and the MCC and MNC of the SNPN is not unique, then IMSI based SUPI is not supported as the MCC and MNC need not be globally unique always; instead USIM credentials are supported using Network Specific Identifier based SUPI.
NOTE 2:	Network Specific Identifier are not supported for the case the Credentials Holder is provided by a PLMN.
NOTE 3:	When Credentials Holder is a PLMN, iIt is assumed that normally the SNPN and the Credentials Holder use different PLMN IDMCC and MNC. If the SNPN and Credentials Holders (where Credentials Holder can be another SNPN or a PLMN) share PLMN ID, and IMSI based SUPI is used, then RID can be used for AUSF/UDM discovery and selection as long as the RID values are coordinated among the involved SNPN and Credentials Holders. When the PLMN ID is not shared between SNPNs and Credentials Holders, then PLMN ID is sufficient to be used for AUSF/UDM discovery & selection unless the Credentials Holders deploys multiple AUSF/UDM in which case also RID can be used as long as the RID values are coordinated within the Credentials Holder.
In the case of access to an SNPN using credentials owned by a Credentials Holder using AAA-S as specified in clause 5.30.2.9.2, only Network Specific Identifier based SUPI is supported.
An SNPN-enabled UE that supports access to an SNPN using credentials from a Credentials Holder and that is equipped with a PLMN subscription may additionally be configured with the following information for SNPN selection and registration using the PLMN subscription in SNPN access mode:
-	User controlled prioritized list of preferred SNPNs;
-	Credentials Holder controlled prioritized list of preferred SNPNs;
-	Credentials Holder controlled prioritized list of preferred GINs.
The Credentials Holder controlled prioritized lists of preferred SNPNs and GINs may be updated by the Credentials Holder using the Steering of Roaming (SoR) procedure as defined in Annex C of TS 23.122 [17].
When the Credentials Holder updates a UE with the Credentials Holder controlled prioritized lists of preferred SNPNs and GINs the UE may perform SNPN selection again, e.g. to potentially select a higher prioritized SNPN.
[bookmark: _Toc20150088][bookmark: _Toc27846887][bookmark: _Toc36188018][bookmark: _Toc45183923][bookmark: _Toc47342765][bookmark: _Toc51769467][bookmark: _Toc83302027]*** Next Change ***
[bookmark: _Toc83302035][bookmark: _Toc20150093][bookmark: _Toc27846892][bookmark: _Toc36188023][bookmark: _Toc45183928][bookmark: _Toc47342770][bookmark: _Toc51769472]5.30.2.9	SNPN connectivity for UEs with credentials owned by Credentials Holder
[bookmark: _Toc83302036]5.30.2.9.1	General
SNPNs may support UE access using credentials owned by a Credentials Holder separate from the SNPN. In this case the Session Management procedures (i.e. PDU Sessions) terminate in an SMF in the SNPN.
When an SNPN supports UE access using credentials assigned by a Credentials Holder separate from the SNPN, it is assumed that is supported is homogeneously within the whole SNPN.
Credentials Holder using AAA Server for primary authentication and authorization is described in clause 5.30.2.9.2 and Credentials Holder using AUSF and UDM for primary authentication and authorization is described in clause 5.30.2.9.3.
[bookmark: _Toc83302037]5.30.2.9.2	Credentials Holder using AAA Server for primary authentication and authorization
The AUSF and the UDM in the subscribed SNPN may support primary authentication and authorization of UEs that usinge credentials from an AAA Server in a Credentials Holder (CH).
-	If the UDM decides that the primary authentication is performed by AAA Server in CH based on UE subscription data and UE's SUPI, which is de-concealed by UDM from the SUCI received from AUSF, then the UDM instructs AUSF that primary authentication by a AAA server in a CH is required, the AUSF shall discover and select the NSSAAF, and then forward EAP messages to the NSSAAF. The NSSAAF selects AAA Server based on the domain name corresponds to the realm part of the SUPI, relays EAP messages between AUSF and AAA Server (or AAA proxy) and performs related protocol conversion. The AAA server acts as the EAP Server for the purpose of primary authentication.
-	The SUPI is used to identify the UE during primary authentication and authorization towards the AAA server. SUPI privacy is achieved according to existing methods in Annex I.5 of TS 33.501 [29].
-	The AMF discovers and selects the AUSF as described in clause 6.3.4 using the Home Network Identifier (realm part) and Routing Indicator present in the SUCI provided by the UE.
-	The AMF and SMF shall retrieve the UE subscription data from UDM using SUPI.
Figure 5.30.2.9.2-1 depicts the 5G System architecture for SNPN with Credentials Holder using AAA Server for primary authentication and authorization.


Figure 5.30.2.9.2-1: 5G System architecture with access to SNPN using credentials from Credentials Holder using AAA Server
[bookmark: _Toc83302038]5.30.2.9.3	Credentials Holder using AUSF and UDM for primary authentication and authorization
An SNPN may support primary authentication and authorization of UEs that use credentials from a Credentials Holder using AUSF and UDM. The Credentials Holder may be an SNPN or a PLMN that the UE is subscribed to.
Figure 5.30.2.9.3-1 depicts the 5G System architecture for SNPN with Credentials Holder using AUSF and UDM for primary authentication and authorization.
NOTE:	The architecture for SNPN and Credentials Holder using AUSF and UDM is depicted as a non-roaming reference architecture as the UE is not considered to be roaming, even though some of the roaming architecture reference points are also used.


[bookmark: _Hlk67939463]Figure 5.30.2.9.3-1: 5G System architecture with access to SNPN using credentials from Credentials Holder using AUSF and UDM
*** End of Changes ***
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