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Abstract of the contribution: Discuss the option that the 5G ProSe Layer-3 UE-to-Network Relay may also use different PDU Sessions for the signalling traffic (e.g. IKE signalling) and for the user plane traffic of the 5G ProSe Layer-3 Remote UE via N3IWF.
Discussion

During the SAWG2#147 meeting we discussed whether the option (specified In TS 23.304 clause 6.5.1.2.1) that the 5G ProSe Layer-3 UE-to-Network Relay may also use different PDU Sessions for the signalling traffic (e.g. IKE signalling) and for the user plane traffic of the 5G ProSe Layer-3 Remote UE via N3IWF is possible and potentially not even allowed.

As an option, based on configurations, the 5G ProSe Layer-3 UE-to-Network Relay may also use different PDU Sessions for signalling traffic (e.g. IKE signalling) between 5G ProSe Layer-3 Remote UE and the N3IWF and the user plane traffic of the 5G ProSe Layer-3 Remote UE via N3IWF.

How is the Relay aware of the Child SA(s)

TS 23.502 and TS 24.502 specifies how the IPsec tunnel is created and how NAS and UP data is transported. An initial Security Association (SA) is created and used for IKE signalling and to transport NAS PDUs. Additional Child SA are created when establishing PDU session(s) for the Remote UE. The number of Child SA depends on how many PDU sessions and the QoS flows requested by the Remote UE. The N3IWF maps the QFI with the Child SA. Each SA/child SA is for one way communication, so to create a bidirectional communication a pair of SAs (one for UL and one for DL) is required. Each SA is identified by its SPI (Security Parameter Index).
An option is mentioned in clause 6.5.1.2.1 that the Relay UE may establish different PDU sessions for signalling traffic and for user plane traffic. However, the Relay UE is not involved in any IKE signalling for when additional Child SA are created, the Relay only forwards the encrypted IKE signalling packets/encapsulated NAS PDUs on the initial SA between the Remote UE and the N3IWF. The Relay UE is unaware when the additional Child SA(s) is created.
Observation 1: The Relay UE is unaware when the additional Child SA(s) is created.

Since the Relay UE is unaware of the creation of additional Child SAs, the Relay UE depends on either receiving information from the remote UE or the Relay UE’s PCF. In TS 23.304 clause 5.6.2.2 QoS handling for 5G ProSe Layer-3 UE-to-Network relay with N3IWF, Static or dynamic QoS mapping mechanism is specified how the relay UE can map DSCP marking, SA child, QoS and N3IWF IP address to Relay UE’s PDU session/QFI. In case of dynamic mapping the Remote UE would provide N3IWF address, DSCP and SPI to be used as traffic filter in the Relay UE. Once the Relay UE has received this information, the relay UE can modify the existing PDU session and/or establish a new PDU session for IP packets belong to the Child SAs.
The destination address (of the N3IWF) and DSCP marking in the outer IP packet header combined with the SPIs in the tunnel header is used by the IP packet forwarding function.
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Figure 1: Example of a packet diagram for IPSec Tunnel mode with ESP header
Observation 2: The Relay UE is made aware by either the Remote UE or Relay UE’s PCF of the child SA(s). This signalling could trigger the Relay UE to establish a new PDU session.
Observation 3: It is clear that the Relay UE can trigger a second PDU session establishment to be used for the Child SA(s), the user plane data.
Observation 4: The method specified in clause 5.6.2.2, is neither referred to nor mentioned in the procedure clause 6.5.1.2.1. 

Proposal 1: At least the above method on Child SA, DSCP marking, and QoS policy mapping should be documented in the procedure clause 6.5.1.2.1 as this is important for QoS handling even if only one PDU session is used.
Adding a second PDU session for the Child SA(s)

Once the Relay UE is aware of the Child SA(s) and has been provided the information how to perform the IP packet forwarding that maps to the PDU session/QFI, the relay UE can start applying this rule. The question is whether the Relay UE can autonomously add a second PDU session and forward the packets towards to the second PDU session. All the IKE signalling between the Remote UE and the N3IWF to create the Child SA(s) has been done over the initial PDU session/the initial Remote UE source address.

When the Relay UE decides to add a second PDU session, the Relay UE will be configured with a new IP address to be used for this PDU session. To fulfil the NAT requirement: 1:1 mapping of the external IP address and the internal IP address, the Relay UE must assign a second internal IP address to the Remote UE.
Observation 5: The IP address assignment for the Remote UE is done when establishing the one-to-one communication with the Relay.
Observation 6: How and when to add a second one-to-one communication path between the Remote UE and Relay UE for the second IP address assignment is missing in TS 23.304.

Once the Remote UE has received a new IP address to be used for user data to be sent on the Child SA(s), it could start sending these packets encrypted over the IPsec tunnel using the new internal IP address. What is not clear since the Child SA(s) was created using the first IP source address, can the Remote UE/Relay UE send packets over the Child SA(s) from a new IP source address without triggering IP address spoofing detection in the N3IWF or other breach of IPsec security check in the N3IWF and as a result rejecting the packets? Does the Remote UE need to trigger IKE signalling to renegotiate what IP address to be used for the child SA(s)? Is MOBIKE used here?
Observation 7: Based on the limited text in TS 23.304, it is not clear whether using a new Remote/Relay UE IP source address would work without any additional IKE signalling- E.g. Does the Remote UE need to renegotiate what source IP address to be used for the child SA(s). Is MOBIKE used?
Observation 8: There are many uncertainties that needs to be resolved and additional clarifications is needed on how the procedure for using two PDU session works. This needs to be documented in clause 6.5.1.2.1.

Proposal 2: Until these unclarities and additional steps for dual PDU sessions has been documented, the option should be replaced with an editor’s note or removed.

What would be the benefit/use case for establishing a separate PDU session for the user plane traffic? This is not clear as it should be equally possible to use dedicated QFIs for each Child SA and the initial SA used for IKE/NAS signalling on one single Relay UE PDU session as described in clause 5.6.2.2.

Proposal 3: It would be good to clarify the trigger/decision criteria is for the Relay UE to establish a new PDU session.

Proposal

Based on the discussion and observations we have two proposals.

Observation 1: The Relay UE is unaware when the additional Child SA(s) is created.

Observation 2: The Relay UE is made aware by either the Remote UE or Relay UE’s PCF of the child SA(s). This signalling could trigger the Relay UE to establish a new PDU session.

Observation 3: It is clear that the Relay UE can trigger a second PDU session establishment to be used for the Child SA(s), the user plane data.
Observation 4: The method specified in clause 5.6.2.2, is neither referred to nor mentioned in the procedure clause 6.5.1.2.1. 

Proposal 1: At least the above method on Child SA, DSCP marking, and QoS policy mapping should be documented in the procedure clause 6.5.1.2.1 as this is important for QoS handling even if only one PDU session is used.

Observation 5: The IP address assignment for the Remote UE is done when establishing the one-to-one communication with the Relay.

Observation 6: How and when to add a second one-to-one communication path between the Remote UE and Relay UE for the second IP address assignment is missing in TS 23.304

Observation 7: Based on the limited text in TS 23.304, it is not clear whether using a new Remote/Relay UE IP source address would work without any additional IKE signalling- E.g. Does the Remote UE need to renegotiate what source IP address to be used for the child SA(s). Is MOBIKE used?

Observation 8: There are many uncertainties that needs to be resolved and additional clarifications is needed on how the procedure for using two PDU session works. This needs to be documented in clause 6.5.1.2.1.

Proposal 2: Until these unclarities and additional steps for dual PDU sessions has been documented, the option should be replaced with an editor’s note or removed

Proposal 3: It would be good to clarify the trigger/decision criteria is for the Relay UE to establish a new PDU session.
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