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1. Overall Description:

The current system design for service activation of Multicast sessions requires an NG-RAN node to perform paging using TMGI. 
However, a potential attack has been identified for this case:

· An attacker finds the paging with TMGI, and sees that there are devices responding to it. 

· The attacker starts repeating this paging message with TMGI, which will cause UEs to respond repeatedly as long as the attacker keeps transmitting paging with the TMGI.  

· This can cause congestion in RACH resources and spikes of signalling congesting the network due to service request procedures as well as potential privacy violation.

SA2 believes this can be prevented if the NG-RAN and UE determine a Multicast Paging ID using the TMGI as basis i.e. the static value that identifies the Multicast session and a dynamic value  that needs to be determined by RAN2 and SA3.
2. Actions:

To SA3 and RAN2.

ACTION: 
SA2 kindly asks SA3 and RAN2 to define a function that uses TMGI and a dynamic (frequently changed) parameter to compute the Multicast paging ID.
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