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1. Introduction
An analysis of SA1 PIRATES requirements considering whether they are related to Residential, personal Network or PRAS. The objective is to discuss how to manage these requirements considering current SA2 SID proposals: 5WWC (SP-211080), PIRATES (SP-211022) and 5GSF (SP-211129) 
Based on this analysis, different companies may provide their views in companion documents (S2-2107649 for Nokia)
From TS 22.261:
CPN	Customer Premises Network
PIN	Personal IoT Network
PRAS	Premises Radio Access Station
A Customer Premises Network (CPN) is a network located within a premises (e.g. a residence, office or shop). Via an evolved Residential Gateway (eRG), the CPN provides connectivity to the 5G network. The eRG can be connected to the 5G core network via wireline, wireless, or hybrid access. The eRG is an evolution of the 5G-RG.
A Personal IoT Network (PIN) consists of PIN Elements that communicate using PIN Direct Connection or direct network connection and is managed locally (using a PIN Element with Management Capability). Examples of PINs include networks of wearables and smart home / smart office equipment.  Via a PIN Element with Gateway Capability, PIN Elements have access to the 5G network services and can communicate with PIN Elements that are not within range to use PIN Direct Connection. 

2. Discussion
The text below is from document 22261_CR0539r1_(Rel-18)_S1-213310.doc. The Normative text is in italics, The color code for comments is the following 
- yellow --> the requirement is already supported in 5WWC R16
- blue --> the requirement is related to CPN/RG 
- grey --> the requirement is related to PIN 
- green --> the requirement is related to PRAS

2.1 Analysis of SA1 requirements

2.1.1 Detailed considerations per single requirements

6.38.2	Requirements
6.38.2.1	General
The 5G system shall support mechanisms to identify a PIN, a PIN Element, an eRG and a PRAS.
Subject to local regulations, the 5G system shall support regulatory requirements for emergency calls, PWS and eCall for UEs connected via a CPN.
 ==> Comment #1:
    a)    if the UE does not establish any PDU session, i.e. NWSO (non seamless traffic offload, i.e. the UE acts as a non 3GPP device), as BBF considers that ES, PWS and eCall for RG are under BBF responsibility whether PWS and eCall are applicable in that case requires to be discussed with BBF  
    b) if the UE is identified by 5GC as a device behind a RG, the objectives is related to eRG(5WWC) 
    c) The ES, PWS, eCall support for device part of a PIN are to be discussed as part of PIN. 
….  e) ES, PWS, eCall support For UE(s) served by a PRAS 


Subject to local regulations, the 5G system shall support LI for data traffic to/from individual UEs in a CPN or PIN (i.e., UEs behind the PIN Element with Gateway Capability or eRG and/or PRAS).
 ==> Comment #2: To be considered by SA3-LI.
   The same  comment #1 are applicable to LI requirement. 
The 5G system shall support applications on an Application Server connected to a CPN or PIN. 
==> Comment #3: This requirement is not so clear. Does it means that device in CPN and PIN can be connected to an AF? Or that an AF may be located behind a CPN or PIN ?
SA1 clarifications are required
 

The 5G system shall be able to support PINs with PIN Elements subscribed to more than one network operator. 
==> Comment #4: This is an objective for PIN SID
[bookmark: _Hlk80874279]Subject to regulatory requirements and operator policy, the 5G system shall support an efficient data path within the CPN for intra-CPN communications. 
==> Comment #5:Objective for RG/CPN 
Considerations: However this is outside the 3GPP scope and in BBF scope, since the intra-CPN traffic is transparent to 5G. Furthermore, even if some devices are seen (authenticated) by 5GC there are other CPN devices not detected / known by 5GC hence 5GC can have only partial view. Hence it would be most probably NOT possible and not applicable. 

NOTE 1:	For services an operator deploys in the 5G network (i.e. not in the CPN), local data routed via eRG does not apply.
Subject to regulatory requirements and operator policy, the 5G system shall support a data path not traversing the 5G network for intra-PIN communications via direct connections. 
==> Comment #6: Objective for PIN 
The 5G system shall enable the network operator to provide any 5G services to any UE via a PRAS connected via an eRG.
NOTE 2:	Whether the PRAS can be used by UEs from other PLMNs in the same country as the PLMN associated with the PRAS is subject to regulatory policy on national roaming.
==> Comment #7: Objective for PRAS 

The 5G system shall minimize service disruption for a UE that is moving between CPN access and operator provided mobile access. 
==> Comment #8: For a UE in CPN connected via Trusted & Untrusted the PDU session HO is supported in R16. Whether other scenario , e.g. UE connected via Community Wifi may be considered in R18 may be an Objective for RG/CPN .
NOTE 3:	CPN access can imply access via a PRAS or can imply access directly via an eRG. Operator provided mobile access implies access via an operator owned base station.
The 5G system shall minimize service disruption when a CPN communication path changes between two PRASes.
==> Comment #9: Objective for PRAS 
The 5G system shall be able to minimize service disruption when a PIN Element changes the communication path from one PIN Element to another PIN Element. The communication path between PIN Elements may include licensed and unlicensed spectrum as well as 3GPP and non-3GPP access.
==> Comment #10: Objective for PIN
The 5G system shall be able to support PRAS sharing between multiple PLMNs.
==> Comment #11:  Objective for PRAS 
The 5G system shall support mechanisms to aggregate, switch or split the service between non-3GPP RAT and PIN direct connections using licensed spectrum. .
==> Comment #12: Objective for PIN
6.38.2.2	Gateways
The 5G system shall be able to support access to the 5G network and its services via at least one gateway (i.e. PIN Element with Gateway Capabilities or eRG) for authorised UEs and authorised non-3GPP devices. 
==> Comment #13:
A. for CPN this is already supported for eRG in R16 
B. for UE behind RG and for non identified device behind RG this can be an objective for RG/CPN even though TNGF can be used
C. for PIN element standalone is for PIN SID

The 5G system shall be able to support IP traffic offload within a CPN.
NOTE 1:	The priority of offload can be from default configuration, network or user.
==> Comment #14: it is already supported per RG spec and NSWO for UE as part of R16 specifications
Under operator control, an eRG, shall be able to efficiently deliver 5G multicast/broadcast services to authorized UEs and non-3GPP devices in the CPN.
NOTE 2:	The multicast service(s) that each of the authorized UEs and/or non-3GPP devices is allowed to receive may be different.
==> Comment #15: The requirement is quite generic and it can be interpreted in the following different ways. 

A. support of IP/Ethernet Multicast/Broadcast traffic which is received by RG (5G-RG) PDU session . Multicast/Broadcast traffic include also The IPTV service. These scenarios have been already specified in R16. 
B. The “efficient delivery” of Multicast/Broadcast traffic implies that in eMBS (R18 5MBS) framework need to be supported. In this case following scenarios may be considered:
1. FWA: support of eMBS in NG-RAN. How the “fixed” IPTV is suported in eMBS ?
2. RG/5G-RG: the Fixed access network between AGF and 5G-RG support multicast/broadcast services (including for IPTV) based on specific access solution which is widely deployed. How solution in fixed access network from AGF to 5G-RG can interwork with eMBS ?
3. 5G RG with both NG-RAN and Fixed access: How this scenario can be supported.
Open Issue: in case of R18 target is to support interpretation B) is this a study issue for 5WWC or eMBS (R18 5MBS)?

6.38.2.3	Operation without 5G core network connectivity
The 5G system shall allow PIN Elements to communicate when there is no connectivity between a PIN Element with Gateway Capability and a 5G network.  For a Public Safety PIN licensed spectrum may be used for PIN direct communications otherwise unlicensed spectrum shall be used.
==> Comment #16: Objective for PIN
When a CPN has lost connectivity with the 5G network, the 5G system shall provide an operator-controlled mechanism to enable:
-	in the default configuration, or under certain conditions configured by the operator, the PRAS radio interface shall be deactivated; and
==> Comment #17: Objective for PRAS
-	under certain other conditions configured by the operator, the CPN shall continue existing intra-CPN communication, as long as no interaction with the 5G network is needed (e.g. refreshing security keys).
NOTE 1:	The requirement above relates to intra-CPN operations and is subject to operator policy and control, under certain situations.
NOTE 2:	Setting up new intra-CPN or intra-PIN communication sessions without connection to the 5G network is only possible with non-3GPP provided credentials.
==> Comment #18: The requirement is not fully clear and open to interpretation for the CPN scenario. Today in every RG/CPN when the connection to WAN network, i.e. xDSL or optical connection is lost the communication within the CPN, i.e. the intra-CPN communication is not interrupted and continue without any issue per BBF specifications. Hence nothing is required for RG/CPN unless the above requirement address specific scenario which seems to related only to PIN network and transparent to RG/CPN. 
Furthermore any aspect related to RG for LAN management are outside the 3GPP scope.
SA1 clarification may be requested. 

6.38.2.4	Discovery
The 5G system shall enable a UE or non-3GPP device in a CPN or PIN to discover other UEs or non-3GPP devices within the same CPN or PIN subject to acess rights.
The 5G system shall efficiently support service discovery mechanisms where a UE or non-3GPP device in a CPN or PIN can discover, subject to access rights:
-	availability and reachability of other entities (e.g. other UEs or non-3GPP devices) on the CPN or PIN;
-	capabilities of other entities on the CPN or PIN (e.g. eRG, relay UE, connection types) and/or;
-	services provided by other entities on the CPN or PIN (e.g. the entity is a printer).The 5G system shall support a mechanism for the PIN user to indicate whether a PIN element is discoverable by other PIN elements of the same PIN.
The 5G system shall support a mechanism for the PIN user to indicate whether a PIN element is discoverable by UEs that are not members of the PIN.
==> Comment #19: The PIN part are Objective for PIN. 
==> Comment #20 The CPN part is BBF specific and already solved by standard IETF or IEEE mechanism. So it is matter to support normal and well know features in UE or at application level, since the discovery can be UpNP, Bonjour, ARP,  etc, etc.  Not in 3GPP scope

6.38.2.5	Relay Selection
In addition to the relay selection requirements in 6.9.2.4, relay selection within a PIN is enabled for both UEs and non-3GPP device and supports the additional selection criteria:
-	The 5G system shall support a mechanism for a PIN Element to select a relay for PIN direct connection that enables access to the target PIN Element. 
==> Comment #21 Objective for PIN
6.38.2.6	Security
==> Comment #22: The security aspect are in SA3 scope and/or in SA2 depending by which area they are related with
The 5G system shall provide user privacy; location privacy, identity protection and communication confidentiallity for non-3GPP devices and UEs that are using the PIN Element with Gateway Capability, eRG or PRAS. 
==> Comment #22 SA3 scope 
A. for eRG/CPN (eRG) already done in R16 by 3GPP & BBF
B. The PIN part is objective for PIN
C. The PRAS part is Objective for PRAS 
NOTE 1:	Privacy protection should not block differentiated routing and QoS for different destinations and services for the UE(s).
The 5G system shall support a mechanism to minimize the security risk of communications using an eRG. 
==> Comment #23 SA3 scope for eRG/CPN (eRG) already done in R16 by 3GPP & BBF 
The 5G system shall enable the network operator associated with an eRG to control the security policy of an eRG.
==> Comment #24 SA3 scope for eRG/CPN (eRG) already done in R16 by 3GPP & BBF 
The 5G system shall support a mechanism to minimize the security risk of communications via a PRAS.
==> Comment #25  Objective for PRAS in SA3 scope
The PRAS (and its associated backhaul connectivity) shall provide a level of security equivalent to regular 5G base stations.
==> Comment #26 Objective for PRAS in SA3 scope
The 5G system shall enable the network operator associated with the Premises Radio Access Station (PRAS) to control the security policy of the PRAS.
==> Comment #27 Objective for PRAS in SA3 scope
The 5G system shall support authentication of a UE with 3GPP credentials for communication with entities (UEs, non-3GPP devices) in a CPN.
NOTE 2:	To support this functionality the CPN needs to be connected with the 5G core network.
==> Comment #28  for SA2 & SA3 already supported in R16 per trusted/untrusted…the usage of EAP-AKA as in 4G already supported.
The 5G system shall provide support for a network operator to authenticate a PRAS. 
==> Comment #29 Objective for PRAS in SA3 scope
The 5G system shall provide support for a network operator to authorize a PRAS for its use in a CPN. 
==> Comment #30   Objective for PRAS (but in RAN3/SA3 scope) ee above
The 5G system shall support a PIN Element using non operator managed credentials (e.g. provided by a third party) for performing communications within the PIN when those communications use PIN direct connections.
==> Comment #31 Objective for PIN
The 5G system shall support a mechanism to mitigate repeated and unauthorized attempts to access PIN Elements (e.g.  mitigate a malicious flood of messages).
==> Comment #32 Objective for PIN
6.38.2.7	QoS
The 5G system shall support real time E2E QoS monitoring and control for any intra-CPN data traffic to or from a UE (i.e. via eRG or via PRAS and eRG) 
==> Comment #33  
A. Potential Objective for RG/CPN  noting that intra CPN data traffic control may be outside of control of 3GPP/5GC
B. Objective for PRAS when related to PRAS 

The 5G system shall support real time E2E QoS monitoring and control for any data traffic between a UE within a CPN and the 5G network (i.e. via eRG or via PRAS and eRG) 
==> Comment #34 
A. Objective for RG/CPN for UE within a CPN and the 5G network  
B. Objective for PRAS when related to PRAS for a UE behind a PRAS and the 5G network 
6.38.2.8 	Charging

The 5G system shall support charging data collection for data traffic to/from individual UEs in a CPN or PIN (i.e., UEs behind the PIN Element with Gateway Capability or eRG and/or PRAS). 
==> Comment #35
A. Objective for RG/CPN data traffic to/from individual UEs in a CPN for UE in CPN, 

B. objective for PIN for UE behind a PIN Element with Gateway Capability
Note: Whether a PIN element in RG can be seen as any N3GPP/UE depends on PIN solution
The 5G system shall be able to generate charging data that can differentiate between backhaul for the PRAS and other data traffic over the same access.  
==> Comment #36  Objective for RG/CPN , 
Note: In order to study a solution, what is PRAS and how is connected to 5GC need to be defined. 

6.38.2.9 Creation and Management
==> Comment #36bis: these requirements are in SA5 scope 
The 5G system shall support a mechanism for the network operator to provision an eRG with:
-	policies on which transport (e.g. wireless, cable, etc.) is best suited for different negotiated QoS levels.
-	authentication credentials
-	identification,
-	initial OA&M information, and
-	associated subscription
==> Comment #37  for RG already done in R16 and at 90% in under BBF responsibility
The 5G system shall enable the network operator to configure a PRAS with:
-	radio settings pertaining to licensed spectrum, 
-	authentication credentials, 
-	identification,
-	initial OA&M information, and
-	associated subscription. 
==> Comment #38  Objective for PRAS in SA5 scope
Subject to operator policy, the 5G system shall enable the Authorised Administrator to provision a PRAS with UE access considerations (allowing all UEs, or allowing specific UEs only) 
==> Comment #39  Objective for PRAS in SA5 scope 
The 5G system shall provide a mechanism for the Authorised Administrator to trigger initial provisioning of an eRG.
==> Comment #40  for RG already done in R16
The 5G system shall provide a mechanism for the Authorised Administrator to trigger initial provisioning of a PRAS
==> Comment #41  Objective for PRAS 
The 5G system shall support a PIN with at least one PIN Element with Management Capability.
The 5G system shall support mechanisms for a PIN User, network operator or authorized 3rd party to create and manage a PIN, including:  .
 -	Authorizing/deauthorizing PIN Elements;
-	Authorizing/deauthorizing PIN Elements with Management Capability;
-	Authorizing/deauthorizing PIN Elements with Gateway Capability;
-	Establishing duration of the PIN;
-	Configure PIN Elements to enable service discovery of other PIN Elements;
-	Authorize/deauthorise if a PIN Element can use a PIN Element with Gateway Capability to communicate with the 5GS;
-	Authorize/deauthorise for a PIN Element(s):
-		which other PIN Element it can communicate with, 
-		which applications/service or service in that PIN it can access’
-		which PIN Element it can use as a relay.
-	Authorize/deauthorise a UE to perform service discovery of PIN Elements over the 5G network;
-	Configure a PIN Element for external connectivity e.g.via 5G system;
NOTE: 1	The authorization can include the consideration of the location and time validity of the PIN and its PIN elements.
==> Comment #42 Objective for PIN
The 5G system shall support mechanisms for a network operator to configure the following policies in a PIN: 
-	Configure the connectivity type (e.g. licensed, unlicensed PIN direct connection) a PIN Element can use. .
==> Comment #43 Objective for PIN
[bookmark: OLE_LINK30]system shall be able to support mechanism to provide life span information of the PIN to the authorized 3rd party or the PIN elements when the PIN is created for limited time span.
==> Comment #44 Objective for PIN
The 5G system shall provide means to control which UEs can connect to a PRAS.
==> Comment #45  Objective for PRAS,
The 5G system shall support mechanisms to provision a PIN Element to use either licensed (under control of a MNO) or unlicensed spectrum (may be under the control of the MNO, or not) (e.g., when it has no connectivity to the 5G system).
==> Comment #46 Objective for PIN
2.1.2 Further Considerations on specific requirements
Requirement referring to eRG and CPN
All requirements referring to eRG and CPN are related to activity that has been performed in R16 within the context of 5WWC and several of them require to interact with BBF, since RG specification is outside 3GPP scope and in BBF scope. Hence the SA1 PIRATES requirements overlap with 5WWC SID proposal. 
Furthermore the requirement related to the discovery of services and discovery of devices within a LAN are already today supported by current mechanism such as Bonjour, UPnP etc defined by IETF, IEEE or as standard de facto which are considered in BBF for RG. Furthermore the RG management is under the BBF scope and outside 3GPP scope, a part enabling the capability to connect to the management server, e.g. ACS.
It worthwhile to mention that for the BBF has an initiative for Connected Home (https://www.broadband-forum.org/projects/connected-home) which is defining the User Services Platform as is a standardized protocol for managing, monitoring, upgrading, and controlling connected devices. USP allows service providers, consumer electronics manufacturers, and end users to:
· Perform lifecycle management of consumer connected devices
· Enable IoT and consumer electronics upgradability for critical security patches
· Bootstrap and configure newly installed or purchased devices and virtual services
· Let customer support monitor and troubleshoot connected devices, services, and home network links
· Easily map the home network to control service quality and monitor threats
· Securely control IoT, smart home, and smart networking functions locally or from the Cloud
· Enable multi-tenant (i.e., multi-stakeholder) management and control

Requirement referring to PRAS
All requirements related with PRAS may be understood as 4G Femto/HomeNb, but currently there is no such 5G node defined.

Points for discussion #1: 5G multicast/broadcast services
Under operator control, an eRG, shall be able to efficiently deliver 5G multicast/broadcast services to authorized UEs and non-3GPP devices in the CPN.
NOTE 2:	The multicast service(s) that each of the authorized UEs and/or non-3GPP devices is allowed to receive may be different.
==> Comment #15: The requirement is quite generic and it can be interpreted in the following different 


A. support of IP/Ethernet Multicast/Broadcast traffic which is received by RG (5G-RG) PDU session . Multicast/Broadcast traffic include also The IPTV service. These scenarios have been already specified in R16. 
B. The “efficient delivery” of Multicast/Broadcast traffic implies that in eMBS (R18 5MBS) framework need to be supported. In this case following scenarios may be considered:
1. FWA: support of eMBS in NG-RAN. How the “fixed” IPTV is suported in eMBS ?
2. RG/5G-RG: the Fixed access network between AGF and 5G-RG support multicast/broadcast services (including for IPTV) based on specific access solution which is widely deployed. How solution in fixed access network from AGF to 5G-RG can interwork with eMBS ?
3. 5G RG with both NG-RAN and Fixed access: How this scenario can be supported.
Open Issue: in case of R18 target is to support interpretation B) is this a study issue for 5WWC or eMBS (R18 5MBS)?
In case of interpretation B) additional study to be addressed to support eMBS in access network the relationship with support of multicast services in wired access network. for BBF networks, TR-101 issue 2 specifies the reference architectures and the requirement of the nodes with a ket assumption is the usage of IGMP agents in intermediates L2 nodes and usage of VLAN. The intention here is not to make the analysis, but to point out that wired access network multicast support has been build with specific optimisation in RG, Access nodes, Ethernet aggregation and BNG, that in case of AGF replacing the gNB the intermediate node in wired network are acting differently that a NG-RAN interface. Hence the support of 5MBS in wired and the interworking of eMBS in FWA and wired multicast needs to be investigated.

[image: ]


Points for discussion #2: to authorize a PRAS for its use in a CPN

The 5G system shall provide support for a network operator to authorize a PRAS for its use in a CPN. 
==> Comment #27   Objective for PRAS and possibly RG/CPN  (objective for PRAS with potential 5WWC dependency)
This aspect is to handled by RAN3 as it relates to PRAS deployment where PRAS is part of NG RAN

Points for discussion #3: Is E2E QoS monitoring for Intra-CPN traffic within 3GPP scope?
If the scenario is related to the QoS monitoring of traffic within the |CPN (Intra-CPN) the 3GPP has no possibility to enforce action for QoS monitoring, since the RG is the entity responsible to for such monitoring and it is under BBF scope. how can 5GC monitor traffic not going via 5GCis not in our scope (BBF)
The 5G system shall support real time E2E QoS monitoring and control for any intra-CPN data traffic to or from a UE (i.e. via eRG or via PRAS and eRG) 
==> Comment #30  Objective for RG/CPN  

2.2 high level choices to be made


The SA1 requirements assumed that a PIN network can be connected to a PIN element with Gateway capability connected via NG RAN interface or connected behind an eRG via a different interfaces, such as WiFI or Cable. similar assumption is done for the PRAS which can be connected to an eRG. The questions are
1. How and where to study the scenario of a PIN element in CPN ? as part of PIRATES SID or 5WWC SID?
2. How and where to study the scenario of a PRAS in CPN ? as part of 5GFS SID or 5WWC?

[bookmark: _Hlk84859213]The option for managing the various activities are the following
· Support of RG/CPN
· Option A)
· SA2 5WWC covers only aspects not related to RG/CPN in SA1 PIRATES, and the “objective 2” of SP-211080 on UE behind RG is moved to PIRATES,
· SA2 PIRATES includes WTs to study PIN aspects and RG/CPN aspects in SA1 PIRATES as well as “objective 2” of SP-211080 on UE behind RG
Note: for the aspect related to RG/CPN, coordination with study in 5WWC and with BBF are required
· Option B)
· SA2 5WWC covers all aspect as in SP-211080, including all CPN related aspect of SA1 PIRATES,
· SA2 PIRATES includes only WTs to study the PIN aspect and NOT the CPN aspects of SA1 PIRATES,
· Support of PRAS: 
· Option C)
· SA2 PIRATES includes WTs to study PRAS aspects
· 5GFS (see SP-211129) addresses limited set of specific requirement for UE accessing PRAS (when such requirements are in SA2 scope) or even 5GFS work is included in SA2 PIRATES
· Option D)
· SA2 PIRATES does not include WTs to study any PRAS related aspects
· 5GFS covers all PRAS related aspect of SA1 PIRATES (when such requirements are in SA2 scope),
3GPP
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