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************************************ START OF CHANGE ****************************************
5.2.5.3
Procedure for C2 authorization in EPS


5.2.5.3.1
C2 authorization at UE requested PDN connectivity

When the UAV requests to establish connectivity to an additional PDN over E-UTRAN for C2, the procedure described in clause 5.10.2 of TS 23.401 [6] takes place with the following modifications:
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0. PDN connectivity request procedure steps 1 –���in 3GPP TS 23.401 Figure 5.10.2-1 and Steps 1-2 in 3GPP TS 23.502 

Figure 4.11.1.5.4.1-1 

1. (OPTION 1) Steps 2-5 Figure 5.2.5.2.3-1

2. PDN connectivity request procedure steps 5-16 3GPP TS 23.401 Figure 5.10.2-1 and Steps 3-6 in 3GPP TS 23.502 

Figure 4.11.1.5.4.1-1 

3. (OPTION 2) Steps 2-5 Figure 5.2.5.2.3-1

4. PDN Connectivity Request steps 13-14 in 3GPP TS 23.401 

Figure 5.10.2-1

5. Steps 1-7 in TS23.502 figure 4.15.3.2.3-1

7. USS-initiated C2 pairing configuration procedure in EPS

6. (OPTION 2) UAV re-authorization procedure in EPS as per Figure 5.2.4.2-1


Figure 5.2.5.3.1-1: C2 authorization at PDN Connectivity Request

0.
Steps 1 - 4 performed as in Figure 5.10.2-1 of TS 23.401 [6] and steps 1 - 2 in Figure 4.11.1.5.4.1-1 of TS 23.502 [3]. When the UAV requests C2 communication, the UE includes in the PCO of the PDN Connectivity Request the following payloads:

-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider;

-
A UAS container including UAV UAV-C pairing information, flight authorization information, if available within a C2 Aviation Payload.

NOTE:
How the UAV/UE is configured with pairing information is out of scope of 3GPP.

1.
If authorization with USS is carried out during the PDN connectivity request (Option 1) steps 1, 6 as in Figure 5.2.3.2-1 takes place. The USS performs C2 authorization based on the received information and includes in the Naf_Auth_Response sent to the UAS NF/NEF CAA-Level UAV-ID (potentially new) and included in the authorization message the C2 authorization result, i.e. whether the UAV is allowed to be paired with the UAV-C, and security information. 
2.
Steps 5 -16 performed as in Figure 5.10.2-1 of TS 23.401 [6] and Steps 3-6 as in Figure 4.11.1.5.4.1-1 of TS 23.502 [3]. SMF+PGW-C includes the C2 authorization result in a PCO of the Create Session Response. The UE receives the PCO within a Downlink NAS transport message.

3.
If authorization with USS is carried out after the PDN connectivity request (Option 2) steps 1, 6 as in Figure 5.2.3.2-1 takes place. The USS performs C2 authorization as in step 2. 
4.
Steps 13-14 performed as in Figure 5.10.2-1 of TS 23.401 [6]

5.
If the C2 authorisation is successful the USS subscribes via the UAS-NF to a PDU Session Status event for the PDU session used for C2 including in the request the GPSI of the UAV. The UAS NF maps the PDU Session Status event to a PDN Connectivity status notification towards the USS.
6.
This steps takes place if C2 authorization was initiated after the PDN connectivity request (OPTION 2). In such a case the USS initiates a UAV re-authorization procedure in EPS as per Figure 5.2.4.2-1 including the GPSI, CAA-Level UAV-ID (potentially new), the C2 authorization result and security information.
7.
The USS stores the received UE IP address and invokes, with the received IP address and the IP-address of the authorized paired UAV-C as input, the USS initiated pairing policy configuration procedure in Figure 5.2.5.4.2-1.

For a UAV with aerial subscription, if the SMF+PGW-C determines that the S-NSSAI is subject to C2 authorization and the UAV has not provided a CAA-Level UAV ID then the SMF+PGW-C rejects the PDN connectivity request and provides in PCO an indication that USS authorization is required.
************************************ NEXT   CHANGE ****************************************
5.2.5.3.2
C2 authorization at UE requested bearer resource modification for an existing PDN connection
If the UE uses the existing PDN connection for C2, the UAV/UE uses the UE requested bearer resource modification as described in clause 5.4.5 of TS 23.401 [6] to request C2 authorization as follows.
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1. Steps 3 -5 Figure 5.2.5.2.2-1

0. UE requested bearer resource modification steps 1-3 In 3GPP TS 23.401 Figure 5.4.5-1

2.  UE requested bearer resource modification steps 4-6 in 3GPP S 23.401 Figure 5.4.5.1

3. UAV re-authorization procedure in EPS as per Figure 5.2.4.2-1

4. USS initiated C2 pairing policy configuration in EPS Figure 5.2.5.4.1-1


Figure 5.2.5.3.2-1: C2 authorization at UE requested bearer resource modification for an existing PDN
0.
Steps 1 - 3 performed as in Figure 5.4.5-1 of TS 23.401 [6]. When the UAV requests C2 communication, the UE additionally includes in the PCO the following payloads.

-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider;

-
A UAS container including UAV UAV-C pairing information, flight authorization information, if available within a C2 Aviation Payload.

NOTE:
How the UE is configured with pairing information is out of scope of 3GPP.

1.
Authorization with USS is carried out as insteps 3 -5 of Figure 5.2.5.2.2-1. The SMF+PGW-C includes in the authorization request the CAA-Level Identity payload and UAS container provided in step 1. The USS performs C2 authorization based on the received information and includes in the Naf_Auth_Response sent to the UAS NF/NEF CAA-Level UAV-ID (potentially new) and included in the authorization message the C2 authorization result, i.e. whether the UAV is allowed to be paired with the UAV-C, and security information.
2.
The UE requested bearer resource modification continues as in steps 4-6 in Figure 5.4.5-1 of TS 23.401 [6]. 
3.
Triggered by step 1, the USS performs C2 authorization based on the received information and invokes, in order to forward the C2 authorization result to the UAV/UE, the UAV Re-authentication procedure (see figure 5.2.4.2-1) including the GPSI, CAA-Level UAV-ID (potentially new), the C2 authorization result and security information.

4. 
The USS invokes, with the PDN connection IP address of the UE/UAV and the IP address of the authorized paired UAV-C as input, the USS initiated C2 pairing policy configuration procedure as described in Figure 5.2.5.4.2-1 to request corresponding traffic to be allowed on the PDN connection to the PGW.
************************************ END OF CHANGE ****************************************
_1694346902.doc
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0. PDN connectivity request procedure steps 1 – 4 in 3GPP TS 23.401 Figure 5.10.2-1 and Steps 1-2 in 3GPP TS 23.502 Figure 4.11.1.5.4.1-1
1. (OPTION 1) Steps 2-5 Figure 5.2.5.2.3-1
2. PDN connectivity request procedure steps 5-16 3GPP TS 23.401 Figure 5.10.2-1 and Steps 3-6 in 3GPP TS 23.502 Figure 4.11.1.5.4.1-1
3. (OPTION 2) Steps 2-5 Figure 5.2.5.2.3-1
4. PDN Connectivity Request steps 13-14 in 3GPP TS 23.401 Figure 5.10.2-1
5. Steps 1-7 in TS23.502 figure 4.15.3.2.3-1
7. USS-initiated C2 pairing configuration procedure in EPS
6. (OPTION 2) UAV re-authorization procedure in EPS as per Figure 5.2.4.2-1
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