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Abstract: This discussion paper aims at explaining the necessity for the study of NWDAF-assisted application detection and proposes to add it as the one of the objectives in FS_eNA_Ph3 SID.
1. Introduction
In the 5G and future network, more and more packet are encrypted e.g. based on HTTPS, which lead to the result that the DPI (Deep Packet Inspection) becomes not valid for the application detection. 
Therefore, during the FS_eNA_Ph2 phase, a Key Issue i.e. KI#14: NWDAF-assisted application detection is approved to study the NWDAF-assisted application detection (see clause 5.2.14 in TR 23.700-91). Correspondingly, a solution i.e. Solution#46 for the KI#14 is also approved (see clause 6.46 in TR 23.700-91). 
In the solution, two scenarios are proposed as follows:
-	Scenario 1, ASP provides initial PFD information but does not update it in time or does not update anymore. The technical details for the NWDAF may be as follows (See Figure 1):
-	Step 1: Train an Application Classifier or extract the packet characteristics per Application based on the collected historical PFD information (tag data for the classifier) and the corresponding packet related data (Table 6.46.2-1, input data for the classifier).
-	Step 2: Detect the new encrypted packet based on the Application Classifier or the packet characteristics per Application.
-	Step 3: Derive the new PFD information (based on the statistics of the result in step 2) to help UPF determine the encrypted packet using its IP 5-tuple.
-	Scenario 2, ASP does not provide any PFD information. The technical details for the NWDAF may be as follows:
-	Step 1: Perform clustering based on the collected packet related data (Table 6.46.2-1, input data for the clustering) and extract the packet characteristics per Application for each cluster.
-	Step 2: Resort to the 3rd party to determine which application ID the cluster belongs to.
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Figure: NWDAF-assisted application detection
However, it was not concluded because some companies have concerns for the solution. For example:
-	The PFD information provided by NWDAF and the PFD information (later) provided by ASP may be overlapped.
-	The UPF load may be enhanced when reporting the packet related data per QoS flow.
2. Discussion
On one hand, the application detection is an important mechanism for the operator e.g. to optimize its user’s service experience; relieve the load of the network function; etc. 
-	For example, for XR service delivered over HTTPS, it is not able to leverage DPI to get XR related information to assist smart scheduling as proposed in XR study and it is interesting to discuss how to leverage AI/ML e.g. DFI to get some XR related information.
-	Another example, it is useful for the operator to monitor which application (e.g. a video service which is relatively not urgent) lead to the heavy load of an NF or a network slice then make decisions to relieve the NF load or NSI Load e.g. reduce the Session-AMBR for the PDU Session who serves the application.
On the other hand, different from the Application ID, a Service Type in a coarse granularity level may be also useful for the operator if no Application ID can be identified. Examples for the Service Type could be as follows:
-	Browsing, e.g. surfing in a Browser or App;
-	Video Streaming, e.g. watching a TV play;
-	Audio Streaming, e.g. online music;
-	File Sharing, e.g. big file downloading;
-	Multimedia, e.g. image or voice message;
-	Interactive Messages, e.g. messaging via Wechat:
-	Video call over IP, e.g. video call via Wechat;
-	Voice call over IP, e.g. voice call via Wechat;
-	Other:
It should be note that the Solution#46 itself in Rel-17 is well discussed in which only some small additional concerns not handled due to time limit but can be studied in Rel-18.
3. Proposal
Proposal: It is proposed to add the NWDAF-assisted application detection as one of the objectives in FS_eNA_Ph3 SID.
In addition to the issues listed in Rel-17, the following issues may be studied in Rel-18 as well:
-	How to detect service type by the NWDAF.
-	How to avoid the overlapping between the PFD information provided by NWDAF and the PFD information provided by ASP.
-	How to subside the UPF load during the QoS flow level data collection in UPF.
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