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* * * * Begin of Changes * * * *
[bookmark: _Toc343594443][bookmark: _Toc372246772][bookmark: _Toc64385449][bookmark: _Toc64529599][bookmark: _Toc82016530][bookmark: _Toc27846729][bookmark: _Toc36187860][bookmark: _Toc45183764][bookmark: _Toc47342606][bookmark: _Toc51769307][bookmark: _Toc51829374]4	Architecture model and concepts
[bookmark: _Toc343594444][bookmark: _Toc372246773][bookmark: _Toc64385450][bookmark: _Toc64529600][bookmark: _Toc82016531]4.1	General concept
The architecture enhancements for UAVs introduce the following functionality:
-	Authentication and authorization of a UAV with the USS during 5GS registration (optional).
-	Authentication and authorization of a UAV with the USS during PDU session establishment and PDN connection establishment, if authentication and authorization has not been performed at 5GS registation.
-	Support for USS authorization of C2 Communication.
-	A reference model for UAV tracking, supporting three UAV tracking modes: UAV location reporting mode, UAV presence monitoring mode, and list of Aerial Ues in a geographic areaUnknown UAV tracking mode. The 3GPP system supports geofencing (for in-flight UAV) and geocaging (for UAV on the ground intending to fly) functionality in USS by providing enablers such as location services, event notification to a subscribing USS, etc.
NOTE:	Geofencing/geocaging mechanisms are an air traffic control functionality performed by the USS and are out of scope of this specification. The 3GPP system provides enablers to support geofencing/geocaging functionality in USS, e.g. location services, enablement of C2 connectivity, event notification to a subscribing USS, etc. However, no specific geofencing//geocaging mechanisms are defined in 3GPP.

[bookmark: OLE_LINK26]* * * * Next Change * * * *
[bookmark: _Toc66381056][bookmark: _Toc83205930][bookmark: OLE_LINK14]4.2.2	Logical UAV Reference Architecture



Figure 4.2.2-1: Logical 5GS and EPS architecture for UAV
NOTE 1:	Provisioning of UAS services over EPC is based on the use of an SMF+PGW-C node.


Figure 4.2.2-2: Non-roaming architecture for interworking between 5GS and EPC/E-UTRAN


Figure 4.2.2-3: Local breakout roaming architecture for interworking between 5GS and EPC/E-UTRAN
NOTE 2:	Transferring the UUAA context from AMF to MME when the UE moves from 5GS to EPS and the UUAA was performed at 5GS registration is not supported on the N26 interface.
* * * * Next Change * * * *
[bookmark: _Toc83205964]4.4.3	CAA-Level UAV ID Assignment
The format of the CAA-Level UAV ID is defined outside 3GPP, however how such identity is used to enable a TPAE to query about UAV information is defined with respect to the 3GPP functionality.
[bookmark: _Hlk51252948]In this release, the assignment of a CAA-level UAV ID for Remote Identification functionality applies solely to the UAV. No CAA-level UAV ID is assigned to and used by a UAVC.
Various formats of CAA-level UAV ID must be supported by the UAV to support various geo-specific regulations. At least Serial Number Identification, a CAA-Issued Registration Identifier (aka Session ID), and USS Issued UUID shall be supported.
In the case of Session ID, though the actual format of the CAA-Level UAV ID is defined outside 3GPP and is not decided by 3GPP, it is assumed that the CAA-Level UAV ID used for Remote Identification contains at least the following information:
-	an identity unique to the UAV, which may preferably have temporary validity: this identifies uniquely the UAV with the entity that allocates the CAA-level UAV ID.
NOTE 1:	Whether privacy or confidentiality requirements will apply to the unique UAV temporary identity depends on regulations in various regions.
-	CAA-level UAV ID Routing Information, used by an entity attempting to retrieve the UAV data (e.g. TPAE) to identify and address the appropriate entity where to send the query. This is also used in USS discovery.
Two types of CAA-level UAV ID assignment are supported:
1.	USS-assigned CAA-Level UAV ID: the identity is assigned completely at USS level.
2.	3GPP-assisted CAA-Level UAV ID assignment:
-	The allocation to the UAV of a CAA-Level UAV ID by the USS is done in collaboration with the UAS NF, for the use by the UAV for UUAA, and for the use for Remote Identification.
-	The USS interacts with the UAS NF to allocates the UAV identities to be used for Remote Identification (i.e. the CAA-Level UAV ID). When the UAV registers with the USS before registering to a 3GPP system for UAS services, the UAV operator provides information about the serving PLMN to the USS. In order to allocate a CAA-Level UAV ID, the USS interacts with a UAS NF if 3GPP Assisted CAA-Level UAV ID Assignment is desired. The 3GPP network selects a UAS NF to respond to the USS, and the UAS NF provides to the USS the CAA-Level Routing Information to enable a resolver of the CAA-level UAV ID to resolve to the UAS NF.
-	The USS delegates to the UAS NF the role of "resolver" of the CAA-Level UAV ID and return to an entity (e.g. the TPAE) querying information about the UAV based on the CAA-Level UAV ID the UAV data that the UAS NF retrieves from the USS.
Editor's note:	The details of mechanisms of exposure of UAS-NF to entities beyond USS outside the 3GPP system is FFS.
-	It is assumed that the mapping between USS assigned CAA-level UAV ID and the associated 3GPP UAV ID is known by the UAS NF after the UAV is authorized by the USS via a successful UUAA. If UAS NF receives a remote identification and tracking query from a TPAE with the USS-assigned CAA-Level UAV ID, the UAS NF uses the mapped 3GPP UAV ID to coordinate with different 3GPP functions to collect the UAV remote identification and tracking information. In addition, the UAS NF can retrieve aviation-level information (e.g. pilot information, USS operator, etc.) from the USS to provide it to the querying party (e.g. TPAE).
NOTE 2:	It is assumed that the UAV is not aware of which assignment mechanisms is used for the CAA-Level UAV ID.
NOTE x: TPAE may obtain CAA-level UAV ID from USS/UTM which is out of 3GPP scope.

* * * * Next Change * * * *
[bookmark: _Toc64385470][bookmark: _Toc64529620][bookmark: _Toc83206001]5.3	UAV Tracking
[bookmark: _Toc64385471][bookmark: _Toc64529621][bookmark: _Toc83206002]5.3.1	UAV Tracking Model
[bookmark: _Toc64385472][bookmark: _Toc64529622]3GPP network supports the functionality of UAV Tracking via the service exposure support towards USS/TPAE. The USS/TPAE invokes 3GPP network service through a UAS-NF for UAV tracking. The UAS-NF acts as an NEF/SCEF and interacts with other network functions (e.g. GMLC and AMF/MME) to support UAV tracking. The USS shall use 3GPP UAV ID (e.g. GPSI) and the TPAE shall use CAA Level UAV ID for identifying an individual target UAV. For further details on the architecture reference model, see clause 4.2.
Three UAV tracking modes are supported:
-	UAV location reporting mode;
-	UAV presence monitoring mode; and
-	List of Aerial UEs in a geographic area..
USS/TPAE could at any time choose a UAV tracking mode and provide the corresponding request to UAS NF. The USS/TPAE logic on its choice of UAV Tracking Model is out of scope of 3GPP.
The 3GPP network may also provide the UAV location to the USS during the UUAA procedures, as described in clause 5.2.2 and clause 5.2.3.
[bookmark: _Toc66381094][bookmark: _Toc83206003]5.3.1.1	UAV Location Reporting Mode
For UAV location reporting mode, the USS/TPAE that wants to be reported on the UAV location subscribes to the UAS NF with the target 3GPP UAV ID. The USS/TPAE could indicate the required location accuracy and whether it's for immediate reporting or deferred reporting (e.g. periodic reporting). With the request received from USS/TPAE, UAS NF identifies the related NF, i.e. GMLC and trigger existing procedures to retrieve the location report. Then UAS NF reports back the UAV's location together with the 3GPP UAV ID to the USS/TPAE.
[bookmark: _Toc66381095][bookmark: _Toc83206004]5.3.1.2	UAV Presence Monitoring Mode
For UAV presence monitoring mode, the USS/TPAE may subscribe for the event report of UAV moving in or out of the geographic area (e.g. longitude/latitude, zip code, etc). The request includes target 3GPP UAV ID and geographic area info.
If the requested geographic area info can be mapped to 3GPP defined area, such as a list of Tracking Areas or a list of cells as currently supported by 3GPP network as the Area Of Interest, UAS NF subscribes to AMF/MME for reporting the presence of the UAV in Area Of Interest using existing AMF/MME procedures, otherwise UAS NF subscribes to GMLC for configuring the presence monitoring. Upon receiving the report from AMF/MME or GMLC, the UAS NF notifies USS/TPAE for the UAV presence in the geographic area.
The USS may provide policies or rules to UAS NF based on the received event notification. If the traffic routing policies or rules were provided to UAS NF, when the location of UAV or the UAV presence in the monitoring area matches a policy, UAS NF based on the policy indicates SMF to take the appropriate network layer actions, e.g. revoke the connectivity between UAV and UAV controller. UAS NF considers those policies as active and ongoing instructions from USS without constant or repeated triggers/requests from USS. The traffic routing policy includes 3GPP UAV ID(s) (i.e. GPSI(s)) to identify the UAV(s) and the corresponding network layer actions e.g. revoke the resources of the related C2 communications.
[bookmark: _Toc66381096][bookmark: _Toc83206005]5.3.1.3	List of Aerial UEs in a geographic area.
In this mode, the USS/TPAE does not specify target 3GPP UAV ID and request UAS NF for a list of the UAVs in the geographic area and served by the PLMN. The request includes geographic area info and indication of one-time reporting by setting "maximumNumberOfReports" to 1. If the geographic area info can be mapped to 3GPP defined area such as a list of Tracking Areas or a list of cells, UAS NF triggers existing AMF/MME procedures to get the UE list within the TAI(s) or Cell Id(s). The UAS NF may include Aerial UE indication as an event filter in the request, that is used by the AMF/MME to separate out the UEs that are actual UAVs based UEs with aerial subscriptions. If the geographic area info cannot be mapped to 3GPP defined area such as a list of Tracking Areas or a list of cells, UAS NF provides a list of Tracking Areas which is larger than the geographic area to AMF/MME to retrieve the UE list within the list of Tracking Areas. Then UAS NF identifies UAVs from the UE list, and obtains the location for each identified UAV via LCS procedure toward GMLC. The UAS NF compares the UAV location with the geographic area to identify the UAVs in the geographic area and provides feedback to USS/TPAE. For the UAV list received from the AMF/MME or the UAV list identified with GMLC provided location, the UAS NF performs the filtering by checking for each 3GPP UAV ID reported whether there is match for the corresponding UAV context. The UAS NF may also verify whether the requesting USS is authorized to obtain the location info of the UAV.
In the above UAV tracking modes, UAS NF may need to map the 3GPP UAV ID to 3GPP internal IDs and vice versa. The CAA Level UAV ID may be optionally provided by the UAS NF, if available, to the USS/TPAE during tracking and location reporting of UAV.
[bookmark: _Toc83206006]5.3.2	Procedure for UAV location reporting
The following procedures describe the 5GC UAV's location reporting service to USS.




Figure 5.3.2-1: UAV Location Reporting
[bookmark: _Toc64385473][bookmark: _Toc64529623]1.	USS/TPAE to UAS NF/NEF: The USS/TPAE sends Nnef_EventExposure_Subscribe request to the UAS NF/NEF as described in step 1b-1 from clause 6.1.2 of TS 23.273 [8] for immediate location reporting (i.e. 5GC-MT-LR) and step 1b-1 from clause 6.3.1 of TS 23.273 [8] for periodic, triggered and UE available location reporting (i.e. deferred 5GC-MT-LR).
2.	UAS NF/NEF determines the relevant NF, i.e. GMLC for location reporting based on the UAV's capability or network capability, location accuracy etc.
[bookmark: OLE_LINK29]3.	UAS NF sends request to GMLC with the GPSI (i.e. 3GPP UAV ID) provided by USS/TPAE to retrieve the UE location via the current location services supported by GMLC. The UAS NF/NEF performs 5GC-MT-LR Procedure as described in clause 6.1.2 of TS 23.273 [8] or deferred 5GC-MT-LR procedure as described in clause 6.3.1 (up to step 21b-1) of TS 23.273 [8] depending on whether the request received in step 1 was for immediate location reporting or deferred location reporting respectively.
4.	UAS/NEF NF to USS/TPAE: UAS NF/NEF provides the UAV location to USS/TPAE in Nnef_EventExposure_Notify operation as described in step 24b-2 of Figure 6.1.2-1, if the request in step 1 was for immediate location reporting. The UAS NF/NEF includes the GPSI in the location reporting message to USS/TPAE as well as the UAV's location information (in the form of geo co-ordinates) which is understood by USS/TPAE (not assuming the knowledge of TA and Cell Id).
	If the request in step 1 was for deferred 5GC-MT-LR, the UAS NF/NEF sends Nnef_EventExposure_Notify indicating whether or not the periodic or triggered location was successfully activated in the target UE, as described in step 21b-2 of Figure 6.3.1-1.
5.	For deferred 5GC-MT-LR with periodic or triggered location request steps 22 to 30b-2 of Figure 6.3.1-1 are executed and the UAS NF/NEF provides the location report to USS/TPAE in Nnef_EventExposure_Notify operation.
[bookmark: _Toc83206007]5.3.3	Procedure for UAV presence monitoring
The following procedures describe the 3GPP UAV presence monitoring mode operation.




Figure 5.3.3-1: UAV Presence Monitoring
1.	USS/TPAE to UAS NF/NEF: The USS/TPAE initiates the UAV presence monitoring request via the Nnef_EventExposure_Subscribe service operation to UAS NF/NEF to subscribe to the target UAV presence events from 3GPP network (e.g. moving in or out of the monitoring area). In addition to providing a GPSI(i.e. 3GPP UAV ID) by USS or CAA level UAV ID by TPAE corresponding to the target UAV for the presence monitoring, the request also includes the geographic area info (e.g., longitude/latitude, zip code, etc.). Optionally, it includes a policy or rule indicating the 3GPP network to take the corresponding action when the Area of Interest (AOI) event report is detected. The policy or rule contains a moving in or moving out event associated with an indication of revoking the connectivity between UAV and UAV controller.
2.	UAS NF/NEF maps the geographical area into an area of interest that is represented by a list of Cell IDs, gNB IDs or TAIs, and determines the relevant NF (s), i.e. AMF or GMLC for location reporting based on the UAV's capability or network capability, the geographic area info etc.
3a.	If the requested geographic area info can be mapped to 3GPP defined area and the relevant NF is determined as AMF in step 2, then the UAS NF/NEF maps the GPSI provided by USS to SUPI, and provides the SUPI and the mapped 3GPP defined area to the AMF to obtain the UE presence status by reusing the Area of Interest mechanism.
3a.	If the requested geographic area info cannot be mapped to 3GPP defined area and the relevant NF is determined as GMLC in step 2, then the UAS NF/NEF uses GMLC based procedure for configuring the presence monitoring. It is preferrable for UAS NF/NEF to use GMLC based procedure if presence monitoring is needed in a granularity finer than the Cell Id. The UAS NF/NEF invokes an Ngmlc_Location_ProvideLocation Request service operation towards the GMLC including the geographical area of interest for presence monitoring. The UAS NF/NEF may first use AMF based procedure for UE presence monitoring as described in step 3a before invoking GMLC service.
4.	UAS NF/NEF receives the UAV presence monitoring report from AMF or GMLC.
5a.	UAS NF/NEF reports the UAV presence in the geographic area to USS by including its GPSI in the report. The CAA Level UAV ID, if available with the UAS NF/NEF, may be optionally provided in the report.
5b-5c.	[Optional] If policies have been provided to UAS NF/NEF in step1 from USS/TPAE, when the UAV presence in the monitoring area matches a policy, UAS NF/NEF based on the policy indicates SMF (via PCF) to take the appropriate network layer actions, e.g. revoke the connectivity between UAV and UAV controller, etc. The UAS NF/NEF uses the Npcf_PolicyAuthorization_Update service operation as described in clause 4.15.6.6.6a of TS 23.502 [3] and provides relevant parameters to the PCF. UAS NF/NEF considers those policies as active and ongoing instructions from USS without constant or repeated triggers/requests from USS/TPAE. The PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information received from the UAS NF/NEF about the PDU Session as described in the PCF initiated SM Policy Association Modification procedure in clause 4.16.5.2.

* * * * End of Changes * * * *
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