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Abstract: This discussion paper aims at resolving the exposure of IP addresses not used by the AF to the AF in untrusted domain.
1. Introduction
UE Data collection by NWDAF from AF has been defined in clause 6.2.8.2.4.4 of the TS 23.288, by querying the possible UE IP addresses based on the DNN/S-NSSAI info, and using these IP addresses for UE data collection from the AF. 


Figure 6.2.8.2.4.4-1 of TS 23.288: NWDAF correlates UE data collection and NWDAF request
As either the AF can be accessed via multiple DNN/S-NSSAIs or the UE might establish multiple PDU Sessions with the same DNN&S-NSSAI combination, the NWDAF may receive multiple UE IP addresses. Since the NWDAF has no knowledge on which IP address is to be used to access the AF, it has to provide all these UE IP addresses to the AF for the UE data collection.
As indicated by reply LS from SA3 (S3-213271/S2-2107067), exposing IP addresses not used by the AF to the AF in untrusted domain will cause some security risk and should be avoided.
Besides, the current signaling flow defined in clause 6.2.8.2.4.3 for AF correlating UE data collection may have the same problem, it allows the AF in untrusted domain to correlate UE data collection with UE ID, e.g. GPSI, by requesting the IP addresses allocated for the corresponding PDU Sessions of the UE. In this scenario, multiple IP addresses may also be responded to the AF, namely, IP addresses not used by the AF may also be exposed to it.
2. Discussion
The key point of this issue is how to determine which PDU Session will be used by the UE to access the application provided by the AF, so that a specific IP address used by the UE for the application can be determined. The application refers to the Application ID used to subscribe for UE data collection in step 3 of clause 6.2.8.2.3. To resolve this problem, two options are provided as below:
1) NWDAF subscribes to the SMF via UDM on the UE IP address allocation/release event with the condition of App_Start event, and the SMF only reports the UE IP address when App_Start event is detected;
2) NWDAF subscribes to the SM PCF via BSF on UE IP address allocation/release event with the condition of App_Start event, and the SM PCF only reports the UE IP address when App_Start event is detected;
In the case the PDU Session used to access the application is not established, the NWDAF in option 1) is unable to retrieve the corresponding PDU Session info from the UDM, as no UE Context has been registered within it, and therefore the NWDAF is unable to find the corresponding SMF and further obtain the IP address used to access the application from the SMF. While the NWDAF in Option 2) can reuse the existing mechanism to be notified of the PCF binding information by the BSF, and further obtain the IP address used to access the application from the PCF. 
Further, it can be seen that option 1) needs the SMF to report application start/stop notification to the NWDAF, which would have much impact on the SMF, since so far the SMF generates N4 rules for application detection according to the policies from the PCF. In addition, this reporting mechanism is already supported by SM PCF in DCAMP and can be reused with minor changes on Npcf_EventExposure service operation, there is no need to introduce duplicate functionality to the SMF.
For the AF correlating UE data collection scenario, the NWDAF in these options can be replaced by NEF with some small adaption, as the procedures are generally the same.
3. Conclusion and proposal(s)
Option 2) is proposed to be adopted as way forward, that is, the NWDAF/NEF subscribes to address of PCF for SM Policy Control via BSF, and then subscribes to the IP address allocation/release event together with App_Start event as subscribing condition, so as to get the IP address used by the UE to access the application and triggers the UE data collection with this address.
For the AF correlating UE data collection scenario, the NEF is required to perform the target UE IP address via BSF & SM PCF in the same way as Option 2).
The corresponding CR S2-2107489 submitted to the meeting captures both option 1) and option 2), and only one of them would be kept in the final version of the CR, subject to the meeting decision.
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