

SA WG2 Temporary Document
Page 3

3GPP TSG SA WG2 Meeting #147E e-meeting 	S2-2107677
Elbonia, Oct 18 - 22, 2021	
Source: Google
Title: Resolving the Editor’s Note on DNS procedure for EAS Discovery	
Document for: Information	 
Agenda Item: 8.3	
Work Item / Release:	eEdge_5GC/Rel-17
Abstract: This discussion paper proposes way forward to resolve the EN on DNS procedures for EAS discovery.
1. Introduction
The Editor’s Note in TS 23.548 EAS (re-)discovery procedure is concerned with ensuring that DNS queries for certain applications that need operator assisted edge application server selection can be processed by the network. 
Editor's note:	How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.
The EN is better written
Editor's note:	How to ensure that the application on the UE uses the network assigned EASDF's IP address for the DNS Query in step 8 is FFS.
The genesis of this EN is due in part to DNS settings on UEs that allow applications and users to select an alternative to the DNS settings assigned by the SMF. 
In this discussion paper, we analyze how DNS is used by applications on UEs today and how to address the goals of the procedure described in clause 6.2.3.2.2 EAS Discovery Procedure with EASDF and 6.2.3.2.3 EAS Discovery Procedure with Local DNS Server/Resolver.  
2. Discussion
2.2 User DNS Options 
Mainstream OSs today provide the ability for users to establish their own DNS settings. For example, Android users can set user-assigned DNS settings for their internet connection. The user can select a dedicated DNS server and for that server to use DoT (DNS over TLS).  The screen shots below show this configuration option. 
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This DNS configuration would mean any application that uses the unrestricted internet connection would use the user configured DNS settings and not those assigned by the SMF.  
Note that since Android 9, the default mode for Private DNS is "Automatic" which means it uses the network specified DNS server and it attempts a TLS connection to port 853 before falling back to UDP on port 53. Accordingly, any alternative DNS configuration represents an affirmative choice by the user, which could be based on privacy, DNS Resolver performance, or other considerations.  
EDNS Options  
For the DNS Resolver to accurately determine the location of the UE, the EDNS option is used to insert the IP address of the PDU into the DNS query. The EASDF can do this on behalf of the UE, however, this capability has been available in the DNS client of Android devices for many years and Google recommends that developers take advantage of this capability.  See https://developers.google.com/speed/public-dns/docs/ecs.


3. Way Forward 
Solution 1
To ensure that the SMF assigned DNS or EASDF addresses are used, the UE can establish PDU in addition to the unrestricted PDU and map applications that need Edge Application Server services to that PDU.  In this manner, the EASDF is always used. 
Solution 2
For users that wish to take advantage of Edge Application Server services from their application or service provider, the user can disable custom DNS settings.
Solution 3
To expedite the ability for DNS resolvers to accurately ascertain the location of the UE and the appropriate EAS, application developers should ensure that the DNS queries use EDNS when the client allows. 
3. Conclusion
The discussion paper proposes the way forward to resolve the EN in TS 23.548.
· Clarify that the UE configuration be set to send DNS queries to EASDF/DNS resolver configured by the network.
A CR to TS 23.548 clarifying the UE requirement is provided in S2-2107680. 
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